
C o n f i g u r i n g  M u l t i p l e  
V L A N s  a n d  V L A N  R o u t i n g

H o w  t o  c o n f i g u r e  m u l t i p l e  
V L A N s  w i t h  I n t e r n e t  a c c e s s .



In this guide we will be going over how to configure multiple VLANs with routing so that each VLAN has Internet access.

We will be using a M4300-8X8F as the core switch with two M4250-8G2FX-PoE+ switches.

Configuring Multiple VLANs with Internet Access

Router
IP: 192.168.77.1
SM: 255.255.255.0
DHCP: 192.168.77.100-200

Edge Switch 2
VLAN 1
IP:    192.168.77.101
SM: 255.255.255.0
VLAN 10
VLAN 20

Core Switch
VLAN 1
IP:                   192.168.77.254
SM:                 255.255.255.0
VLAN 10
IP:                   192.168.10.1
SM:                 255.255.255.0
DHCP POOL: 192.168.10.100 - 192.168.10.200
VLAN 20
IP:                    192.168.20.1
SM:                  255.255.255.0
DHCP POOL: 192.168.20.100 - 192.168.20.200 

Engage Controller
IP:              192.168.77.12
SM:           255.255.255.0
Gateway: 192.168.77.1

Edge Switch 1
VLAN 1
IP:    192.168.77.100
SM: 255.255.255.0
VLAN 10
VLAN 20

In this configuration we are using the router to provide DHCP for VLAN 1.
We will be creating two VLANs with IP addresses and DHCP pools, then 
creating the routes on the firewall for each one of the subnets.

We will be following the topology shown here on the right.

We will also go over some optional configuration that will make it easier 
for you to manage the network, such as naming the switches instead of 
going by the serial numbers. 

Configuration:
• Create VLAN 10

• IP Address
• DHCP Pool

• Create VLAN 20
• IP Address
• DHCP Pool

• Configure Static IP address for VLAN 1 on Core switch
• Configure Static Routes on Router for each VLAN subnet

NOTE: Though VLANs 10 & 20 will exist throughout all 
the switches in the network you will only need to assign 
an IP address for these VLANs on the core switch.



Click on the edit icon under “System Name.”

The first thing that we are going to do is to name our switches, this will make them 
easier to identify when we are going through the configuration.
If you do not name the switches, they will be identified by the serial number.



We are going to name this switch 
“Core” and then click on “Apply.”



Click on the edit icon under “System Name” 
for the next switch.



We are going to name this switch “Conference Room” 
and then click on “Apply.”



Click on the edit icon under “System Name” 
for the next switch.



We are going to name this switch 
“Lobby” and then click on “Apply.”



Now that we have named our switches we are going to 
go to “Site Settings” to configure the network profiles.



Click on “Create New Profile.”



Click on the drop-down for “Profile Template.”



For our first VLAN we are going to select the “Video” template.



Click on “Next.”



We are going to name this VLAN “Video” and 
give it a VLAN ID of 10, then select the color.

Click on “Next.”



Click on the “Core” switch.



We are going to select 
ports 14 and 16.

After selecting the ports 
click on the next switch.



We are going to select 
ports 1 and 2.

After selecting the ports 
click on the next switch.



We are going to select 
ports 1 and 2.

After selecting the ports 
click on “Apply.”



Click on “Confirm.”



Click on “Confirm.”

Another pop-up will come up to ask you if you want to continue configuration 
for VLAN routing.
At this point, the VLAN created is a layer 2 VLAN.

You can enable VLAN routing at any time, not just when creating the VLAN.



From here we are selecting the switch that will be doing the 
routing, the edge switches do not need to be configured to 
route traffic, we just need to configure the “Core” switch.

Click on the “Core” switch.



Select “Core Switch.”



Selecting the “Core Switch” will enable all fields. 

Click on “Apply.”



Scroll down.



Click on “Apply.”



Click on “Go to VLAN Routing.”



Scroll down.



The IP address for this VLAN is going to be 
“192.168.10.1” with a subnet mask of “255.255.255.0.”

We are also going to configure the DHCP server for 
this VLAN.

The “Default Router” is the IP address of the VLAN.

The DHCP server pool will be between 
192.168.10.100 to 192.168.10.200.
This will give us 100 addresses.

For the DNS addresses we are going to use 
“8.8.8.8” and “8.8.4.4.”

The “Search Domain” can be left blank.

The default “Lease Time” is set to 240 minutes, this 
can be changed, we are going to leave it at the 
default setting.

Click on “Apply.”



A pop-up will come up to inform you that if 
the DNS is not configured the devices 
receiving DHCP will not be able to resolve 
addresses.

Click on “Yes.”



We are now going to add the second VLAN.

Click on “Site Settings.”



Click on “Create New Profile.”



Click on the drop-down for “Profile Template.”



For our second VLAN we are going to select the “Audio Dante” template.



Click on “Next.”



We are going to name this VLAN “Audio” and 
give it a VLAN ID of 20, then select the color.

Click on “Next.”



Click on the “Core” switch.



We are going to select 
ports 10 and 12.

After selecting the ports 
click on the next switch.



We are going to select 
ports 3 and 4.

After selecting the ports 
click on the next switch.



We are going to select 
ports 3 and 4.

After selecting the ports 
click on “Apply.”



Click on “Confirm.”



Click on “Confirm.”



Click on the “Core” switch.



Select “Core Switch.”



Selecting the “Core Switch” will enable all fields. 

Click on “Apply.”



Scroll down.



Click on “Apply.”



Click on “Go to VLAN Routing.”



Scroll down.



The IP address for this VLAN is going to be 
“192.168.20.1” with a subnet mask of “255.255.255.0.”

We are also going to configure the DHCP server for 
this VLAN.

The “Default Router” is the IP address of the VLAN.

The DHCP server pool will be between 
192.168.20.100 to 192.168.20.200.
This will give us 100 addresses.

For the DNS addresses we are going to use 
“8.8.8.8” and “8.8.4.4.”

The “Search Domain” can be left blank.

The default “Lease Time” is set to 240 minutes, this 
can be changed, we are going to leave it at the 
default setting.

Click on “Apply.”



Click on “Yes.”



Click on the drop-down 
for the VLAN ID.

Next, we are going to assign a static IP address for VLAN 1.



Select VLAN 1.



Check the box under “Static” 
for the “Core” switch.



We are going to give VLAN 1 an IP 
address of “192.168.77.254” and a 
subnet mask of “255.255.255.0.”

Scroll down.



Click on “Apply.”



This completes the VLAN routing configuration on the switches.

We now have to login to the firewall and configure the static routes.



Click on “System” and go to “Routing.”

The configuration may vary depending on your firewall.

For this example, we are using a PfSense firewall.



Click on “Add.”

For us to configure the route we first need to create a gateway.



Click the drop-down for “Interface” and select “LAN.”

We are going to name this gateway “CoreSwitch” and set the 
“Gateway” address to the IP address of VLAN 1 on the core switch.

Scroll down.



Click on “Save.”



Click on “Apply Changes.”



Click on “Static Routes.”



Click on “Add.”



Click the drop-down for “Interface” and select “CoreSwitch.”

The “Destination network” for VLAN 10 will be “192.168.10.0.”

A 255.255.255.0 subnet mask is “/24.”

Click on “Save.”



Click on “Apply Changes.”



Click on “Add.”

We now have the route for VLAN 10 configured.



Click the drop-down for “Interface” and select “CoreSwitch.”

The “Destination network” for VLAN 10 will be “192.168.20.0.”

A 255.255.255.0 subnet mask is “/24.”

Click on “Save.”



Click on “Apply Changes.”



We now have the routes configured back to the core switch for the two VLANs that we created.

To add another VLAN with Internet access you will follow the same process to add another route 
for the VLANs subnet.



End
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