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Configuring Multiple VLANs with Internet Access

In this guide we will be going over how to configure multiple VLANs with routing so that each VLAN has Internet access.

We will be using a M4300-8X8F as the core switch with two M4250-8G2FX-PoE+ switches.

In this configuration we are using the router to provide DHCP for VLAN 1.

We will be creating two VLANs with IP addresses and DHCP pools, then
creating the routes on the firewall for each one of the subnets.

We will be following the topology shown here on the right.

We will also go over some optional configuration that will make it easier
for you to manage the network, such as naming the switches instead of
going by the serial numbers.

Configuration:
* Create VLAN 10
* IP Address
* DHCP Pool
* Create VLAN 20
* IP Address
* DHCP Pool
* Configure Static IP address for VLAN 1 on Core switch
* Configure Static Routes on Router for each VLAN subnet

NOTE: Though VLANs 10 & 20 will exist throughout all
the switches in the network you will only need to assign
an IP address for these VLANs on the core switch.

Engage Controller
IP: 192.168.77.12
SM: 255.255.255.0

Gateway: 192.168.77.1

Router

1P: 192.168.77.1

SM: 255.255.255.0

DHCP: 192.168.77.100-200
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Core Switch

VLAN 1

IP: 192.168.77.254

SM: 255.255.255.0

VLAN 10

IP: 192.168.10.1

SM: 255.255.255.0

DHCP POOL: 192.168.10.100 - 192.168.10.200
VLAN 20

IP: 192.168.20.1

SM: 255.255.255.0

DHCP POOL: 192.168.20.100 - 192.168.20.200

Edge Switch 1

VLAN 1

IP:  192.168.77.100
SM: 255.255.255.0
VLAN 10

VLAN 20

Edge Switch 2

VLAN 1

IP: 192.168.77.101
SM: 255.255.255.0
VLAN 10

VLAN 20




A METGEAR Engage _ O
The first thing that we are going to do is to name our switches, this will make them
NETGEAR' easier to identify when we are going through the configuration. , )
. . . . . Question/Help v admin *
ENGAGE If you do not name the switches, they will be identified by the serial number.
Site
Devices Topology Site Settings Support Controller Management HQ “
Managed Devices Click on the edit icon under “System Name.” ® Add Device
Switch Model System Name Serial Number IP Address FW Version AV Version Status
M4300-8X8F ) .
=) 4G3N2971D00AF 192.168.77.104 12.317.13 22412 Online Configure H
XSM4316S
M4250-8G2XF-PoE+ . .
=) #  BYX1245HF0018 192.168.77.107 13.1.4.14 22412 Online Configure 3
GSM4210PX
M4250-8G2XF-PoE+ ) .
C==) &  BYX32ABNA0109 192.168.77.106 13.1.4.14 22412 Online Configure 3
GSM4210PX
Total 3 10/page n Goto| 1
Discovered Devices
Switch Model System Name Serial Number MAC Address IP Address FW Version AV Version

)

‘You do not have any discovered devices

Total 0 10/page n Goto| 1




M METGEAR Engage

Edit System Name

Ne ystem Name

‘ Co rE{

Cancel

We are going to name this switch
“Core” and then click on “Apply.”
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NETGEAR

ENGAGE

Devices Topology

Managed Devices

Switch Model
M4300-8X8F
KSMA316S

M4250-8G2XF-PoE+
GSM4210PX

M4250-8G2XF-PoE+
GSM4210PX

Discovered Devices

Switch Model

Site Settings Support

Controller Management

Click on the edit icon under “System Name”
for the next switch.

System Name

Core

System Name

Serial Number

4G3N2971D00AF

6YX1245HF0018

B6YX32A5MAD109

Total 3 10/page

Serial Number

IP Address FW Version
192.168.77.104 1231713
192.168.77.107 13.1.4.14
192.168.77.106 13.1.4.14

n Goto| 1

MAC Address IP Address

)

‘You do not have any discovered devices

Total 0 10/page

n Go to 1

AV Version

22412

22412

22412

FW Version

Question/Help v~ admin

< (IR

@ Add Device

[%p]
=
m

Status
AV Version
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Edit System Name

We are going to name this switch “Conference Room”
and then click on “Apply.”
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NETGEAR

ENGAGE

Devices Topology

Managed Devices

Switch Model
M4300-8X8F
KSMA316S

M4250-8G2XF-PoE+
GSM4210PX

M4250-8G2XF-PoE+
GSM4210PX

Discovered Devices

Switch Model

Site Settings Support Controller Management

Click on the edit icon under “System Name”
for the next switch.

System Name Serial Number
Core i 4G3N2971D00AF
Conference Room g BYX1245HFO018

B6YX32A5MAD109

Total 3 10/page

System Name Serial Number

IP Address

192.168.77.104

192.168.77.107

192.168.77.106

MAC Address

)

FW Version

1231713

13.1.4.14

13.1.4.14

Goto| 1

IP Address

‘You do not have any discovered devices

Total 0 10/page

Go to 1

AV Version

22412

22412

22412

FW Version

Question/Help v~ admin

[%p]
=
m

Status

Online

Online

Online

AV Version

@ Add Device

Configure £

Configure £

Configure E
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Edit System Name

em Name

We are going to name this switch
“Lobby” and then click on “Apply.”
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NETGEAR

ENGAGE

Devices Topology

Site Settings

Managed Devices

Switch Model System Name
M4 300-8X8F

) Core
XS5M43165

) M4250-8G2XF-Pok~ Conference Room

GSM4210PX

M4250-8G2XF-PoE+

=) Lobby
GSM4210PX

Discovered Devices

Switch Model System Name

Support

Controller Management

Serial Number

4G3N2971D00AF

6YX1245HF0018

B6YX32A5MAD109

Total 3 10/page

Serial Number

‘You do not have any discovered devices

Total 0 10/page

Now that we have named our switches we are going to
go to “Site Settings” to configure the network profiles.

IP Address

192.168.77.104

192.168.77.107

192.168.77.106

MAC Address

)

AV Version

22412

22412

22412

FW Version

Question/Help v~ admin

[%p]
=
m

Status

Online

Online

Online

AV Version

@ Add Device

Configure £

Configure

Configure E
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N ETGEAR. Question/Help ~ admin

ENGAGE
Site
Devices Topology Site Settings Support Controller Management HQ
Network Profiles Management WVLAMN and OOB WLAN Routing and DHCF Server IGMP Querier

+ Export Workshest

MNetwork Profiles

Profile Name Profile Template WVLAN ID Management VLAN

wee

Data 1 Q

Total 1 10/page n Goto 1

[ Default

Click on “Create New Profile.”

Global Settings

These setting will be applied to all switches on this site.

Auto-Trunk

Auto-LAG
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N ETGEAR. Question/Help ~ admin

ENGAGE

Site
Devices Topology Site Settings Support Controller Management HQ
Create New Profile Back to Network Profiles

° Profile Template @ Profile Settings @ Port Assignment

Profile Template

Select the profile overview template to provide your AV profile template options

Profile Template
Click on the drop-down for “Profile Template.”

Use As Default VLAN Profile
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NETGEAR

ENGAGE

Devices Topology Site Settings Support Controller Management

Create New Profile

° Profile Template @ Profile Settings @ Port Assignment

Profile Template

Select the profile overview template to provide your AV profile template options

— Profile Template

Lighting
Shure Converged Audio and Control Metwork
Shure Split Audio and Control Network

50nos

Question/Help ~ admin

HQ

Back to Network Profiles

w
—+
1+

B

F

Video

Video NDI4

Video NDIS with Dante, Q-Sys or AESE7 audio

For our first VLAN we are going to select the “Video” template.
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N ETGEAR' Question/Help ~ admin

ENGAGE

Site
Devices Topology Site Settings Support Controller Management HQ
Create New Profile Back to Network Profiles

° Profile Template @ Profile Settings @ Port Assignment

Profile Template

Select the profile overview template to provide your AV profile template options

Profile Template

Video

Profile Description

Ta connect IP Video devices and their contraller. Audio can be sent and received using another VLAN tag in
another profile simultaneously. Supported devices include NWVX, AMX, ZeeVee, Aurora, Kramer, Atlona,
ATEN, LibAV, Visionary, Wyrestorm, Extron NAY, Dante AV, SDVoE & etc.

Use As Default VLAN Profile

Click on “Next.”
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N ETGEAR. Question/Help ~ admin

ENGAGE

Site
Devices Topology Site Settings Support Controller Management HQ
Create New Profile Back to Network Profiles

° Profile Template ° Profile Settings @ Port Assignment

Profile Settings

Configure you profile settings and and preferences

r
Profile Mame Profile Template
Video
We are going to name this VLAN “Video” and
VLAN ID Color give it a VLAN ID of 10, then select the color.
10 B #1A33ED
Previous ‘ Cancel ‘

I Click on “Next.” I
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NETGEAR

ENGAGE

Devices Topology Site Settings Support Controller Management

Create New Profile

Profile Name: Video  VLANID: 10  Profile Template: Video

Click on the “Core” switch.
=

Conference R...

Total Number of Configured Switches: 0

Switch Name Model Configured Number of Ports | Configured Ports

D

You have no configured switches for this network profile.

Please assign ports for this network profile by clicking on the Switch from the above section.

Previous

Question/Help ~ admin

Back to Network Profiles

Show Legends O Refresh

‘ Cancel ‘ Apply
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A METGEAR Engage

— m| X
N ETGEAR. Question/Help admin
ENGAGE
Site
Devices

Topology Site Settings Support Controller Management HQ

Create New Profile

e Profile Template

Back to Network Profiles

e Profile Settings

Profile Name: Video  VLANID: 10  Profile Template: Video

° Port Assignment

We are going to select
ports 14 and 16.

C .
o After selecting the ports
Conf A.. . .
o click on the next switch.
Untag all
Total Number of Configured Switches: 1
Switch Name @ Model Configured Number of Ports ..  Configured Ports
M4300-8X8F
Core M4300-8X8F 2

SRS c o
L2428

Previous Cancel ‘




A METGEAR Engage

NETGEAR

Question/Help v admin *
ENGAGE

Devices Topology Site Settings Support Controller Management HQ “

Create New Profile

n
—+
43

Back to Network Profiles

e Profile Template ° Profile Settings ° Port Assignment

Profile Name: Video  VLANID: 10  Profile Template: Video

We are going to select
ports 1 and 2.

Show Legends O Refresh

Core
Conference R...
After selecting the ports
) ) click on the next switch.
Total Number of Configured Switches: 2
Switch Name Model -l Configured Number of Ports |  Configured Ports
M4250-8G2XF-PoE+
Lobby M4250-8G2XF-PoE+ 2 nn o 0
4 “
M4300-8X8F
Core M4300-8X8F 2 mm o

Previous ‘ Cancel ‘ Apply




A METGEAR Engage

- O X
NETGEAR
Question/Help v admin *
ENGAGE
Site
Devices Topology Site Settings Support Controller Management HQ “
Create New Profile Back to Network Profiles

e Profile Template ° Profile Settings ° Port Assignment

We are going to select
ports 1 and 2.

Profile Name: Video  VLANID: 10  Profile Template: Video Show Legends O Refresh

Conference Rog,

o
@ ©

Conference R...

Untag all
Total Number of Configured Switches: 3
Switch Name Model -l Configured Number of Ports |  Configured Ports
M4250-8G2XF-PoE+
Lobby M4250-8G2XF-PoE+ 2 nn o 0
4 “
M4300-8X8F
Core M4300-8X8F 2 —— o
L4 )le]
4750-8G2XF-PoE+ After selecting the ports
Conference Room M4250-8G2XF-PoE+ 2 I | O

|2

click on “Apply.”




M METGEAR Engage

Create New Profile

Are you sure you want to apply network port assignments to all the switches on the site?

Clic “Confirm.”




M METGEAR Engage

Another pop-up will come up to ask you if you want to continue configuration
for VLAN routing.
At this point, the VLAN created is a layer 2 VLAN.

You can enable VLAN routing at any time, not just when creating the VLAN.

VLAN Routing Planner

Do you want to continue with VLAN Routing Planning?

Cancel

Click on “Confirm.”
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NETGEAR

ENGAGE From here we are selecting the switch that will be doing the Question/Help admin
routing, the edge switches do not need to be configured to
route traffic, we just need to configure the “Core” switch.

Devices Topology Site Settings Support Controll HQ ﬂ

WLAN Routing Planner ack to Network Profiles

Profile Name: Video  VLANID: 10  Profile Template: Video = Refresh

Note: Click on the switches to start network routing planning

Enable Routing on all Switches

@ Core

Click on the “Core” switch.

Legends

3 Core Switch D, DHCP Server R, Enable Routing +{ IGMP Querier

Total Number of Configured Switches: 0
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NETGEAR

Question/Help v admin *
ENGAGE
Site
Devices Topology Site Settings Support Controller Management HQ “
WLAN Routing Planner Back to Network Profiles
Profile Name: Video  VLANID: 10  Profile Template: Video = Refresh

Note: Click on the switches to start network routing planning

Enable Routing on all Switches

e Core

R Enable Routing
D, DHCP Server

I O 3 Core Switch H Select “Core Switch.” I

£ IGMP Querier

Legends

3 Core Switch D, DHCP Server R, Enable Routing +{ IGMP Querier

Total Number of Configured Switches: 0
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NETGEAR

ENGAGE

Devices Topology Site Settings Support Controller Management

WLAN Routing Planner

Profile Name: Video  VLANID: 10  Profile Template: Video

Note: Click on the switches to start network routing planning

Enable Routing on all Switches

Core

@ R Enable Routing
© D, DHCP Server
@ % Core Switch

@ « IGMP Querier

Selecting the “Core Switch” will enable all fields.

Click on “Apply.”

Legends

3 Core Switch D, DHCP Server

Total Number of Configured Switches: 0

R, Enable Routing

+{ IGMP Querier

Question/Help v admin *

< (IR

Back to Network Profiles

n
—
43

2 Refresh




A METGEAR Engage

NETGEAR

ENGAGE

Devices Topology Site Settings

WLAN Routing Planner

Profile Name: Video  VLANID: 10

Support Controller Management

Profile Template: Video

Note: Click on the switches to start network routing planning

Enable Routing on all Switches

-@jﬂore

Legends

* Core Switch

Total Number of Configured Switches: 1

Scroll down.

D, DHCP Server able Routing

+{ IGMP Querier

Question/Help v admin

Back to Network Profiles

= Refresh
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NETGEAR

ENGAGE

Devices Topology Site Settings Support Controller Management

Lobby

@Core
O Conference Room

Legends

3 Core Switch D, DHCP Server

Total Number of Configured Switches: 1

Switch Name - Model |- Core Switch
Core M4300-8X8F (]
Previous

R, Enable Routing

Enable Routing

Question/Help v~ admin

S

[%p]
b=t
m

+£ IGMP Querier

IGMP Querier DHCP |

] ] Click on “Apply.”




M METGEAR Engage

VLAN Routing Planner
Engage has saved your VLAN Routing Planning.

Go to VLAN Routing ]

e

Click on “Go to VLAN Routing.”
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NETGEAR

ENGAGE

Devices Topology Site Settings Support

Network Profiles Management VLAMN and OOB

WLAN Routing and DHCP Server

Controller Management

DHCP Server

DHCP Server

Default Router

DNS Server 1

¢ NetworPronies Basic Configuration
B Basic

Vlan Routing
& Advanced - Profile Name: Video
€ Information ’

DHCP Server Pool Start

VLANID: 10

Switch Name

Core

Total 3

IGMP Querier

Add Switch

MAC Address

28:80:88:71:49:D7

10/page

Scroll down.

Question/Help v~

admin

[%p]
=
m

DHCP Client Static IP Address
n Goto 1

DHCP Server Pocl End

DNS Server 2

2 Refresh

@ Enable New VLAN Routing

Subnet Mask
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NETGEAR

ENGAGE

Devices Topology Site Settings Support

Wy nnonmauon

DHCP Server

We are also going to configure the DHCP server for DHCF Server

this VLAN.

The IP address for this VLAN is going to be
“192.168.10.1” with a subnet mask of “255.255.255.0.”

Controller Management

Switch Name | MAC Address DHCP Client Static

Core 28:80:88:71:49:D7

Total 3 10/page

The “Default Router” is the IP address of the VLAN.

192.168.10.1

The DHCP server pool will be between

Question/Help v

IP Address

192.168.10.1

2552552550

admin

Subnet Mask

192.168.10.100 to 192.168.10.200. [

This will give us 100 addresses.

For the DNS addresses we are going to use
“8.8.8.8” and “8.8.4.4."

The “Search Domain” can be left blank.

The default “Lease Time” is set to 240 minutes, this
can be changed, we are going to leave it at the
default setting.

* Click on “Apply.” I




M METGEAR Engage

Warning

We recommend configuring at least one DNS server when configuring a
static IP address. Without a DNS server and router, Internet services
cannot work.

A pop-up will come up to inform you that if
the DNS is not configured the devices

receiving DHCP will not be able to resolve
addresses.

Click on “Yes.”
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NETGEAR

ENGAGE

/

Devices Topology Site Settings Support

Network Profiles Management VLAMN and OOB

WLAN Routing and DHCP Server

We are now going to add the second VLAN.
Click on “Site Settings.”

Controller Management

IGMP Querier

< Network Profiles Basic Configuration

B Basic

Vlan Routing
& Advanced - Profile Name: Video
€ Information ’

DHCP Server

DHCP Server

Default Router

192.168.101

DHCP Server Pool Start

192.168.10.100

DNS Server 1

8.8.8.8

VLANID: 10

Add Switch

Switch Name MAC Address

Core 28:80:88:71:49:D7

Total 3

10/page n

DHCP Client

Question/Help v~

Site
HQ

admin

2 Refresh

@ Enable New VLAN Routing

B Static IP Address

= 192.168.10.1

Goto 1

DHCP Server Pocl End

192 168.10.200

DNS Server 2

8.8.4.4

Subnet Mask

2552552550
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N ETGEAR. Question/Help ~ admin

ENGAGE
Site
Devices Topology Site Settings Support Controller Management HQ
Network Profiles Management WVLAMN and OOB WLAN Routing and DHCF Server IGMP Querier

+ Export Workshest

MNetwork Profiles

Profile Name Profile Template WVLAN ID Management VLAN

wee

[ D=fault Data 1 Q

Video Video 10 . .
u Click on “Create New Profile.”

Total 2 10/page n Goto 1

Global Settings

These setting will be applied to all switches on this site.

Auto-Trunk

Auto-LAG
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N ETGEAR. Question/Help ~ admin

ENGAGE

Site
Devices Topology Site Settings Support Controller Management HQ
Create New Profile Back to Network Profiles

° Profile Template @ Profile Settings @ Port Assignment

Profile Template

Select the profile overview template to provide your AV profile template options

Profile Template
Click on the drop-down for “Profile Template.”

Use As Default VLAN Profile
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N ETGEAR. Question/Help ~ admin

ENGAGE

(0]
—
13

Devices Topology Site Settings Support Controller Management HQ
Create New Profile Back to Network Profiles

° Profile Template @ Profile Settings @ Port Assignment

Profile Template

Select the profile overview template to provide your AV profile template options

— Profile Template

W
Audio AESET7

Audio Dante For our second VLAN we are going to select the “Audio Dante” template.

Audio Q-5YS
Audio Video AVE
Data

Lighting
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N ETGEAR' Question/Help ~ admin

ENGAGE

Site
Devices Topology Site Settings Support Controller Management HQ
Create New Profile Back to Network Profiles

° Profile Template @ Profile Settings @ Port Assignment

Profile Template

Select the profile overview template to provide your AV profile template options

Profile Template

Audio Dante

Profile Description

Ta connect IP Audio Dante devices and their controller

Use As Default VLAM Profile

Click on “Next.”
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N ETGEAR. Question/Help ~ admin

ENGAGE
Site
Devices Topology Site Settings Support Controller Management HQ
Create New Profile Back to Network Profiles

° Profile Template ° Profile Settings @ Port Assignment

Profile Settings

Configure you profile settings and and preferences

r
Profile Mame Profile Template
Audio
We are going to name this VLAN “Audio” and
VLAN ID Color give it a VLAN ID of 20, then select the color.
20 #0BCDE3
Previous ‘ Cancel ‘

I Click on “Next.” I
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N ETGEAR' Question/Help ~ admin

ENGAGE
Site
Devices Topology Site Settings Support Controller Management HQ
Create New Profile Back to Network Profiles
Profile Name: Audio  VLANID: 20  Profile Template: Audio Dante Show Legends O Refresh

abby

Click on the “Core” switch.

L
=

Conference R...

Total Number of Configured Switches: 0

Switch Name Model Configured Number of Ports | Configured Ports

D

You have no configured switches for this network profile.

Please assign ports for this network profile by clicking on the Switch from the above section.

Previous ‘ Cancel ‘ Apply

=

(0]
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NETGEAR

Question/Help admin
ENGAGE

Devices Topology Site Settings Support Controller Management HQ

Create New Profile

e Profile Template e Profile Settings ° Port Assignment

Back to Network Profiles

Profile Name: Audio  VLAN ID: 20  Profile Template: Audio Dante We are going to select how Legends O Refresh

ports 10 and 12.

Core

C .
o After selecting the ports
Conf A.. . .
o click on the next switch.
Untag all
Total Number of Configured Switches: 1
Switch Name @ Model Configured Number of Ports ..  Configured Ports
M4300-8X8F
Core M4300-8X8F 2 mie o w

Previous Cancel ‘
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NETGEAR

ENGAGE

Devices Topology Site Settings

Create New Profile

e Profile Template

Profile Name: Audio VLAN ID: 20

Total Number of Configured Switches: 2

Switch Name Maodel -

Lobby M4250-8G2XF-PoE+

Core

M4300-8X8F

Previous

° Profile Settings

Profile Template: Audio Dante

Question/Help v

Site

HQ

Support Controller Management

° Port Assignment

admin

Back to Network Profiles

ports 3 and 4.

Conference R...

After selecting the ports
click on the next switch.

Configured Number of Ports |-

Configured Ports

M4250-8G2XF-PoE+
13 4]

M4300-8X8F
Lo 22]

We are going to select

0 Refresh
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NETGEAR

Question/Help v admin *
ENGAGE
Site
Devices Topology Site Settings Support Controller Management HQ “
Create New Profile Back to Network Profiles

e Profile Template ° Profile Settings ° Port Assignment

We are going to select
ports 3 and 4.

Profile Name: Audio  VLANID: 20  Profile Template: Audio Dante D Refresh

Conference Room

®
@ @

Conference R...

Untag all

Total Number of Configured Switches: 3

Switch Name Model -l Configured Number of Ports |  Configured Ports

MA250-8G2XF-PoE+

Lobby M4250-8G2XF-PoE+ 2 an o
M4300-8X8F
Core M4300-8X8F 2 Mgl o
Lo 22
M4250-8G2XF-PoE+ After selecting the ports
- _ — Il .
Conference Room M4250-8G2XF-PoE+ 2 | . || . | O click on ”Apply."
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Create New Profile

Are you sure you want to apply network port assignments to all the switches on the site?

Clic “Confirm.”
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VLAN Routing Planner

Do you want to continue with VLAN Routing Planning?

Click on “Confirm.”
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NETGEAR

Question/Help v admin *
ENGAGE
Site
Devices Topology Site Settings Support Controller Management HQ “
WLAN Routing Planner Back to Network Profiles
Profile Name: Audio  WLAN ID: 20 Profile Template: Audio Dante 3 Refresh

Note: Click on the switches to start network routing planning

Enable Routing on all Switches

Core

Click on the “Core” switch.

Legends

3 Core Switch D, DHCP Server R, Enable Routing +{ IGMP Querier

Total Number of Configured Switches: 0
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N ETGEAR. Question/Help v

admin v
ENGAGE
Site
Devices Topology Site Settings Support Controller Management HQ “
WLAN Routing Planner Back to Network Profiles
Profile Name: Audio  WLAN ID: 20 Profile Template: Audio Dante 3 Refresh

Note: Click on the switches to start network routing planning

Enable Routing on all Switches

e Core

R Enable Routing
D, DHCP Server

I 3 Core Switch H Select “Core Switch.” I

£ IGMP Querier

Legends

3 Core Switch D, DHCP Server R, Enable Routing +{ IGMP Querier

Total Number of Configured Switches: 0
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N ETGEAR. Question/Help v

admin v
ENGAGE
Site
Devices Topology Site Settings Support Controller Management HQ “
WLAN Routing Planner Back to Network Profiles
Profile Name: Audio  WLAN ID: 20 Profile Template: Audio Dante 3 Refresh

Note: Click on the switches to start network routing planning

Enable Routing on all Switches

Core

@ R Enable Routing
© D, DHCP Server
@ % Core Switch
@ « IGMP Querier

Selecting the “Core Switch” will enable all fields.

Click on “Apply.”

Legends

3 Core Switch D, DHCP Server R, Enable Routing +{ IGMP Querier

Total Number of Configured Switches: 0
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NETGEAR

ENGAGE

Devices Topology Site Settings

WLAN Routing Planner

Profile Name: Audio VLAN ID: 20

Support Controller Management

Profile Template: Audio Dante

Note: Click on the switches to start network routing planning

Enable Routing on all Switches

-@jﬂore

Legends

* Core Switch

Total Number of Configured Switches: 1

Scroll down.

D, DHCP Server able Routing

Question/Help v

admin

Back to Network Profiles

= Refresh

+{ IGMP Querier
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NETGEAR

ENGAGE
Devices Topology Site Settings
@c
ore
Legends

3 Core Switch

Total Number of Configured Switches: 1

Switch Name - Model |-
Core M4300-8X8F
Previous

Support Controller Management

@ Lobby

Conference Room

D, DHCP Server

Core Switch

R, Enable Routing

Enable Routing

Question/Help v~ admin

S

[%p]
=
m

+£ IGMP Querier

IGMP Querier DHCP |

] ] Click on “Apply.”




M METGEAR Engage

VLAN Routing Planner
Engage has saved your VLAN Routing Planning.

Go to VLAN Routing ]

e

Click on “Go to VLAN Routing.”




A METGEAR Engage

NETGEAR

ENGAGE

Devices Topology Site Settings Support

Network Profiles Management VLAMN and OOB

WLAN Routing and DHCP Server

Controller Management

DHCP Server

DHCP Server

Default Router

DNS Server 1

¢ NetworPronies Basic Configuration
B Basic

Vlan Routing
& Advanced - Profile Name: Audio
€ Information ’

DHCP Server Pool Start

VLANID: 20

Switch Name

Core

Total 3

IGMP Querier

Add Switch

MAC Address

28:80:88:71:49:D7

10/page

Scroll down.

Question/Help v~

admin

[%p]
=
m

DHCP Client Static IP Address
n Goto 1

DHCP Server Pocl End

DNS Server 2

2 Refresh

@ Enable New VLAN Routing

Subnet Mask




M METGEAR Engage

NETGEAR

ENGAGE

Devices Topology Site Settings Support
marmduaoern

“w HCP Server

We are also going to configure the DHCP server for DHCF Server

this VLAN.

The IP address for this VLAN is going to be
“192.168.20.1” with a subnet mask of “255.255.255.0.”

Controller Management

Switch Name | MAC Address DHCP Client

Core 28:80:88:71:459:D7

Total 3 10/page

The “Default Router” is the IP address of the VLAN.

192.168.20.1

The DHCP server pool will be between

Question/Help v

192.168.20.1

2552552550

admin

Subnet Mask

192.168.20.100 to 192.168.20.200. S

This will give us 100 addresses.

For the DNS addresses we are going to use
“8.8.8.8” and “8.8.4.4."

The “Search Domain” can be left blank.

The default “Lease Time” is set to 240 minutes, this
can be changed, we are going to leave it at the
default setting.

* Click on “Apply.” I




M METGEAR Engage

Warning

ommend configuring at least one DNS server when configuring a
static IP address. Without a DNS server and router, Internet services
cannot work.




A METGEAR Engage

NETGEAR

ENGAGE

Devices Topology Site Settings Support Controller Management

Network Profiles Management VLAMN and OOB WLAN Routing and DHCP Server IGMP Querier

Next, we are going to assign a static IP address for VLAN 1.

Question/Help v~ admin

[%p]
=
m

< Network Profiles Basic Configuration

B Basic
Vlan Routing

& Advanced . Profile Nama: Audio
€ Information g )

HCP Server Switch Name | MAC Address

] Core 28:80:88:71:49:D7
1
Total 3 10/page
DHCP Server

Default Router

192.168.201

DHCP Server Pool Start

192.168.20.100

DNS Server 1
58838

Click on the drop-down
for the VLAN ID.

2 Refresh

@ Enable New VLAN Routing

DHCP Client M Static IP Address Subnet Mask

= 192.168.20.1 255.255.255.0

n Goto 1

DHCP Server Pocl End
192 168 20.200

DNS Server 2

8.8.4.4




A METGEAR Engage

NETGEAR

ENGAGE

Devices Topology

Metwork Profiles

¢ Metwork Profiles

B Basic
{0 Advanced -
€ Information v

Site Settings

Management VLAMN and OOB

Support

WLAN Routing and DHCP Server

Basic Configuration

— Vlan Routing

Controller Management

IGMP Querier

Profile Name: Audio

Audio 20

- wule

DHCP Server

Default Router

192.168.201

DHCP Server Pool Start

192.168.20.100

DNS Server 1

8.8.8.8

‘ Add Switch

Select VLAN 1.

28:80:88:71:49:D7 ]

Total 3 10/page n Gote 1

DHCP Server Pocl End
192 168 20.200

DNS Server 2

8.8.4.4

Question/Help v~ admin

Site

< (IR

2 Refresh

@ Enable New VLAN Routing

IP Address Subnet Mask

192.168.20.1 2552552550




A METGEAR Engage

ENGAGE

Devices

Metwork Profiles

¢ Metwork Profiles

B Basic

{0 Advanced

€ Information

Topology

NETGEAR

Site Settings Support

Management VLAMN and OOB

WLAN Routing and DHCP Server

Basic Configuration

Vlan Routing

Profile Name: Default

DHCP Server

DHCP Server

Default Router

e —

VLANID: 1

Switch Name

Lobby

Core

Conference Room

Controller Management

IGMP Querier

Add Switch

MAC Address

94:18:65:7D:5D:70

28:80:88:71:49:D7

34:98:B5:A43:56:89

Total 3 10/page

& DHCP Client

Goto

Static

1

Question/Help v~

admin

Site
HQ

2 Refresh

@ Enable New VLAN Routing

IP Addre

Check the box under “Static”
for the “Core” switch.
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N ETGEAR' Question/Help v~ admin

ENGAGE
Site
Devices Topology Site Settings Support Controller Management HQ “
Network Profiles Management VLAMN and OOB WLAN Routing and DHCP Server IGMP Querier
< Network Profiles Basic Configuration O Refresh

B Basic
Vlan Routing

& Advanced - Profile Name: Default VLANID: 1 Add Switch @ Enable New VLAN Routing

_ We are going to give VLAN 1 an IP
@ Information / DHCP Server MAC Address DHCP Client Static  IP Add| address of “192.168.77.254” and a
subnet mask of “255.255.255.0.”

Switch Name

Lobby 94:18:65:7D:5D:70

Core 28:80:88:71:49:D7 192.168.77.254 255.255.255.0

Conference Room 34:98:B5:A43:56:89

n Goto 1

Scroll down.

DHCP Server

Default Router

e —



M METGEAR Engage — m} x
NETGEAR’
Question/Help v~ admin
ENGAGE
Site
Devices Topology Site Settings Support Controller Management HQ “
Core 28:80:88:71:49:D7 19216877 254 2552552550
Conference Room 34:98:B5:A3:56:89
1 3
Total 3 10/page n Gote 1
DHCP Server
Default Router
DHCP Server Pool Start DHCP Server Pool End
DNS Server 1 DINS Server 2
Search Domain Lease Time (minute)

Click on “Apply.”




M METGEAR Engage — m} x

This completes the VLAN routing configuration on the switches. N
.
N ETG’EAR X : . . Question/Help admin
ENGAGE We now have to login to the firewall and configure the static routes.
Site
Devices Topology Site Settings Support Controller Management HQ ﬂ
Network Profiles Management VLAMN and OOB WLAN Routing and DHCP Server IGMP Querier
< Network Profiles Basic Configuration O Refresh
B Basic
Vlan Routing
Gy Advanced - Profile Name: Default VLANID:1 Add Switch ® Enable New VLAN Routing
€ Information g ) ) )
DHCP Server Switch Name | MAC Address DHCP Client Static IP Address Subnet Mask
Lobby 94:18:65:7D:5D:70 2
Core 28:80:88:71:49:D7 ] 192.168.77.254 255.255.2550
Conference Room 34:98:B5:A3:56:89 ]
4 »
Total 3 10/page n Gote 1
DHCP Server

Default Router

e —




Fli TALOShephaestuswvulcan - Syste % +

€ > C A Notsecure | hitps//192.168.77.1/system_gateways.php
The configuration may vary depending on your firewall.
isense System ~ Interfaces « Firewall ~ Servic

COMMUNITY EDITION For this example, we are using a PfSense firewall.

Advanced
System / | cert. manager [ays
General Setup
Gateways High Avail. Sync way Groups
S Logout (admin)
]

Nami Register sfault ' Description Actions

@ WArI Routing Click on “System” and go to “Routing.” . Interface WAN_DHCP Gateway y«.
Setup Wizard '

Update

User Manager

Default gate

Default gateway IPv4 Automatic

W

Select a gateway or failover gateway group to use as the default gateway.

Default gateway IPv6 Automatic

w

Select a gateway or failover gateway group to use as the default gateway.

pfSense Netgate. View license.

https:/f192.168.77.1/system_gateways.php



Fli TALOShephaestuswvulcan - Syste %

€ > C A Notsecure | hitps//192.168.77.1/system_gateways.php

iSE“SE‘ System ~ Interfaces ~ Firewall ~ Services VPN ~ Status ~
COMMUNITY EDITION

System / Routing / Gateways

Gateways Static Routes Gateway Groups

MName Default Interface Gateway Monitor IP Description Actions

©  WAN_DHCP & WAN 10.20.0.43 10.20.0.43 Interface WAN_DHCP Gateway &

Default gateway

Default gateway IPv4 Automatic - Click on “Add.”

Select a gateway or failover gateway group to use as the default gateway.

Default gateway IPv6 Automatic W

Select a gateway or failover gateway group to use as the default gateway.

pfSense Netgate. View license.




Fli TALOShephaestuswvulcan - Syste % +

€& > C A Notsecure | hitps//192.168.77.1/system_gateways_edit.php

lisense

COMMUNITY EDITION

System / Routing / Gateways/ Edit

Interfaces - Firewall - Services - Status - Diagnostics

Co=wEe

Edit Gateway

Disabled

[ Disable this gateway

Set this option to disable this gateway without removing it from the list.

Interface

LAN v |

Choose which interface this gateway applies to. I

I

: Click the drop-down for “Interface” and select “LAN.” I

Address Family

IPyv4

Choose the Internet Protocol this gateway uses.

Name

Gateway

CoreSwitch

Gateway name I We are going to name this gateway “CoreSwitch” and set the

I “Gateway” address to the IP address of VLAN 1 on the core switch.

192.168.77.254

Gateway IP address

Gateway Monitoring

Gateway Action

Monitor IP

[ Disable Gateway Monitoring

This will consider this gateway as always b
Scroll down.

[] Disable Gateway Monitoring Action

Mo action will be taken on gateway events. Th ways considered up.

Enter an alternative address here to be used to moni®r the link. This is used for the quality RRD graphs as well as the load balancer entries. Use this if
the gateway does not respond to ICMP echo requests (pings).



Fli TALOShephaestuswvulcan - Syste %

€& > C A Notsecure | hitps//192.168.77.1/system_gateways_edit.php
Choose the Internet Protocol this gateway uses.

CoreSwitch

Gateway name

Gateway 192.168.77.254
Gateway IP address

Gateway Monitoring (] Disable Gateway Monitoring

This will consider this gateway as always being up.

Gateway Action [ Disable Gateway Monitoring Action

Mo action will be taken on gateway events. The gateway is always considered up.

T

Monitor IP
Enter an alternative address here to be used to monitor the link. This is used for the quality RRD graphs as well as the load balancer entries. Use this if

the gateway does not respond to ICMP echo requests (pings).

Force state [ Mark Gateway as Down

This will force this gateway to be considered down.

Description

A description may be entered here for reference (not parsed).

Click on “Save.” I

Netgate. View license.




Fli TALOShephaestuswvulcan - Syste % +
€ > C A Notsecure | hitps//192.168.77.1/system_gateways.php

fisense  sysem-  interfaces -

Firewall - Services -
COMMUNITY EDITION

Status -

System / Routing/ Gateways CoO®wEe

Gateways Static Routes

Gateway Groups I Click on “Apply Changes.” I

Name Default Interface Gateway

Monitor IP Description

Actions

Y 1 - \ A - oy .

@ WAN_DHCP 4=8 WAN 10.20.0.43 10.20.0.43 Interface WAN_DHCP Gateway I
] &, @- CoreSwitch LAN 192.168.77.254 192.168.77.254

SO0m

Default gateway
Default gateway IPv4 Automatic

Select a gateway or failover gateway group to use as the defau

Default gateway IPvé Automatic

Select a gateway o

r failover gateway group to use as the defau
B save




Fli TALOShephaestuswvulcan - Syste % +

€ > C A Notsecure | hitps//192.168.77.1/system_gateways.php

'59“5@' System Interfaces ~ Firewall ~ Services Status ~ Diagnostics
COMMUNITY EDITION

System / Routing/ Gateways CoO®wEe

The changes have been applied successfully.

Click on “Static Routes.” I

Gateways I Static Routes Gateway Groups

Name Default Interface Gateway Monitor IP Description Actions
&)  WAN_DHCP 4= 10.20.0.43 10.20.0.43 Interface WAN_DHCP Gateway & O

04, @@  CoreSwitch 192.168.77.254 192.168.77.254 LO00m
Default gateway

Default gateway IPv4 Automatic w

Select a gateway or failover gateway group to use as the default gateway.

Default gateway IPv6 Automatic b

Select a gateway or failover gateway group to use as the default gateway.




Fli TALOShephaestuswvulcan - Syste %

€ > C A Notsecure | hitps//192.168.77.1/system_routes.php

msense System ~ Interfaces ~ Firewall - Ser : VPN ~ Status - Diagnos
COMMUNITY EDITION

System / Routing / Static Routes

Gateways Static Routes Gateway Groups

Static Routes

Network Gateway Interface Description Actions

I Click on “Add.” I

pfSense Netgate. View license.




Fli TALOShephaestuswvulcan - Syste %

€ > C A Notsecure | hitps//192.168.77.1/system_routes_edit.php

iSE“SE‘ System ~ Interfaces ~ Firewall ~ Services VPN ~ Status ~ Diagnost
COMMUNITY EDITION

System J/ Routi ngl The “Destination network” for VLAN 10 will be “192.168.10.0.” I

Edit Route Entry

Destination network 192.168.10.0

Destination network for this static route

Gateway CoreSwitch - 192.168.77.254 v |

Choose which gateway this route applies to or add a new one first I

: Click the drop-down for “Interface” and select “CoreSwitch.” I

Disabled [] Disable this static route

Set this option to disable this static route without removing it from the list.

Description

A IZIE'S:ZFHTJIZII’I may be entered here for administrative reference (not parsed).

Click on “Save.” I

pfSense Netgate. View license.




Fli TALOShephaestuswvulcan - Syste %

€ > C A Notsecure | hitps//192.168.77.1/system_routes.php

'Sense System ~ Interfaces - Firewall - Services ~ VPN - Status - Diagnostics ~ Help ~
COMMUNITY EDITION

System / Routing / Static Routes

Gateways Static Routes Gateway Groups I Click on “Apply Changes.” I

Static Routes

Network Gateway Interface Description Actions

@ 192.168.10.0/24 CoreSwitch - 192.168.77.254 LAN LFO00T

@

pfSense Netgate. View license.




Fli TALOShephaestuswvulcan - Syste %

€ > C A Notsecure | hitps//192.168.77.1/system_routes.php

'Sense System ~ Interfaces - Firewall - Services ~ VPN - Status - Diagnostics ~ Help ~
COMMUNITY EDITION

System / Routing / Static Routes

The changes have been applied successfully.

Gateways Static Routes Gateway Groups .
B Sateway I We now have the route for VLAN 10 configured. I

Static Routes

Network Gateway Interface Description Actions

@) 192.168.10.0/24 CoreSwitch - 192.168.77.254 LAN LO00m

@

I Click on “Add.” I

pfSense Netgate. View license.




Fli TALOShephaestuswvulcan - Syste %

€ > C A Notsecure | hitps//192.168.77.1/system_routes_edit.php

iSE“SE‘ System ~ Interfaces ~ Firewall ~ Services VPN ~ Status ~ Diagnost
COMMUNITY EDITION

System J/ Routi ngl The “Destination network” for VLAN 10 will be “192.168.20.0.” I

Edit Route Entry

Destination network 192.168.20.0

Destination network for this static route

Gateway CoreSwitch - 192.168.77.254 v |

Choose which gateway this route applies to or add a new one first I

: Click the drop-down for “Interface” and select “CoreSwitch.” I

Disabled [] Disable this static route

Set this option to disable this static route without removing it from the list.

Description

A IZIE'S:ZFHTJIZII’I may be entered here for administrative reference (not parsed).

Click on “Save.” I

pfSense Netgate. View license.




Fli TALOShephaestuswvulcan - Syste %

€ > C A Notsecure | hitps//192.168.77.1/system_routes.php

'Sense System ~ Interfaces - Firewall - Services ~ VPN - Status - Diagnostics ~ Help ~
COMMUNITY EDITION

System / Routing / Static Routes

H “" ”
Gateways Static Routes Gateway Groups I Click on “Apply Changes. I

Static Routes

Network Gateway Interface Description Actions
® 192.168.10.0/24 CoreSwitch - 192.168.77.254 LAN LSO0T

@ 192.168.20.0/24 CoreSwitch - 192.168.77.254 LAN LO0T

@

pfSense Netgate. View license.
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€ > C A Notsecure | hitps//192.168.77.1/system_routes.php

isense System ~ Interfaces ~ Firewall - Ser - VPN ~ Status ~ Diagnost
COMMUNITY EDITION

System / Routing / Static Routes

The changes have been applied successfully.

Gateways Static Routes Gateway Groups

Static Routes

Network Gateway Interface Description Actions

@) 192.168.10.0/24 CoreSwitch - 192.168.77.254 LAN LO00m

@ 192.168.20.0/24 CoreSwitch - 192.168.77.254 LAN SO00m

@

We now have the routes configured back to the core switch for the two VLANs that we created.

To add another VLAN with Internet access you will follow the same process to add another route
for the VLANSs subnet.

pfSense Netgate. View license.
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