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FSM73xx GSM73xx GMS72xxR — Shared access to the Internet across

Multiple routing VLANSs using a Prosafe Firewall

This document describes how to:

- Create multiple routing VLANSs
- Obtain Internet access on multiple VLANS using one Internet gateway

The procedure described can apply to most Layer 2 and Layer 3 Switches and VPN Firewall with new

Web Interface (defined as the one with the Menus appearing horizontally on top).
Hardware differences among different models must be taken in consideration.
NOTE:

This document is not intended to illustrate how to perform full Layer3 separation, for which Access
Control Lists (ACLs) should be used.
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VLAN-Definition

VLANS are logical subgroups within a Local Area Network (LAN), which combine user stations,
and network devices into a single unit, regardless of the physical LAN segment to which they are
attached. VLANSs allow network traffic to flow more efficiently within subgroups. VLANs use
software to reduce the amount of time it takes for network changes, additions, and moves to be

implemented.

Notes when setting-up VLANS

* A VLAN does not have a minimum number of port

* VLANs work at the OSI Layer 2

* A VLAN can be created per unit, device or via logical connection/combination

* Broadcast and Multicast traffic is transmitted only in the VLAN in which traffic is generated.

* To allow traffic between VLAN a device working at protocol level (Layer 3) is required

GSM7xxx - Shared access to the Internet across Multiple Routing VLANs using a Prosafe Firewall

192.168.2.x/24 192.168.3.x/24
DG 192.168.2.254 DG 192]168.3.1

VLAN 2: Ports 0/1 — 0/8
PVID =2
DHCP = 192.168.2.0/24

VLAN 3: Ports 0/21 — 0/28
PVID =3
DHCP = 192.168.3.0/24

VLAN 4: Ports 0/41 — 0/48
PVID =4
192.168.4.1/24 DHCP = 192.168.4.0/24

VLAN4

VLAN2 VLAN3

192.168.2.1/24 192.168.3.1/24

Default IP route : 192.168.2.254

DGFV338

Static routes: 192.168.2.254/24
192.168,3.0 255.255.255.0 192.168.2.1 Internet

192.168.4.0 255.255.255.0 192.168.2.1



1 - Physical Setup

1x GSM7352S Prosafe Layer3 - Firmware 7.2.1.6

3x Windows XP Computers (1 on each VLAN)

1 x Prosafe Firewall Router DGFV338

2 - Logical Setup

DGFV338:

GSM7352S:

VLAN1:

VLANZ2:

VLANS3:

VLAN4:

LAN IP 192.168.2.254/24
DHCP enabled (192.168.2.0/24, DG 192.168.2.1, DNS 192.168.2.254)

Static routes:
192.168.3.0 255.255.255.0 192.168.2.1

192.168.4.0 255.255.255.0 192.168.2.1

Management VLAN
IP192.168.1.1

DG 192.168.1.254
DHCP disabled

IP 192.168.2.1
DHCP enabled on DGFV338
(192.168.2.0/24 , DG 192.168.2.1, DNS 192.168.2.254)

IP 192.168.3.1
DHCP enabled (192.168.3.0/24, DG 192.168.3.1, DNS 192.168.2.254)

IP192.168.4.1
DHCP enabled (192.168.4.0/24, DG 192.168.4.1, DNS 192.168.2.254)



3 - Configuring the Switch management IP address

The Management IP address (by default on VLAN1) can be setup using the CLI (Command Line
Interface).
The CLI should be access via HyperTerminal (or similar applications) using the Console cable

included in the box.

User: admin
Password:
(FSM7352S) >enable
Password:
(GSM7352S) #

(GSM7352S) #network protocol none

Changing protocol mode will reset ip configuration.

Are you sure you want to continue? (y/n)y

(GSM7352S) #network parms 192.168.1.1 255.255.255.0 192.168.1.254

(GSM7352S) #show network

IP Aress.......ccceveeiiiieeeeiiiiieeeennn 192.168.1.1

Subnet MaskK..........ccceeeiiiiiieeenininnen. 255.255.255.0

Default Gateway.........cccceeeeeiveeeennnnne. 192.168.1.254

Burned In MAC Address.......ccccocuveeeennnne. 00:1F:33:E6:81:A5
Locally Administered MAC Address............... 00:00:00:00:00:00
MAC Address TYPE......cceevviueeeeiiiuneeenns Burned In

Network Configuration Protocol Current......... None
Management VLAN ID............ccccvveereeennn, 1

Web Mode.......ccccoovviiiieeiiiiicieeee Enable

Java Mode........cccoevivreiiieeiiieenneeen Enable

(GSM7352S) #




When a Management IP address is configured, the Web Interface of the switch can be accessed.
It will possible to modify the Management IP configuration via System — Management — IP

configuration including the IP address, Subnet Mask, Default Gateway and Management VLAN

ID.
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System Switching

Management i Device Yiew i

Routing QoS Security Monitoring Maintenance

Services | Stacking | SNMP

48-Port Gigabit Layer 3 Munu?cd
Stackable Switch with 4 10-Gigabit 5!

GSM73525

ofs

System
Information
Switch Statistics
System Resource

IP configuration

IP configuration

1P Address 192 168.1.1

Subnet Mask 255.255.255.0
Slot Information Hhnet Has
Time Default Gateway 192.168.1.254
DNS Burmed In MAC Address 00:1F:33:E6:581: 45

Locally Administered MAL Address
MALC Address Type

Current Network Configuration
Protocol

Management ¥LAN ID

00:00;00;00;00:00
@ Burned In
OLocaHy Adrninistered

®None  OBoatp  ()DHCP

1




4 - Creating arouting VLAN

To create routing VLANs access the VLAN Routing Wizard via Routing VLAN.

1) Type the VLAN ID (in the example the VLAN ID is 2)

2) Specify the IP address (192.168.2.1) and the subnet mask (255.255.255.0)

3) Expand the Port list by clicking on Unit 1

4) Select the correct option for each port that will be member of the VLAN

Three options are available:

- No membership (no symbol appearing in the gray box underneath the port number)

- Untagged membership (U)

- Tagged membership (T)

In order to browse through the options just continuously click on the gray box until the correct

one is set. For this scenario we will be using the U (Untagged) option on all the ports.
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System Switching Routing QoS Security Monitering Maintenance Help Index

Routing Table { IP | VLAM { ARP | RIP { OSPF | Router Discovery | VRRP

VYLAN Routing Wizard

¥LAN Routing YLAN Routing Wizard @
I
1P Address Netwark Mask
»  lunit1

Port 1 2 3 4 5 6 7 &
U ujujuuuuju
25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48

9 10 11 12 13 14 15 16 17 18 19 20 21 27 23 24

49 50 51 52

5) Apply the changes




Once all the relevant VLANs have been added — a summary can be found in the VLAN routing
section of the menu.

In this case VLAN 2, 3, and 4 have been added to the configuration.

A new Virtual port is assigned to each VLAN.
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System Switching Routing QoS Security Monitoring Maintenance Help Index

Routing Table i IP i VLAN i ARP | RIP | OSPF | Router Discovery | WRRP

¥LAN Routing W¥LAN Routing Configuration
Wizard
VYLAMN Routing @
CILAR B (A & Port MAC Address IP Address Subnet Mask
4093)
I T N | [l |
O =z 07243 00:1fi33ie6:81 a7 192.168.2.1 255.255.255.0
[ s 07242 00:1fi33e6:811a7  192.168.3.1 255,255, 255.0
4 07241 00:1fi33:e6 81187 19216841 255.255.255.0




5 - Remove ports’ VLAN membership

To remove port memberships from a VLAN, the VLAN configuration must be accessed via
Switching — VLAN — VLAN Membership.

In order to remove a port from the VLAN memberships just continuously click on the gray box

underneath the port number, until no symbol appears as in the picture below.
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VLAM | STP | Multicast i Address Table | Porls |

Basic YLAN Membership

» MLAN Configuration VLAN Membership @

Untag all

AMID - Group Dperation

# MAC Based WLAN
# Port PYID Configuration ULANIT RS JAGGED PORT MEMBERS _
» Part DYLAN - lunit1

Configuration Port 1 2 3 4 5 6 7 & 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
» Protocal Based WLAN Ujpujujujulujulujuujuu

Group Configuration 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48
» Protocol Based YLAN uu v uvuuuuuuuu

Group Membership 49 50 51 52

U uuu

# GARP Switch
Configuration
# GARP Port Configuration

The VLAN Status page will show the update membership for all the VLAN
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WLAM | STP { Multicast | Address Table | Porls §

Basic VLAN Status
» WLAN Configuration VLAN Status @
# WLAN Membership
YLAN ¥LAN AN Port Member Ports
D Name Type
» MAC Based VLAN 1/0/9 1/0/10 1/0/11 1/0/12 1/0/13 1/0/14 1/0/15 1/0/16
» Port PVID Configuration . befault | Default 1/0/17 1/0/18 1/0/19 1/0/20 1/0/29 170730 1/0/31 1/0/32
» Port DVLAN srau srau 1/0/33 1/0/34 1/0/35 1/0/36 1/0/37 1/0/38 1/0/33 1/0/40
Configuration 1/0/49 1/0/50 1/0/51 1/0/52
* Protocol Based VLAN 2 Static 0241 1/0/1 1/0f2 17073 17074 1075 17076 1/0/7 17048
o CemilgiEe 3 Static | 0/2/2 | 1/0/21 1/0/22 1/0/23 1/0/24 L/0/25 L/0/26 1/0/27 1/0/28
# Protocol Based WLAM
4 Static 0243 1/0/41 1/0/42 1/0/43 1/0/44 1/0/45 1/0/46 1/0/47 1/0/48

Group Membership

# GARP Switch
Configuration

# GARP Port Configuration

Sysfem Swiiching Rouling QoS Security Muniloring Maintenance He|p Index




In this scenario we require to remove from VLAN1, membership to those ports that appear in any

of the other VLANS to ensure total VLAN separation.

When setting a routing VLAN the PVID (Port VLAN ID) is automatically set to the VLAN ID.

This can be confirmed using the Port PVID Configuration page.

N
NETGEAR
System Switching Routing Qo5 Security Monitoring Maintenance Help Index
WLAM | STP | Multicast | Address Table | Porls | LAG
. PYID Configuration @
All Go To Interface GO
* YLAN Configurat.ion PYID {1 to Acceptable Frame | Ingress Port Priority
# MLAMN Status
» MAC Based VLAN ul -I -I s -I s -E-
O 1/0/1 2 adrmit all Disable 0
% Pt DL ] 1/0/2 2 admit All Disable 0
Configuration
> Brrafiaresl Biesed WLGG O 1/0/3 2 adrnit all Disable 0
Group Configuration O 1/0/4 2 adrit all Disable 0
» Protocal Based WLAM O 1/0/5 2 adrmit all Disable 0
Group Membership | 1/0/6 2 adrnit Al Disable o
» GARP Switch
o o O 1/0/7 z adrmit all Disable 0
» GARP Port Configuration [ 1/0/8 2 adrnit All Disable il
O 1/0/9 1 adrmnit all Disable 0
O 1/0/10 1 adrnit all Disable 0
O 1/0/11 1 adrnit all Disable 0
i 1/0/1z2 1 adrnit all Disable il
O 1/0/13 1 adrnit all Disable 0
] 1/0/14 1 adrnit sl Disable il
% O 1/0/15 1 adrnit Al Disable 0
O 1/0/16 1 adrnit all Disahble 0
O 1/0/17 1 adrmit all Disable 0
O 1/0/18 1 adrnit all Disable 0
O 1/0/19 1 adrmit all Disable 0
O 1/0/20 1 adrnit all Disable 0
O 1/0/21 3 adrnit all Disable il
O 1/0/22 3 adrit all Disable 0
O 1/0/23 3 adrnit all Disable 0




6 - Enable DHCP and create a DHCP pool per VLAN
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SNMP

Stacking |

Management | Davice View | Service

DHCP Server Configuration

DHCP Server Configuration @
# DHCP Pool Configuration . .
. . Admin Mode () Disable Enable
# DHCP Pool Options :
Ping Packet Count 2z [0, 2 to 10)

» DHCP Server Statistics

# DHCP Bindings
Information

» DHCP Conflicts
Information

DHCP Relay

UDP Relay

Conflict Logging Mode

Bootp Automatic Mode

() Disable
(%) Disable

Excluded Addresses
- IP Range From IP Range To

(®) Enable
() Enable
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The DHCP server can be enabled via the System — Services — DHCP Server Configuration page.

To create a new DHCP pool, access the DHCP Pool Configuration page:

1) Select the Pool name - for ease of configuration this might be same as the VLAN name if

the pool will be associate t0 a VLAN
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System Switching

Management

*» DHCP Server
Configuration

» DHCP Pool Options

= DHCP Server Statistics

* DHCP Bindings
Information

# DHCP Caonflicts
Information

DHCP Relay

UDP Relay

Davice View |

Routing QoS
SNMP

s | Stacking i

Pool Name
Pool Name
Type of Binding
Network Number
Network Mask
Network Prefix Length
client Name
Hardware Address
Hardware Address Type
client ID
Host Number
Host Mask
Host Prefix Length
Lease Time
Days
Hours
Minutes

+ Default Router Addresses

- DN Server Addresses

Security

Monitoring

Create v
WLANG
Cynamic b
192.1658.3.0
255.255.255.0

sthernet

Specified Duration s
3
o
a

192.168.3.1

192.165.2.254

Maintenance

(0-32)

(0-32)

(040 59
(0 ta 1439)
(0 o 65399)

Help

Index
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2) Specify the Network number (subnet address), Subnet mask , Default router and DNS

Server

The association between a DHCP pool and a VLAN will be on the basis of the IP address

assigned to the VLAN itself and the subnet mask.

Therefore if it is required to associate a DHCP Pool to a VLAN ensure that the IP address

assigned to the VLAN falls within the network number (or subnet) specified in the pool.

For example VLAN 2 which in this scenario is assigned with IP address 192.168.2.1 and subnet
mask 255.255.255.0 falls within the subnet 192.168.2.0/24.

When creating the DHCP for VLAN2 we have made sure that the network address specified
would be 192.168.2.0 with subnet mask 255.255.255.0. Automatically the switch will associate
such DHCP pool with VLAN2.
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7 —VLAN routing

By default RIP is enabled on the Layer 3 switches.

RIP can be disabled on all the ports via Routing — RIP — RIP configuration

NETGEAR’

Connect with Innovation ™

Switching QoS Maintenance Index

VLAN |

System Routing Security Monitering Help

Routing Table { IP |

ARP | RIP { OSPF | Router Discovery | VRRP

RIP Configuration

RIP Configuration @

Advanced

RIP Admin Mode () Disable () Enable

or alternatively it can be disabled on a per port basis , including the VLAN virtual ports.

The picture below shows RIP enable on all the Virtual ports associated to each of the VLAN
created and the Link State for each port as “Link Down”.

The reason for this is due to no device being plugged in any of the VLAN ports — RIP requires at
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Switching QoS Maintenance Index

VLAN |

System Routing Security Monitoring Help

Routing Table | IP !

ARP | RIP | OSPF ! VRRP

Router Discovery |

Status

Basic Interface Configuration
» RIP Configuration Interface Configuration @
Interface 1/0/1 w
i RIP-2 b
» Route Redistribution send Version
Receive Version Bioth -
RIP Admin Mode () Disable ()Enahble
Authentication Type Mone e

Bad Bad
1P Send Receive | Admin | Link Updates
Interface Packets Routes
Address | ¥ersion | ¥Yersion | Mode | State Sent
Received | Received

0/2/1 0.0.0.0  RIP-2 | Both Enable | H"K
Cown

0/z/z 0.0.0.0  RIP-Z Bath Bl | 0 o
Cown

0/2/3 0.0.0.0 | RIP-2 Bath Enable 5™ 0 o
Drown

least one interface to be active in order for the protocol to be able to send routing updates.
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The next picture shows that at least one device has been connected to one of the ports in VLAN
2 (Interface 0/2/1) and VLAN 4 (Interface 0/2/3) changing the Link state to “Link up”.
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System Switching Routing QoS Security Menitoring Maintenance Help Index

Routing Table | IP | VLAN | ARP | RIP | OSPF | Router Discovery i VRRP

Basic Interface Configuration
» RIP Configuration Interface Configuration @
Interface 0,241 v
; RIF-2 v
#» Route Redistribution Send Version
Receive Wersion Both v
RIP Admin Mode () Disable (&) Enable
Authentication Type Mone v
Status @
3 . - Bad Bad
Interface | IP Address Send_ Rece_we Admin Packets Routes L.Ipdates
Yersion | ¥Yersion | Mode _ B Sent
Received | Received
Link
0/2/1 192.165.0.254 RIP-2 Bath Enable Up a a 5
Link
0272 0.0.0.0 RIP-2 Both Enable o o a
Down
Link
0/2/3 192.166.4.1 RIP-2 Both Enable Up 1] 1] 1
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8 — Configuring the switch default route

Although RIP is enabled by default, this is not necessary for routing to take place and can be
disabled.

When creating a routing VLAN a static route is added to the Layer 3 switch routing table

A summary of the routes can be found in Routing — Routing table — Route configuration.

NETGEAR
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System Switching Routing QoS Security Monitoring Maintenance Help Index

Routing Table | IP i VLAN i ARP | RIP { OSPF i Router Discovery | VRRP

Route Configuration

Configure Routes
| C—" | ——— -

Learned Routes

Route Networl: Next Hop
Subnetmask Protocol Next Hop IP Address preference
Type Address Interface

Dynamic  192.168.2.0 255,255, 255.0 Local Wlan 2 192.168.2.1
Dynaric  192.162.2.0 255.255,255.0 Local Vlan 2 192,162,321
Cynaric  192,162.4.0 255,255,255.0 Local Vlan 4 192.162,4,1 o o

In the same page it is possible to set the DefaultRoute.
This is necessary to instruct the Layer 3 switch that any traffic not destined to the local VLANs

should be sent to a Default Gateway.

In our scenario the Internet Default Gateway is the DGFV338 on IP address 192.168.2.254. The

DefaultRoute is configured accordingly in the next picture.
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Routing Table | IP i VLAN i ARP | RIP { OSPF i Router Discovery | VRRP

Route Configuration

Configure Routes

Learned Routes

Route Networl: Next Hop
Subnetmask Protocol Next Hop IP Address Prefarence
Type Address Interface

Dynamic  192.168.2.0 255,255, 255.0 Local Wlan 2 192.168.2.1

Dynaric  192,162.2.0 255.255,255.0 Local Vlan 2 192,162,321
Cynaric  192,162.4.0 255,255,255.0 Local Vlan 4 192.162,4,1 o o
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Routing Table | IP |

Advanced

VLAN |

Routing QoS Security Monitoring Maintenance Help Index

ARP RIP | OSPF | Router Discovery | VRRP

Route Configuration

Configure Routes @
[ [rowetwe |neowngs | sorstmak | vexttopmnuwess | peterence |

D DefaultRoute 0.0.0.0 0.,0,0,0 192,168.2.254 1

Learned Routes

Route Next Hop
Subnetmask Protoc Next Hop IP Address Prefarence
Type Address

()

Dynamic  192.168.2.0 255,255, 255.0 Local Vlan 2 192.168.2.1
Dynaric  192.162.2.0 255.255,255.0 Local Vlan 2 19216221 o a
Cynaric  192,162.4.0 255,255,255.0 Local Vlan 4 192.162,4,1 o o
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9 — Configuring static routes on the Internet Default Gateway

In order to ensure the Internet Gateway is aware on how to return traffic to devices in VLAN not

directly attached to it, static routes must be configured for each VLAN.

The following two pictures provide a summary of how this is achieved on the DGFV338 via the

Network Configuration — Routing page.

In this scenario two routes are required as two are the VLANSs not directly connected to the
DGFV338 LAN interface.

NETGEAR
~~  (ProsaFg]

OSAFE NETGEAR ProSafe VPN Wireless ADSL Gateway DGFY338

Security ¥YPM Users Administration Monitoring Web Support Logout

WAN Settings Wireless Settings Dynamic NS LAN Setup Routing

Add Static Route

Operation succeeded.

@help

Route Name: [VLANE |
active  [] Private
Destination [P ﬁddress: El

IP Subnet Mask: EI
Interface: | LAN v
Gateway IP nddress: ..
IMetric:
Apply Reset

NETGEAR
~~  rPRosare]

OSAFE NETGEAR ProSafe VPN Wireless ADSL Gateway DGFY338

Security ¥YPHN Users Administration Monitoring Web Support Logout

WAN Settings Wireless Settings Dynamic DNS LAN Setup

m @ RIP Configuration

Zhelp

Manme Destination Gateway Interface Metric Active Private Action
| wienz 192,168.3.0 19216821 L& z Tes Ha @edit|
O] wiene 192,168.4.0 192,168.2.1 Lan 2 Yes Ma @edit|

@ selectal | @ delete| @ add . |
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10 - Saving the configuration

The switch does not save the configuration automatically every time a change is performed,
either via the CLI or the WEB GUI.

It is necessary to force the saving, which can be achieved via Maintenance — Save Config
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Switching Routing Security Meonitoring Maintenance

System
Save Config { Reset | Upload { Download | File Management | Troubleshooting

Save All Applied Changes

Save Configuration
5awing all applied changes will cause all changes to
configuration panels that were applied, but not saved,

to be saved, thus retaining their new walues across a

system reboot.
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