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for more information about the topics covered in this manual, visit the Support website at

http://support.netgear.com

Phone (US & Canada only): 1-888-NETGEAR

Phone (Other Countries): Check the list of phone numbers at
http://support.netgear.com/app/answers/detail/a_id/984
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Using ReadyNAS Remote

This manual covers the following topics:

*  About the ReadyNAS Remote Add-on

» Create a User ID for Your Remote Computer or Phone
e Install the ReadyNAS Remote Add-on

» Add Users

» Connect to Your ReadyNAS System Remotely

» Advanced Configuration Settings

For more information about the topics that are covered in this manual, visit the ReadyNAS
Remote FAQs web page at www.readynas.com/?page_id=2545.

You can also visit the ReadyNAS Remote support forum at
www.readynas.com/forum/viewforum.php?f=75.
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ReadyNAS Remote

About the ReadyNAS Remote Add-on

ReadyNAS Remote lets you drag and drop files between your ReadyNAS system and your
computer or smartphone over the Internet.

With ReadyNAS Remote, your ReadyNAS system and your computer or smartphone access
a remote server at NETGEAR and use a peer-to-peer (P2P) virtual private network (VPN)
connection. Data transmission over the Internet goes through an encrypted tunnel, so your
data stays private as it transfers to and from the ReadyNAS.

ReadyNAS Remote software has two parts:

ReadyNAS Remote Add-on. Runs on your ReadyNAS system. You install and access it
from a computer that is on the same local area network (LAN) as your ReadyNAS
system.

ReadyNAS Remote Agent. Runs on each computer or phone that you want to use to
access your ReadyNAS system over the Internet.

When both of these parts are set up, you can drag and drop files between your ReadyNAS
system and your computer or phone, using simple tools like Windows File Explorer or Finder
for OS X over CIFS or SMB. All file permissions and share security settings are retained, just
as if you were on a local area network (LAN).

Requirements

ReadyNAS Remote runs on the following ReadyNAS storage systems:

L]

Duo v1. Running RAIDiator 4.1.5 or later.

NV+ v1. Running RAIDiator 4.1.5 or later.

Ultra 2/4/6. Running RAIDiator 4.2.4 or later.
Ultra Plus 2/4/6. Running RAIDiator 4.2.4 or later
Pro 2/4/6. Running RAIDiator 4.2.4 or later.
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Create a User ID for Your Remote Computer or Phone

You use the ReadyNAS Remote Agent to create a User ID for your remote computer or
smartphone. Install the ReadyNAS Remote Agent on each computer or phone that will
remotely access the ReadyNAS unit.

» Toinstall the ReadyNAS Remote Agent and create a user ID:

1. Go to the ReadyNAS download page for the Remote agent software at
https://remote.readynas.com/download.html.

ReadyNAS Remote for iPhone
Available on the
D App Store

ReadyNAS Remote for Android
- Download for

I Android

ReadyNAS Remote for Windows
XP, Vista and Windows 7 a
'

Official release. Version: 1.6.5.16 Release date: June 3, 2011
Fila name: ReadyNASRemoteSetup.exe File size: 2,22 MB

ReadyNAS Remote for Mac OS X for |
Snow Leopard and Lion (™ ¢
=

Official release. Version: 1.0.34 Release date: April 13, 2012
File name: ReadyNASRemoteSetup_Lion.pkg File size: 637 MB

—

ReadyNAS Remote for Mac OS X for |
Leopard on Intel and PPC (‘:
_ —

2. Download and install the software that you want.

After installation, the software starts automatically.
3. Follow the prompts to create your ReadyNAS Remote user ID.

When you create the user ID, you are automatically logged in as that user.

1__
M ReadyNAS Remote XS

iamcool logged in
L successfully.
‘e

You do not have access yet. You must set up access with the ReadyNAS Remote
Add-on.
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Install the ReadyNAS Remote Add-on

The ReadyNAS Remote Add-on runs on your ReadyNAS system. The ReadyNAS Remote
Add-on works together with the ReadyNAS Remote Agent that you installed on your remote
computer or smartphone.

If the ReadyNAS Remote Add-on is not installed on your ReadyNAS system, you must

download it and install it. Use a computer that is on the same local area network (LAN) as the
ReadyNAS system.

» To install the ReadyNAS Remote Add-on:

1. Go to www.readynas.com/?cat=52, and scroll down to the links to download the Add-on.

T

B Readyhias Remote: NETGEAR ReadyNa.. | 4 |

S I p—— c|4-| Pl W

2 Most Visited (@) Getting Started = Latest Headlines @ My Yahoo! () Yahoo! Mail ©! Yahoo!

Step 2 - Install ReadyNAS Remote add-on on the ReadyNAS
If the ReadyMAS Remote add-on is not already installed on your ReadyNAS, download the add-on for

your ReadyNAS model here:

9 Blogs
%P chirpa
ReadyNAS Remote add-on for ReadyNAS Duo/NV+/1100/600/X6 %
ReadyNAS Remote add-on for ReadyNAS NVX/Pro/2100/3100/3200/4200 F Yoh-dah
4 Featured
Install the add-on from the Frontview System—Update—Local page
§F News & Events
NETGEAR a° Products

a° Comparisan Chart

4 ReadyNAS for
Business

9 ReadyNAS for
Home

¢ ReadyNas
Software

¢ ReadyNAS 1100
inn Reviews and Awards
9 ReadyNAS 2100

Reviews and Awards

% wescoc| e8| e8] © 9 ReadyNAS 3100
Reviews and Awards

2. In FrontView, select Services > Add-ons and install the ReadyNAS Remote Add-on.

NETGEAR ReadyNAS NVX
£Sanecy Mk lnocsen stalled | [EYTRIRTIED dd new
Refresh |
- Learn now to transrorm your KeadyNaAs into a full-teatured file server o
> Network )
» Security
Add-on Installation.
The ReadyNAS Remote add-on can now
be viewed in the Installed tab
:
Installed E DI ita
Available Reacynas Pl mize
di omplete
Add e E h can be
e Sy DS S tIs s RESOy NS Eveas o anews data or
complete systems of one ReadyMAS to be backed up to and restored from
another. Managing these tasks is accomplished through a centralized web
portal where you can easily create and monitor backup and restore tasks
that operate across your ReadyNAS devices from multiple locations.
More...
Author: NETGEAR Inc.
|
[ Switch to Wizard Mode | [ Register |
| Mon Jan 09 13:31:31 201 ] I .] .I .l .X o
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Add Users

You use the ReadyNAS Remote Add-on to add users and give them access to your
ReadyNAS system. When you add users, you must to use a computer that is on the same
LAN as your ReadyNAS system.

> To add a user and give access:
Add each user who will access your ReadyNAS system over the Internet.

1. In FrontView, select Add-ons > Installed > ReadyNAS Remote and click the Manage
ReadyNAS Remote button to display the ReadyNAS following screen.

Enter the Email address of the ReadyNAS Remote user who you would like to grant access to this device. After ﬂ
granting remote access to the ReadyNAS, any file rights or restrictions will be handled with the local ReadyNAS user
accounts.
Lookup: | Find Click here to send an email invite.
No users were found. Would you like to send an email invitation to this person?
Emait: | —tad |
Found Allowed
User Name User Name
d “email invite™ Sue_new_user@emai I.curl'\Ll
Add ==
- -
K] ¥ K| ¥
|
| Ix
Advanced Settings Apply Settings |

2. Inthe Look up field, enter the email address of the ReadyNAS Remote user that you
created for your remote computer or phone (users with a ReadyNAS Remote account).

3. Click Apply Settings to save the change.
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Connect to Your ReadyNAS System Remotely

To access your ReadyNAS system, the computer or smartphone contacts a NETGEAR
server. The NETGEAR server looks up the IP address of the ReadyNAS system and verifies
that this user ID is allowed access. The computer or smartphone acts as a remote client and
connects to the ReadyNAS system directly through a P2P VPN connection.

» To connect to ReadyNAS system:

1. Open ReadyNAS Remote:
e From the system tray in Windows, right-click the ReadyNAS Remote icon.
* In OS X, click the ReadyNAS Remote icon in the top-right status bar.

v Start aubomatically when starting Windows :ﬂ .| e = 4 = <
Log Out

Exit

- -

Conneck to ReadyMAas. ..

Connect o ReadyNAS...
About - |

Logout

).

Yiew Profile

Ezik

2. Select Connect to ReadyNAS.

An entry for the ReadyNAS system displays Windows File Explorer. A similar entry
displays in Finder for OS X.

By Mok b 3680027 &

3 erny

A
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3. Double-click the ReadyNAS entry.

The familiar share listing displays. You might be prompted to enter the ReadyNAS user
name and password to access the shares if guest access is not enabled on them.

4. Drag and drop between your ReadyNAS system and your computer or smartphone

Advanced Configuration Settings

If your network is complex with strict firewalls, your computer or smartphone might not be
able to easily connect to your ReadyNAS system over the Internet. If so, you can use the
Advanced Settings screen in the ReadyNAS Remote Add-on to specify more details about
the connection. In most cases, ReadyNAS Remote does not need to have the router
port-forward to it on a specified port.

» To adjust the configuration:

1. In the ReadyNAS Add-on, click the Advanced Settings button to display the
Configuration tab.

Remote Access Refresh [l Help [l Close
L i

Remote Access Configuration

Device ID; nas-A9-A2-EZ_00223FA9AZEZ |

[ use Proxy Server O Specify Port for Incoming Connections
Type Address Port Protocal: | Port: ‘

Authentication Required .
[ Enable Encryption

Security
Enable Firewall ‘

User Name*:

Debug Level: Debuag Info w
Max Entries: 1000
Flush Entries: 100

Password™®: Logs ‘

l Download p2p logs } l Restart p2p ]

Advanced Settings Apply Settings

2. If you use a proxy server:
a. Select the Use Proxy Server check box and specify the IP address and port.

b. If applicable, select the Authentication Required check box and enter the user
name and password.

3. If you want to control the port that the ReadyNAS unit uses, select the Specify Port for
Incoming Connections check box.

Do not use a port that is already in use by other applications on the ReadyNAS system,
such as port 443. If ReadyNAS Remote runs on a port that is already in use, it starts, but
cannot continue to run. The green status light turns gray.
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4. Adjust the security settings, if needed.

Encryption is enabled by default.

In the Logs section of the screen, you can specify what kind of messages to log, the
maximum number of entries in the log, and when to flush log entries as described in the
following section.

Click Apply Settings.

Your changes take effect.

Working with Logs

You can specify one of the following debug levels:

Debug Mesg. Shows a debug message for every packet.

Debug Mesg Info. Does not log every packet but more verbose.

Debug Info. This level is the default, which shows information, warnings, and errors.
Debug warn. Shows warnings and errors.

Debug error. Shows only errors.

Debug none. No debugging messages are logged.

Download P2P Logs

You can download a log that shows the P2P activity.

Opening LeafP2P. log @

2]

‘You have chosen to open

] LeafP2P.log

which is a: Text Document
from: https:/{192,168.1.9

‘What should Firefox do with this file?

® Open with | Notepad (default) v/
(O SaveFile

[T] Da this automatically For Files like this Fram now an.

l OK I [ Cancel ]
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Restart P2P

ReadyNAS Remote and ReadyNAS Replicate use the P2P service; it is not restarted when
you restart either of those add-ons. However, in some cases you might need to restart P2P

services.
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