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Support

Thank you for selecting NETGEAR products.

After installing your device, locate the serial number on the label of your product and use it to register your product at
https://my.netgear.com. You must register your product before you can use NETGEAR telephone support. NETGEAR
recommends registering your product through the NETGEAR website.

For product updates and web support, visit http://support.netgear.com.
Phone (US & Canada only): 1-888-NETGEAR.
Phone (Other Countries): Check the list of phone numbers at http://support.netgear.com/general/contact/default.aspx.

Trademarks
© NETGEAR, Inc. NETGEAR and the NETGEAR Logo are trademarks of NETGEAR, Inc. Any non-NETGEAR trademarks are
used for reference purposes only.

Revision History
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Number
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Introduction

Streamline network management tasks

The NETGEAR Network Management System 300 (NMS300) is a centralized and
comprehensive management application that enables you to discover, monitor, configure, and
report on enterprise-class networks with NETGEAR and third-party network devices.

This manual is intended for network administrators.
This chapter covers the following topics:

* Network Environment Concepts

e Compatible Devices

e Prepare the Network Devices for Discovery
¢ What to Do Next

Note: In this manual, the NMS300 application is referred to as the
application. The server on which the application is installed is referred
to as the NMS300 server.

For more information about the topics covered in this manual, visit the
support website at support.netgear.com.

For more information about this NMS300 release, see the NMS300
Release Notes, which are available on downloadcenter.netgear.com.

Firmware updates with new features and bug fixes are made
available from time to time on downloadcenter.netgear.com. Some
products can regularly check the site and download new firmware, or
you can check for and download new firmware manually. If the
features or behavior of your product does not match what is
described in this guide, you might need to update your firmware.
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Network Environment Concepts

The application resides on the NMS300 server at a static IP address on the local area
network. The application monitors the NETGEAR and third-party devices on the network.

Local area network
Internet
Static IP gateway Internet
address
NMS300 Web NETGEAR | | Third-party
server browser devices devices
Web
browser

Figure 1. The Network Management System 300

You access the application through a web browser. The IP address for a web browser that is
located outside the Internet gateway must be permitted to access the network.

The application supports the following devices:

NETGEAR devices

For detailed information about the supported NETGEAR devices, including model
numbers, see Compatible Devices on page 12.

Third-party (non-NETGEAR) devices, including the following:
- Routers

- VolP gateways

- Hosts

- Virtualization servers

The managed NMS300 server

The application displays whether third-party devices are up or down. If a third-party device
supports SNMP, the application uses SNMP MIBs to gather and present health and status
information about the device.

Introduction
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Device Groups

To simplify the management of networks with many devices, you can create device groups.
Group devices by vendor, location, device type, device model, and contact. Device groups

are optional.
r—— - —— — — — — A
| Device group M |
|| Network Network | |
| device M1 device Mm| |
[ _ _ 1
Local area network Internet
Static IP gateway Internet
address Fr——|-— - == — — o
NMS300 web | || Network Network | |
server browser | | | device N1 Device Nn | |
| . I
Device group N
I_____g_p___J Web
browser

Figure 2. Device groups

You can create two types of device groups:

Static device groups. A static group is a fixed list of specific devices. You must
configure this list manually. For more information, see Add or Modify a Static Device
Group on page 63.

Dynamic device groups. A dynamic group is a dynamic list of devices that filter
selection criteria determine. The list changes automatically as devices that meet the filter
criteria are added to and removed from the network. For more information, see Add or
Modify a Dynamic Device Group on page 65.

Types of Users

The application includes the following default user security profiles:

Admin. A user who can perform administration-related functions. An admin user is
authorized to perform all application functions. Only an admin user can modify and delete
the default security profiles, can define new security profiles, and can add or remove user
profiles.

For more information, see Chapter 11, Manage Users and Security Profiles.

Operator. A user who can manage the enterprise network functions, but cannot perform
administration-related functions.

Observer. A user who can only monitor and view enterprise network functions.

This manual is written for the admin user but also contains information that is useful for
operators and observers.

Introduction
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Compatible Devices

This release of the application supports the following features:

e Support for NETGEAR managed and smart switches

e Support for NETGEAR wireless devices

e Support for NETGEAR firewalls

e Support for ReadyNAS and ReadyDATA storage devices

e Support for discovery and node status monitoring of third-party devices

Note: Products that reached their end of life (EOL) are not included in the
following lists.

NETGEAR Managed Switches

This release supports the following NETGEAR managed switches:

« GSM5212P

« GSM7212F

« GSM7212P

«  GSM7224P

« JGSM7224

* M4100-12G-POE+
*  M4100-12GF

*  M4100-24G-POE+
* M4100-26-POE+

* M4100-26G

*  M4100-26G-POE
* M4100-50-POE

*  M4100-50G

*  M4100-50G-POE+
* M4100-D10-POE
* M4100-D12G

* M4100-D12G-POE+
*  M5300-28G

*  MS5300-28G-POE+
 MS5300-28G3

*  M5300-28GF

Introduction
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M5300-52G
M5300-52G-POE+
M5300-52G3
M6100, including blades and supervisors inserted in chassis:
- XCMB8944

- XCM8944-POE+
- XCM8944-uPOE
- XCM8948

- XCMB8948-POE+
- XCM8948-uPOE
- XCMB8944F

- XCMB8924X
M7100 XSM7224
M7100 XSM7224S

NETGEAR Smart Switches

This release supports the following NETGEAR smart switches:

FS526Tv2
FS726Tv2
FS728TLP
FS728TPv2
FS728TP-200
GS108T-200
GS110TP
GS510TP
GS516TP
GS724T-400
GS716T-300
GS748T-500
GS728TP
GS728TPP
GS728TPS
GS728TS
GS728TXS
GS748T-400
GS752TP

Introduction
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* GS752TPS

« GS752TS

« GS752TXS

* S3300-28X

* S3300-28X-PoE+
*  S3300-52X

*  S3300-52X-PoE+
e XS712T

NETGEAR Firewalls

This release supports the following NETGEAR firewalls:

 FVS318G
« FVS318N
« FVS336Gv2
* FVS336Gv3
*  SRX5308

NETGEAR Wireless Access Points

This release supports the following NETGEAR wireless access points:

* WG103

*  WN203

*  WN203-200

«  WNS370

«  WNAP210

«  WNAP320

«  WNAP370

«  WNDAP350

«  WNDAP360

«  WNDAP380R
*  WNDAP380Rv2
*  WNDAP620

«  WNDAPG660

Introduction
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NETGEAR Wireless Management Systems and Controllers

This release supports the following NETGEAR wireless management systems and wireless
controllers:

WMS5316
WC7520
WC7600
WC9500

NETGEAR Storage Systems

This release supports the following NETGEAR ReadyNAS and ReadyDATA storage
systems:

RN2120
RN312
RN314
RN316
RN3220
RN4220
RN516
RDD516
RD5200

Prepare the Network Devices for Discovery

To manage the devices on your network, you must prepare them for the application. By
default, the application lets you manage up to 200 devices. For information about managing
more than 200 devices, contact your NETGEAR sales contact.

> To prepare the devices on your network:

1. Upgrade your devices to their latest released firmware.

To upgrade the firmware, use the web management interface of the device.

Each device must run the latest firmware before the application can discover and
manage the device. Once you perform this one-time upgrade, the application can
centrally manage future device firmware upgrades.

Create the credentials for your devices.

The application uses a combination of SNMP, HTTP, and Telnet protocols to interact with
the devices on your network.

Introduction
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You must configure the application with the device credentials to authenticate with the
devices over the following protocols:

* Telnet and HTTP protocols. If the devices are not configured with the default
password for the admin user, create two new credentials in the application.

Create one credential for the Telnet protocol and another credential for the HTTP
protocol that contain either the admin user credential or the credential of another user
of the device with administrative privileges.

«  SNMP community strings. If the devices are not configured with the default SNMP
community strings, create a credential in the application for the SNMP protocol that
contains the matching community strings.

For more information, see Add or Modify a Device Credential on page 34.

3. Make sure that each device on your network is configured to send SNMPv1 or SNMPv2
traps to the IP address of the NMS300 server.

The application listens for SNMPv1 and SNMPV2 traps.

What to Do Next

Before you can manage your network, you must perform certain basic configuration tasks
and let the application find the devices that are on your network. These tasks are described in
the following chapters:

e Chapter 2, Get Started
e Chapter 3, Discover and Manage Resources

Introduction
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Get Started

Log in and perform basic configuration
tasks

After you logged in to the application, you can change your password and account information
and configure the email server.

This chapter covers the following topics:

* Log In to the Application

* Change Your Password and Account Information

e Configure the Email Server for Alerts and Alarm Notifications
e Configure the SMS Server for Alerts and Alarm Notifications

17
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Log In to the Application

The application uses a browser server architecture. Administrators and other types of users
can access the application from any supported browser. For more information about installing
the application, see the NMS300 Network Management Quick Start Guide, which is available
at downloadcenter.netgear.com.

Before you log in to the application, check the following items:

* Make sure that the application is installed on a server with a static IP address.
e Clear your browser cache before you use the application.

CAUTION:

The application supports multiple concurrent users. NETGEAR
recommends that different user coordinate their application activities so
that modifications to a screen made by one user are not inadvertently
changed by another user.

> To select your language and log in to the application:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

To connect to the application from the same NMS300 server on which you installed
the application, enter the URL http://localhost:8080.

If you entered a different port number for the NMS300 server during the application
installation, replace 8080 in this URL with the port number that you provided during
installation.

To connect to the application from a remote computer, replace localhost with the IP
address of the NMS300 server. For example, enter http://203.0.113.56:8080, in
which 203.0.113.56 is the IP address of the NMS300 server and 8080 is the port
number for the NMS300 server.

After you connect to the application, the User Login screen displays.

Q

Language ‘ English EI

User Hame | |

Password | |

[~ Remember User Name

m Forgot Password

2. From the Language menu, select your language.

The default language is English. You can also select Chinese.

Get Started
18
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3. Enter your user name and password.

When the application is initially installed, the default administrator user name is admin
and the default administrator password is also admin.

You must be an administrator (admin user, that is, a user with a security profile that is set
to Admin) to be able to create user names and passwords for other types of users.

4. Click the Sign In button.
NETGEAR A
Welcome | 3 J v° #® ©
[ vwczss | mowers | womm | cons | s | ovmoor | snow | weoms | s | va | om |
NETWORK SUMMARY
Network Summary

Device Tree View Q Enterprise Network Map Q

Group By | Location

! «
o @ test : AN VSt we.1530.164
@ mass &
@ shanghai CN
© @ sanjose
o @ Netgear sanjose
o @ netgear
o @ June-lacation215
o @ Jund-locationn-217
o @ Junb-location-M5200
o @ germany

0.16 UTK150
o '@ bilin; ‘*\ oy

Unkngwn “
______ jun,ﬂpm V4
mmoﬂmss swlwgﬁdhﬁ
Device Inventory Status/Device Type (7] (7]
Davice Type CPU Utilization
Device Status Device Type 813 & switeh L —
Ou [ standalens ap C N & switeh T
@ cown [ Firawall L] & standatone AP N
[ switch e & standalone AP [ h i —
[ Router ) & standalone AP -
[ contraller Manage @ Jimmy-620-168 & standalone AP W
@ wns CYE & standatone AP [ e —
[0 wireless Contrelle @ swien -
& standalone 4P (i
& switeh (i
Top 10 Devices by Average Memory (Today) (7] Latest 10 Alams (7]
Device Nama Device Type Memaory Litilization Alarm Name Severity Alarm Time
@ netjearABIIFE & standatone AP 1Y Max Slation limitation reached Maar OIS0 317331
© Jun-6-M5300-fimmy Switen Do .| Desice Memory ullization Is ov. [ winor  EEINERESTE
@ jirr Swilth [— - —]
Swilth £ 1 - —
& stancalone 22 — . —
Swilch f (2 S—
B swilen [lm— - —
Swilch [i—
Swileh [T ——
@ Junet-215jimmy-GSMT224v2 Swilch Qo 37—

For more information about the Network Summary screen, see Monitor the Network on
page 69.

Get Started
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Change Your Password and Account Information

NETGEAR recommends that you change your password to a more secure password. This
recommendation applies to admin users only because nonadministrative users such as users
with a security profile set to Operator or Observer cannot change their password.

As an admin user, you can also change your account information. Items that you can change
include your email address, real name, and telephone number. You cannot change your user
name but you can add a second admin account with a different user name. For more
information, see Chapter 11, Manage Users and Security Profiles.

Change Your Password

When the application is initially installed, the default administrator user name is admin and
the default administrator password is admin. As an admin user, you can create user names
and passwords for other types of users.

» To change your password:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary screen displays.

Get Started
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4. Select ADMIN > SETTINGS.

System and Website Settings

Getting Started with NMS System Settings .+ Customize
% Set global seftings for the system and website,

L Discover your network and add the devices you wand to
manage.

. Account Information

ﬁ Manage Monitor and Alarm
View or modify users, or create new users,

= my.NETGEAR.com Account Profile
Network monitor, slarm and threshold related configurations.

through myNETGEAR com Web API

E sFlow Manage External File Server
4

License And Version Information
5 Set sFlow relaled configurations.

el External File Server configurations and File Processing with WView NMS:

J Customize the navigation and look of your web portal,

Configure and validate my NETGEAR com acoount profile

Esternal File Server. infarmation.

Se

5. Under Account Information, click the Change Password link.

B Change My Password X
Change My Password
Old Password £
New Password L4
Re-type New Password r

| cancel

6. Enter your old and new passwords.
7. Click the Submit button.

Your password is updated.

Get Started
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Change Your Account Information

You can change your general account settings such as your email address and telephone
number.

» To change your account information:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary screen displays.
4. Select ADMIN > SETTINGS.

System and Website Settings

Getting Started with NMS System Settings ¢ Customize
/ Discover your network and add the devices you want to % Set global seftings for the system and website, Ji==  Customize the navigation and look of your web portal,
manage.

Account Information ﬁ Manage Monitor and Alarm " My-NETGEAR.com Account Profile
* View or modify users, or create new users, MNetwork monitor, alarm and threshold related configurations. " Configure and validate my NETGEAR com account profile
through myNETGEAR.com Web APL

NETGEAR com Account Profile

= sFlow Manage External File Server License And Version Information
= setsFlow related configurations. (=33 External File Server configurations and File Processkng with View NMS: 5, i ang

External File Server. information.

5. Under Account Information, click the Edit Account link.

Get Started
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My Account Information

User Hame roger_admin

E-mail roger_admin@netgear.com

Last NHame
First Name
Telephone

[ 5.0t JEOTEE

6. Modify the information as needed.
7. Click the Submit button.

Your account information is updated.

Configure the Email Server for Alerts and Alarm
Notifications

Before the application can send email updates and alarm notifications, you must configure
the email server settings. Only an admin user can configure the email server settings.

Note: For information about adding an alarm notification profile with an
email address to which the application can send a naotification, see
Add or Modify an Alarm Notification Profile on page 171.

Configure the General Email Server Settings

The following procedure describes how to configure the general email server settings.

> To configure the email server:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary screen displays.

Get Started
23



NMS300 Network Management System Application

4. Select ADMIN > SETTINGS.

[ wasss | roomors | woion | coms | mamss [ rrooor | mow [ mowrs | om | ves [wm |
System and Website Settings

Getting Started with NMS System Settings ¢ Customize
/ Discover your network and add the devices you wanl to % Set global seftings for the system and website, J Customize the navigation and look of your web portal,
manage.

Account Information Q Manage Monitor and Alarm = my.NETGEAR.com Account Profile
ﬁ View or modify users, or create new users, Metwork monitor, alarm and threshold related configurations. " Configure and validate my METGEAR. com account profile
through myNETGEAR.com Web APL

L » myNETGEAR com Account Profile
>
= sFlow Manage External File Server License And Version Information
= et sFlow related configurations. &L Eyemal File Server configurations and File Processing with View NMS: 5, i and versi
External File Server. information.

5. Under Getting Started with NMS, click the SMTP Email Settings link.

B SMTP Configuration X

SMTP Configuration
SMTP Server Host |
SMTP Server Port e F
[~ Authentication Enabled
[T usessL

[cancan | [Test ]

6. Enter your SMTP configuration settings.
7. If your SMTP server requires authentication, select the Authentication Enabled check box.
8. In the User Name field, enter the user name for your email account.

Note: You mustenterthe email user name entirely, that is with the at sign (@)
and domain name. For example, username@domain.com. The SMTP
server also uses the entire user name as the address from which email
is sent.

9. Inthe Password field, enter the password for your email account.

Get Started
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10. To use a secure email connection, select the Use SSL check box, and in the SMTP Server
Port field, enter the port number for the SSL connection.

11. Click the Test button.
Your SMTP configuration settings are verified.
12. Click the Submit button.

Your changes are saved.

Configure Email Server Settings for a Gmail Account

The following procedure describes how to configure the email server for a Gmail account.

> To configure the email server for a Gmail account:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary screen displays.

4. Select ADMIN > SETTINGS.

System and Website Settings

Getting Started with NM5 % System Settings ¢ Customize

/ Discover your network and add the devices you wand to
manage,

» Discover Devices

Set global seftings for the system and website, Jd==  Customize the navigation and look of your web portal.

Account Information a Manage Monitor and Alarm ‘g MY.METGEAR.com Account Profile

‘i View or modify users, or create new users, Network monitor, alarm and threshold related configurations . Configure and validate my NETGEAR com account profile
through myNETGEAR com Web API

my NETGEAR com Account Profile

= sFlow Manage External File Server License And Version Information
L et sFlow relaled configurations. &% Exemal File Server configurations and File Processing with View NMS: 58, device and
External File Server information.
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Under Getting Started with NMS, click the SMTP Email Settings link.

SMTP Configuration

SMTP Server Host [smpgmaicom | 7*
SMTP Server Port [ =
[¥] Authentication Enabled

User Hame [yt ] 7
Password | sssssesssse 2

[¥] use ssL

Cancel ! Test |

Enter the following settings and select the following check boxes:

e Inthe SMTP Server Host field, enter smtp.gmail.com.

¢ Inthe SMTP Server Port field, enter 25.

e Select the Authentication Enabled check box.

e Inthe User Name field, enter the user name for your Gmail account.

Note: You mustenter the email user name entirely, that is with the at sign (@)
and domain name. For example, username@gmail.com. The SMTP
server also uses the entire user name as the address from which email
is sent.

e Inthe Password field, enter the password for your Gmail account.

To use a secure email connection, select the Use SSL check box, and in the SMTP Server
Port field, enter 465.

Click the Test button.
Your SMTP configuration settings are verified.
Click the Submit button.

Your changes are saved.

Configure the SMS Server for Alerts and Alarm
Notifications

Note: The SMS server option is supported for a particular SMS gateway in
the People's Republic of China only. No other SMS servers are
supported in this release.

Before the application can send SMS updates and alarm notifications, you must configure the
SMS server settings. Only an admin user can configure the SMS server settings.

Get Started
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For information about adding an alarm notification profile with an SMS telephone number to
which the application can send a notification, see Add or Modify an Alarm Notification Profile
on page 171.

To configure the SMS server:

1.

Contact NETGEAR support to obtain the corporation ID and password for the Chinese
SMS server that is supported.

Open a browser and connect to the application through the static IP address of the NMS300
server.

For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary screen displays.

Select ADMIN > SETTINGS.

System and Website Settings

Getting Started with NMS % System Settings Customize
Discover your network and add the devices you want to Set global seftings for the system and website, Je  Customize the navigation and look of your web portal,

manage.

Account Information ﬁ Manage Monitor and Alarm L my. NETGEAR.com Account Profile
‘i View or modify users, or create new users, Metwork monitor, alarm and threshold related configurations. u Configure and validate my NETGEAR.com acoount profile
through my NETGEAR.com Web AP

myNETGEAR com

3 sFlow Manage External File Server License And Version Information
= set sFiow relaled configurations. 5 Eemal File Sever configurations and Fil Processing with View NMS 58, d ang
Exernal File Server. informaticn.
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6. Under Getting Started with NMS, click the SMS Server Settings link.

B SmS Configuration X

SMS Configuration

Corporation ID [ ] £

Password |_ | ’

W Cancel | [ Test

7. Enter the corporation ID.

The corporation ID specifies the SMS gateways that the application must use. This is the
corporation ID that NETGEAR support gave you.

8. Enter the password for accessing the SMS gateway.
This is the password that NETGEAR support gave you.
9. Click the Test button.
Your SMS configuration settings are verified.
10. Click the Submit button.
Your changes are saved.

Get Started
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Discover and Manage Resources

Find and manage the devices on your
network

Before you can manage your network, you must let the application find the devices that are on
your network and perform other setup tasks that could simplify the management of your network.

This chapter covers the following topics:

Discovery Concepts

Use Quick Discovery to Discover Devices on Your Network

Use a Discovery Profile to Discover Devices on Your Network

View and Manage the Wired and Wireless Devices on Your Network

Manage Device Groups
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Discovery Concepts

You can discover devices on your network by using the following methods:

* Quick discovery. Discovers devices without using a discovery profile. This method is a
quick and easy discovery method but gives you limited control over the discovery
process.

* Regular discovery. Filters the devices on your network through a discovery profile that
you must configure first. This method gives you more control than the quick discovery
method but is a bit more complicated.

With both methods, the application can discover wired devices, wireless devices, NETGEAR
devices, and third-party devices that support standard SNMP MIBs.

The application can discover and monitor NETGEAR firewalls over the WAN. Firewalls can
use a static WAN IP address, dynamic WAN IP address, or WAN host name. If a firewall uses
a WAN host name, the firewall must also use DNS.

Note: By default, the application lets you discover up to 200 devices. For
information about discovering more than 200 devices, contact your
NETGEAR sales contact.

For wireless access points (APs), the nature of the AP determines whether the application
can discover the AP:

e Standalone AP. An AP that is not controlled by another device and that operates in
standalone mode. This type of AP is also referred to as a Fat AP. The application can
discover and manage standalone APs just like any other network device that the
application supports.

e Controller-managed AP. An AP that a NETGEAR WC7520 or WC9500 wireless
controller manages. This type of AP is also referred to as a Fit AP. After the application
discovers a wireless controller, it displays the controller-managed APs in the device table.
In this indirect way, the application can discover the controller-managed APs but cannot
manage them. You cannot back up or restore the configuration, upgrade the firmware, or
delete the access points from the application. Controller-managed APs are not subtracted
from the number of devices that the license of the application supports. The license of the
application ignores the controller-managed APs.

Discover and Manage Resources
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Use Quick Discovery to Discover Devices on Your Network

Quick Discovery is a quick and easy discovery method but gives you limited control over the
discovery process.
» To discover the devices on your network:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary screen displays.
4. Select RESOURCES > DISCOVERY.

WIRELESS MONITOR CONFIG ALARMS TOPOLOGY SFLOWY 085 ADMIB

Network Discovery Q
nadprotiie |  Edtprofiie || ouickpiscovery [N Rows perpage[ 10 B3 < [ 1 |1 > [ Toara

[ Name ~ Stheduled # RecurentType ¢ LastExecution Time 4 Last Exacution Stalus 4 Next Execution Time 4

[ dise-tvs-147.250 Bro Mot Recurrent

O disc-tvs-hostname Bro Mot Recurrent 0242012013 11:15:00 @ Succended

O dise-wan-ip Bro Mot Recurrent 00572013 14:15:00 @ Succended

5. Click the Quick Discovery button.

“ Quick Discovery X

Discovery Settings
Quick discovery will discover all lletgear and third-party network devices.
Select Network Type and Addresses
P Range E [ i . { z i | ][ ] L4
Select Credentials | Add |
[] Name % Protocol % Port & Timeoul(sec) % Retries L]
[] Defautt SNMP SNMP V2C 161 10 1
[ Defaut HTTP HTTP 80 B 1
[] Default Telnet Telnet 23 10 1
[ Defaut HTTPS HTTPS 443 B 1
[ Default FYS318G HTTPS HTTPS 8080 1

Discover and Manage Resources

31



NMS300 Network Management System Application

From the menu on the upper left of the screen, select one of the following network types and
enter the applicable address information in the fields to the right of the menu:

IP Range
Subnet

Single IP

IP Address(es)
Hostname

Specify the credentials that pertain to the devices on your network by selecting one of the
following types of credentials:

Default SNMP

Default HTTP

Default Telnet

Default HTTPS

Default FVS318G HTTPS

Note: For the NETGEAR FVS318N, FVS336Gv2, FVS336Gv3, and

SRX5308 firewalls, use the default SNMP device credentials. For the
NETGEAR FVS318G firewall, use the default FVS381G HTTPS
device credential.

If the credential that you need is not listed in the table, do the following:

a.

C.

Click the Add button.

The Select Credentials screen displays. In addition to the default credentials, the
screen displays the device credentials that you added. For more information, see Add
or Modify a Device Credential on page 34.

Select one or more credentials and click the Add Selection button.
To add all credentials, click the Add All button.

The Select Credentials screen closes and the selected credentials are added to the
credentials table.

Select the credential or credentials that you added.

Click the Execute button.

Discover and Manage Resources
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When the quick discovery process completes, the Quick Discovery screen displays the
results.

“ Quick Discovery x

Execution Result

Note: The discovery may take a while to complete, please be patient.

Status Discovery finished.

Rows per page| 50 g < [T > N wan

Status 4 Device Name # [P Address & Wendor + Device Type % Model &
@& siready Discovered 192.168.10.208 B vetgear Switch M4100-26G-POE |
® arready Discoversd FSTS2TP-NMS300 192.168.10.202 B netgear & switch Fs752TR | =
& aready Discovered 192.168.10.208 B netgear Switch M5300-526-POE+

{® aiready Discovered 192.168.10 205 B vetgear & switch GEMTIS2EV2

@ aiready Discovered GS746Tv2-SmartSw... | 192.168.10.204 B netgear Switch GST748Tvd

& Already Discovered 1G5MT224 182.168.10 207 B netgear Switch 1GSMT224

@& sircady Discovered 192.168.10.203 B netacar Switch GS752TPS

@ Already Discovered 192.168.10.206 B hetgear Switch GSTS2TXS

leUnreachahkz 18216810 200

@ unreachable 192.168.10.210 ¥
| close

Note: If a credential failure occurs, a common reason is that the device login
information changed from its default. When a credential failure occurs,
add or modify the credential and run the discovery job again. For more
information, see Add or Modify a Device Credential on page 34.

10. Click the Close button.

The Quick Discovery screen closes.

Use a Discovery Profile to Discover Devices on Your
Network

A discovery profile gives you more control over the discovery process than the quick
discovery method but is a bit more complicated. The following sections describe how you can
use a discovery profile to discover devices:

1. Add or Modify a Device Credential
2. Add or Modify a Discovery Profile
3. Execute a Discovery Job or Schedule or Reschedule an Existing Discovery Job

Discover and Manage Resources
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Add or Modify a Device Credential

During the discovery process, the application must log in to devices to obtain the information
to discover and manage the devices. A device credential includes the user name, password,
and SNMP community string that allows the application to log in to the device. The user
name and password are the same user information that you use to log in to the device to
perform system configuration. The application provides default device credentials for
discovery over HTTP, HTTPS, SNMP, and Telnet, and for discovery of a NETGEAR
FVS318G firewall over HTTPS. (The NETGEAR FVS318N, FVS336Gv2, FVS336Gv3, and
SRX5308 firewalls use an SNMP device credential.)

You must configure the correct device credentials for any device that you want the
application to manage. If a device is not configured with its default credentials, do the
following:

» If a device is not configured with its default admin user password, create two new
credentials in the application, one for Telnet and another for the HTTP protocol. These
credentials contain either the admin user credential or the credential of another user with
administrative privileges.

e If adevice is not configured with its default SNMP community strings, create a credential
in the application for the SNMP protocol that contains the matching community strings.

To add a device credential or modify an existing device credential:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary screen displays.

4. Select RESOURCES > DEVICE CREDENTIALS.

sy [wsomers | wowron | coms | mamws | voocor | sow | woms | we | v | om |

Device Credentials [7)
| ndd [ Edt [| Detete | Rowsperpage| 10 [ < | 1 |12 > Tatal: 12
] Name ~ Protocol & Port & Timeout(sec) 4 Refries ®
O Defauit FYS3186 HTTRS HTTPS E080 ] 1

O oDefaut HTTP HTTP 80 6

1
O Cefaut HTTPS HTTPS 443 [ 1
[0 Default SNWP SNMP VIC 161 10 1
[ Default Telnet Telnst n 10
O non-def-215-tel-passworl Telnet 23 10
O non-deftel 209-password Telnel 23 10

O non-defaultM5300 Telnsl 3 10

1
1
[ non-default-215-telnet Telngt 23 10 1
1
D teinet-217-non-defaull Telnet 23 10 1

Discover and Manage Resources
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Add a device credential or modify an existing device credential:

» To add a device credential, click the Add button.

e To modify an existing device credential:
a. From the Device Credentials table, select a device credential.
b. Click the Edit button.

For a new device credential, the Add Credential screen displays. For an existing device
credential, the Edit Credential screen displays.

= Add Credential X
Authentication > Management Interface Associated Devices

Credential General Info

Name Efier & 5t P
Protocol SNMP V1 E

Authentication Info

Read Community

Write Community Ente b 3 |

| Previous | Next | Cancel |

In the Credential General Info section, enter or modify the name for the credential.
From the Protocol menu, select one of the following protocols:

e SNMP V1

¢ SNMP V2C
¢ SNMP V3

e Telnet

e SSH

« HTTP

e HTTPS

Depending on your protocol selection, the screen might adjust to display other fields and
menus.

In the Authentication Info section, enter or modify the information for the selected protocol.

Note: If you are setting up a Telnet device credential for a managed switch
for which the privileged EXEC password was changed (on the Enable
Password Configuration screen of the switch web management
interface), enter the privileged EXEC password in the Enable
Password field. The Enable Password field displays when you select
Telnet from the Protocol menu.

Discover and Manage Resources
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9. Click the Management Interface tab.

& Add Credential X
Authentication Management Interface > Associated Devices

form.caption.credentiallnterface

Port 161 z
timoastoes E—
Retries i ]

[ previous | [ next | IENE | cancel |

10. Enter or modify the port number, time-out period in seconds, and the number of retries.
11. Click the Associated Devices tab.

& Add Credential X

Authentication Management Interface Associated Devices
RosocitesDovicss [ ras ] romors

[~ Status 4 Device Name 4 [P Address # Vendor 4 Device Type 4 Device Model Ll

Mo dats to display!

| Previous ]| Hext || Cancel |

Discover and Manage Resources
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12. Click the Add button.

~ Select Devices X

1 Show Filter
Rowsperpage| 10 B < [1 /4 > BN mota s
l_ Status # Device Name 4 P Address % Vendor 4 Device Type 4 Device Model 4 Firmware Version £
| @up 192.168.10.102 192.188.10.102 B vetgear Switch GEMTZ24v2 80126
| @u 192.168.10.104 192.168.10.104 B vetgear Switch FS72ETP
| @up 192168 10.114 19216810114 B Hetgear & switch GS728TPS 53017
M| @up 192.168.10.120 182.168.10.120 B netgear &) switch M5300-28G3 10.0.0.18
0| @ up 192.168.10.121 192.168.10.121 Bl vetgear & switch GSMTIZESV2 80.3.20
O @up 192.168.10.124 182.168.10.124 B vetgear Switch GIMT252PS 80328
| @ vup 192.168.10.125 192.168.10.125 B vetgear & switch GEMT248v2 80.1.22
| @ up 192 168.10.131 192 168 10.131 B netgear Switch GIMT252PS 80338
| @up 192.168.10.140 192.168.10.140 B netgear &Y swich GEMTZ24v2 80129
| ®up 192 168 10.202 192 168 10 202 Bl tetgear Switch FS752TP 50233
Add Selection || Add All || Close |

13. Select one or more devices and click the Add Selection button.
To add all devices to the device credential, click the Add All button.

The Select Devices screen closes and the selected devices are added to the Associated
Devices table.

14. If you are modifying an existing device credential, to remove devices:
a. Select the devices.
b. Click the Remove button.

The devices are removed from the Associated Devices table.
15. Click the Save button.

The screen closes and the new or modified device credential displays in the Device
Credentials table.

Add or Modify a Discovery Profile

A discovery profile filters the network device information that the application can detect. The
application can discover devices through an IP address range, IP subnet address, a single IP
address, a list of IP addresses, or device host name.

> To add a discovery profile or modify an existing discovery profile:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

Discover and Manage Resources
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The Network Summary screen displays.
Select RESOURCES > DISCOVERY.

WIRELESS m MOHITOR CONFIG ALARMS TOPOLOGY SFLOW 0 ADMIN

Metwark Discovery (7]
[ naprotio || canvroi || —auickviscovery | IS Rowsperpage 10 9 < [ 1 1 > [N Tours
[ mame ~ Scheduled ¢ RecumentType ¢ LastExecution Time 4 Last Exacution Status ¢ MNext Execution Time ¢
[ disc-frs-147.250 Buo Mot Recurrent

[ disc-ts-hostname Bro Mot Recumrent 0872972013 11:15:00 @ Succeaded

O disc-waneip Bro Mot Recurrent 00572013 14:15:00 @ Succeaded

The screen displays the existing discovery profiles.

Add a discovery profile or modify an existing discovery profile:

* To add a discovery profile, click the Add Profile button.

e To modify an existing discovery profile:
a. From the Network Discovery table, select a discovery profile.
b. Click the Edit Profile button.

For a new discovery profile, the Add Profile screen displays. For an existing discovery
profile, the Edit Profile screen displays.

™ Add Profile X
[ oo > [ woon | _ewn

General Info

Hame ¥ Description Erter & string hetween 1 ta 100

Discovery Options

D Resolve Host Hames(Attempt to resolve host name to IP Address)

[[] 1cMP Ping Devi ing devices before

Discovery Filters

[] vendor [] Location [] pevice Type =~ ~ v

Discovery Includes

I:‘ ICMP Only Devices(Discover devices that only respond to Ping)

D Uncl ified Devis Discover devi that from vendors)
LLDP Option
Enable LLDP Link Di [ il i LLDP links)

Previous || Next EA EET | cose
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6. Enter or modify the information in the following sections:
* General Info. Enter the name and description of the profile.
e Discovery Options:

- Resolve Host Names. To attempt to resolve a host name to an IP address, select
the Resolve Host Names (Attempt to resolve host name to IP address) check
box.

- ICMP Ping Devices. To monitor the node status of third-party non-SNMP
devices, select the ICMP Ping Devices (Ping devices before authentication)

check box.
» Discovery Filters. Select the discovery filters you want by vendor, location, and
device type.
» Discovery Includes. Select whether to include ICMP-only devices or unclassified
devices.

e LLDP Option. To monitor the node status of third-party non-SNMP devices, select
the Enable LLDP Link Discovery (Automatically discover LLDP links) check box.

7. Click the Network tab.

™ RAdd Profile X

Select Network Type and Addresses

Select Credentials | Add |
[ name 4 Protocol 4 Porl 4 Timeout(sec) ¢ Retries +
[ Detaut Stmp SNMP V2C 181 10 1
[] Detaut HTTP HTTP 80 [ 1
[ Detaut Telnet Telnet 3 10 1
[] Detaut HTTPS HTTPS 443 [ 1
[] Defaut FYS HTTPS HTTPS 8080 6 1

protous | Next [save | erecue JECTR

8. From the menu on the upper left of the screen, select one of the following network types and
enter the applicable address information in the fields to the right of the menu:

« [P Range
* Subnet
* SingleIP

* IP Address(es)
e Hostname

Discover and Manage Resources

39



NMS300 Network Management System Application

9. Specify or modify the credentials that pertain to the devices on your network by selecting
one of the following types of credentials:

Default SNMP

Default HTTP

Default Telnet

Default HTTPS

Default FVS318G HTTPS

10. If the credential that you need is not listed in the table, do the following:

a.

C.

Click the Add button.

B Select Credentials X

Rowsperpage[ 10 o9 < [ 1 |z > Tetak 12
] Mame ~ Protocol 4 Port & Timeout{sec) 4 Refries 4
[[] Defautt FvS HTTPS HTTPS 080 B 1
D Defautt HTTP HTTP 80 & 1
[] Detaut HTTPS HTTPS 443 B 1
[[] Detautt Shinp ShMP v2C 161 10 G
[] Detaun Tenet Telnet 23 10 1
[[] non-det-215-4el-passwort Telnet 23 10 1
[ nen-set-tel-202-password3 Telnet 23 10 1
[7] non-deiaul-215-telnet Telnet 23 10 1
[] nan-default-M5300 Telnet 23 10 1
[] telnet-217-non-defautt Telnet 23 10 1
Add Selection || Add All | | close |

In addition to the default credentials, the screen displays the device credentials that
you added. For more information, see Add or Modify a Device Credential on page 34.

Select one or more credentials and click the Add Selection button.
To add all credentials, click the Add All button.

The Select Credentials screen closes and the credentials are added to the Select
Credentials table on the Network subscreen (the figure that is shown in Step 7).

On the Network subscreen, select the credential or credentials that you added.

11. Click the Save button.

The screen closes and the new or modified discovery profile displays in the Network
Discovery table.

Execute a Discovery Job

You can execute a one-time discovery job immediately.

> To execute a discovery job:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.

Discover and Manage Resources
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2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary screen displays.
4. Select RESOURCES > DISCOVERY.

HOME WIRELESS MOHITOR CONRIG ALARMS TOPOLOGY 0 ADMIN
Metwork Discovery (7]
addpProfile || Edtprofic [ ouickpiscoery [T Rows perpage| 10 1 < [ 1 i1 > [JEH Totar3
O nName ~ Scheduled $ Recument Type ¢ LastExecution Time 4 LastExecution Status 4 NextExscution Time ¢
[ disc-tvs-147.250 B Mot Recurrent
O dise-tvs-hostname B Mot Recurrent OEF2872013 11:15:00 @ Succeaded
O  disc-waneip B Mot Recurrent 0052013 14:15:00 @ Succeaded

5. Select the discovery profile.
6. From the More menu, select Execute.

When discovery completes, the Execution Results screen displays the discovered devices
that the application adds to its inventory database.

B Execution Resuit X

Result ~»

Execution Result

Note: The discovery may take a while to complete, please be patient.

Status Discovery finished.

Rowsperpage[ 10 [ < [ 1 426 > [EH vota 25

Status. 4 Device Name + [P Address # VWendor + Device Type 4% Model £
' successful 182 168.10.28 B netgear Switch GSM7a285v2
@Already Discovered gs110tp-demo-unit 192.168.10.101 m Netgear ey Switch GS110TP

@ Already Discovered 1192.168.10.102 m Netgear by Switch GEMTZ224v2
@ Already Discovered gs728s-name.192.1... | 192.168.10.139 B netgear Switch G5728TS

@ Already Discovered 1192.168.10.140 m Netgear ) Switch GSM7224v2
(& Arready Discavered 192.168.10.131 B netoear &Y switcn GSMT252P5
@ Already Discovered 1192.188.10.125 B netgear Switch GSM7248v2
@) Already Discoversd 192 168.10.124 Bl hetoear Switch BSMT252P5
@ Already Discovered 192.168.10.121 m Netgear ) Switch GSM73285v2
@ arready Discovered mass 192.168.10.112 B vetgear Switch G5752TPS

[ioe |

7. Click the Close button.

The screen closes.
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Note: Output files from completed resource discovery jobs are saved for the
data retention period. For more information, see Set the Data
Retention Period on page 247.

Schedule or Reschedule an Existing Discovery Job

You can schedule or reschedule an existing discovery job to occur later. This discovery job
can be one time or recurrent.

To schedule or reschedule an existing discovery job for future execution:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary screen displays.
Select RESOURCES > DISCOVERY.

| HOME WIRELESS MONITOR CONFIG ALARMS

Metwark Discovery Q
nddprofie || Editprofie | auickpiscovery [ILLI Rows perpage 10 B9 < [ 1 |11 > Total: 3

[ name ~ Scheduled $ RecumentType ¢ LastExecution Time 4 Last Exatution Status 4 NextExecution Time &

O disc-frs-147.250 Buo Mot Recurrent

[  dise-frs-hosiname Bro Mot Recurent DEr2r2013 11:15:00 & Succeeded

[ | gise-warneip Bro Mot Recurrent 0910572013 14:15:00 @ Succeaded

The screen lists the existing discovery profiles in the application.

5. Select the discovery profile.
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6. Click the Edit Profile button.

= Edit Profile x
[ o> | | ens

General Info

Hame disc-fvs-hosiname L4 Description \er & String between 1 1o 100 ]
Discovery Options

Resolve Host N, i to resolve host name to IP Address)

D ICMP Ping Devices(Ping devices before authentication)

Discovery Filters

] vender [ Location [ pevice Type Swif .

Discovery Includes
[C] ICMP Only Devices(Discover devices that only respond to Ping)

[[] unclassified Devices(Discover devices that from unknown vendors)

LLDP Option

Enable LLDP Link Di i i LLDP links)

TR o screove | swo | exccue JIEES

7. Take one of the following actions:
e To add a new schedule, click the Add Schedule button.

» To modify an existing schedule, click the Edit Schedule button.

Execution Type & Status

Enable Mo g Execution Type

I | cone

8. From the Enable menu, select Yes.
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The screen adjusts to display more fields.

™ Schedule X
Execution Type & Status
Enable ‘ Yes E Execution Type One time scheduled E
Starting On
Starting On 0972772013 18:01:00 =
ETl | cancel

9. Specify whether the application executes the discovery job once or on a recurring basis by
selecting one of the following options from the Execution Type menu and entering or
modifying the corresponding information:

« Onetime scheduled. This is the default selection.
In the Starting On field, enter or modify the date and time.

e Recurrent. The screen adjusts to display more fields.

Execution Type & Status

Enable es g Execution Type Recurrent g
Starting On

Starting On 04302013 14:58:00 z

Recurrence

Recurrence Type Weekly E

Day of the Week ¥ Monday I Tuesday [ Wednesday [ Thursday [~ Friday [ Saturday [ Sunday
Stopping On

" End Time

' Hever

cancl |

Enter or modify the following information:

a. Inthe Starting On field, enter or modify the date and time.

b. From the Recurrence Type menu, select how the schedule recurs and complete
the corresponding field or select the corresponding check boxes.
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c. Select the End Time radio button and enter or modify the date and time in the
corresponding field, or leave the Never radio button selected, which is the
default setting.

10. Click the Submit button.

The Schedule screen closes. The discovery job schedule becomes part of the discovery
profile.

11. On the Edit Profile screen, click the Save button.

Your discovery job is executed according to the schedule that you set.

Note: Output files from completed resource discovery jobs are saved for the
data retention period. For more information, see Set the Data
Retention Period on page 247.

Remove a Device Credential

You can remove a device credential that you no longer need.

To remove a device credential:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary screen displays.
Select RESOURCES > DEVICE CREDENTIALS.

DEVICE CREDENTIALS

Device Credentials (7]
| add | eat [ potete | Rows perpage[ 10 [ < | 1 |12 > Total: 12
[ Name - Protacol ¢ Port ¢ Timeout(sec) ¢ Refries $
[ Detault FVS3186 HTTPS HTTPS £080 [ 1
O oefaut HTTP HTTR 1] 6 1
O Default HTTPS HTTPS 443 [ 1

1

[0 | Default SNWP SNMP VIC 161 10
O Default Teinet Telnet i} 10
O | non-def-215-tel-passworl Telnst 23 10 1
O non-deftel 209-passwordd Telnet ] 10 1

Telnet bl 10 1
Telnel Pl 10 1
Telnet be] 10 1

5. Select the device credential.
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6. Click the Delete button.
A pop-up confirmation screen displays.
7. Click the Yes button.

The device credential is removed from the Device Credentials table and deleted.

Remove a Discovery Profile

If you delete a discovery job from the Jobs table, the application deletes the discovery profile
for the job automatically. For more information, see View and Manage Jobs on page 234. You
can also remove a discovery profile manually.

To remove a discovery profile manually:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary screen displays.
4. Select RESOURCES > DISCOVERY.

Metwark Discovery Q
addprotile Il Editerofie | cuickbiscovery LTI Rows perpage| 10 g < [ 1 i > Totak 3

T ~ Scheduled ¢ RecumentType ¢ LastExecution Time 4 Last Exacution Status ¢ MNext Execution Time ¢

O disc-frs-147.250 Buo Mot Recurrent

[  dise-frs-hosiname Bro Mot Recurent DEr2r2013 11:15:00 & Succeeded

[ | gise-warneip Bro Mot Recurrent 0910572013 14:15:00 @ Succeaded

5. Select the discovery profile.
6. From the More menu, select Delete.

A pop-up confirmation screen displays.
7. Click the Yes button.

The discovery profile is removed from the Network Discovery table and deleted.
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View and Manage the Wired and Wireless Devices on Your
Network

After the application discovers the wired and wireless devices on your network and adds
them to the inventory database, you can view and test the devices. The following sections
describe the tasks that you can perform:

View Device Information

View Wireless Device Information Only

Modify the Name, Location Information, and Contact Information
Remove Device Information

Synchronize a Network Device

Log In to a Device

Ping, Perform a Traceroute, or Reboot a Device

Use the SNMP MIB Browser

View and Export the Inventory Table and Interface List Table

The application polls the devices to make sure that they are still on the network. You can
change how frequently the device inventory is polled. For more information, see Set the
Inventory Polling on page 249.

View Device Information

You can see a table of devices that the application discovered in your network.

» To view the Devices table:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.

The Network Summary screen displays.
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4. Select RESOURCES > DEVICES.

WIRELESS MONTOR ALARMS TOPOLOGY 08s ADMIN

| Edt [| peiete [] Resymc |JRICOR Rowsperpage 10 B9 < [ 1 |15 > [ Totar 41
[ status @ Device Name ~ |P Address 4 MACAddless ¢ Hostame ¢ Managed By 4 Location ¢ Device Type ¢ Device Model ¢
0Oeuw 19216810230 T4:44:01:9010d72 1P Address shanghal CN Switch GEM7224v2
0 euw 192.168.10.104 00:22:3(9e:95:37 1P Address Swilch GEM73285v2
0O ew 19216810114 20:4e:7191:50c6 1P Address san jose Swilch GS728TPS
0O eu 192.16810.120 4¢ B0 dedb 7768 IP Address san jose Switch M5300-28G3
0O eu 192.168.10.125 c0:30e:Tlebcs IP Address beiling Switch GEMT 248v2
0O eup 192.168.10.201 10:00:7163:06:08 1P Address Switeh GS748TPS
0Oeu 192.168.10.216 28:6:8:01:90:2 1P Address Swilth GET24TYV3
0O eup 192.168.10.217 20:4e:7070:07:93 IP Address Juns-locationn-217 Switch GSMT212F
O eup 192.168.10.226 00:8ef25ada0e IP Address Switch GET5ITHE
0O eup 192.168.10.237 192.168.10.237 30:46:931 207 1P Address Switeh GSMT252P8

The screen displays the devices that the application discovered.

5. To add columns to or remove them from the Devices table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, IP Address, Device
Model, Device Type, Firmware Version, Serial Number, MAC Address, Last Update Time,
Location, Registered, Hosthame, Managed By, Date of Purchase, Vendor, Country of
Purchase, Hardware Version, Configuration Version, Contact, Discover Time, and
Description.

6. To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as type, nhame, IP address, vendor, model, and
status.

To hide the filter, click the Hide Filter button.
7. To view details about a device, click the device name (or IP address) for the device.
For more information, see View Device Details and Interface Details on page 85.

View Wireless Device Information Only

You can easily monitor your wireless network by displaying wireless controllers, wireless
access point (APs), wireless management systems, and active wireless clients.

Note: For information about viewing wireless clients of wireless controllers,
APs, and management systems, see Monitor Wireless Clients and
View Client Details on page 89.
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View Wireless Controller Information Only
You can display only the wireless controllers that the application manages.

To view wireless controller information:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary screen displays.
Select WIRELESS > CONTROLLERS.

MONITOR ALARMS TOPOLOGY

CONTROLLERS

‘Wireless Controllers e
[“veiete [ Rosync [] weboui | IRCCCR] Rows perpage[ 10 B9 < [ 1 111 > [ Totr3

[ status # Device Name = IP Address # Hoslname % Managed By % MACAddress & Location # Device Model %

192.168.10.161 IP Address 2806 8e 25N Metgear sanjose WC9500
192.168.10.164 IP Address B091S1C8deS WCTs20
192.168.10.160 P Address e0:9105:97:71:59 WC7520

0O eup
Oeuw
0 eup

To add columns to or remove them from the Wireless Controllers table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, IP Address,
Hostname, Managed By, MAC Address, Location, Device Model, Vendor, Device Type,
Last Update Time, Hardware Version, Firmware Version, Configuration Version, Serial
Number, Contact, and Discover Time.

To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as hame, IP address, location, model, and
status.

To hide the filter, click the Hide Filter button.
To view details about a device, click the device name (or IP address) for the device.

For more information, see View Device Details and Interface Details on page 85.
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View Wireless Access Point Information Only

You can display only the standalone APs and controller-managed APs. The application
manages the standalone APs. The controller-managed APs are managed by their wireless
controllers and display for information only.

To view wireless access point information:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary screen displays.

4. Select WIRELESS > AP.

RESOURCES MONITOR CONFIG ALARMS TOPOLOGY

Access Paints e
i
EE B S| wore ~ Rows perpage| 10 g < [ 1 |11 > B Totar 10
[ status ¢ Device Name - Associated Controller$ [P Address ¢ Hosiname ¢ ManagedBy ¢ MAC Address ¢ Locaton ¢ Device Type 4 Device Mod
0ojeus 50-157 19216810157 1P Address 304695 1adbak & standalone AP WNDAP35(]
Oeu 192.168.10.162 1P Address 84:1b5e5058:8 & standalone AP WNDAPB2C
0O eus 192.168.10.167 IP Address f4ibSes018:18 & standalone AP WNDAPGG(
O euw 19216810168 1P Address 241 bSe5e5ba8 & standaione AP WNDAFE2(]
0| @ Down 192.168.10.108 1P Address e0:91:M5:a4:82:40 B3 controlier Managed AP WNAP3Z0
O euve 19216810163 IP Address 41k 5e 5 fam & standaione AP WNDAPESL|
O @ Down 19216810136 IP Address 20:4e 75840 Controlier Managed AP WINDAP36(]
O eu 19216810240 IP Address 2cb05d.88.29:60 Controller Managed AP WNDAP36(
0 eus 19216810103 1P Address 20:91:15:a4:80:20 Controller Managed AP WNAP320
O eu 192168.10.150 1P Address el 8115262308 & standalone AP WNAP210
< >

5. To add columns to or remove them from the Access Points table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, Associated Controller,
IP Address, Hostname, Managed By, MAC Address, Location, Device Type, Device
Model, Vendor, Last Update Time, Hardware Version, Firmware Version, Configuration
Version, Serial Number, Contact, Discover Time, and Description.

6. To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as device name, device IP address, controller
name, location, device model, and status.

To hide the filter, click the Hide Filter button.

7. To view details about a device, click the device name (or IP address) for the device.

For more information, see View Device Details and Interface Details on page 85.
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View Wireless Management System Information Only
You can display only the wireless management systems that the application manages.

To view wireless management system information:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.

The Network Summary screen displays.

Select WIRELESS > WMS.
7 ;.(DHI'IOR i 1 'IOPOLEAS'; ADMIN

WS List

L?)
| petete J| Resync [| webou [N Raws per paga| 10 a( [1 Jrn > R Toar:1

[ status ® Device Name « |PAddress % Hostname % Managed By # MACAddress & Device Model ®
O eus 192.168.10.41 1P Address c0:30e3d Tl WMSS3IE

To add columns to or remove them from the WMS List table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, IP Address,
Hostname, Managed By, MAC Address, Device Model, Vendor, Location, Device Type,
Last Update Time, Hardware Version, Firmware Version, Configuration Version, Serial
Number, Contact, and Discover Time.

To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as type, name, IP address, vendor, model, and
status.

To hide the filter, click the Hide Filter button.

To view details about a device, click the device name (or IP address) for the device.

For more information, see View Device Details and Interface Details on page 85.
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Modify the Name, Location Information, and Contact
Information

You can modify the device name, location information, and contact information that the
application displays for a wired or wireless device.
To modify information for a device:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary screen displays.
4. Select RESOURCES > DEVICES.

HOME WIRELESS MONITOR COMNFIG ALARMS OPOLOG SFLOW ORTS ADMIN

| Ean |l oeete || resync [[RIECI Rowsperpage| 10 [ < [ 1 |is > [EEY Toar 41
[ status & Device Name ~ |P Address 4 MACAddress ¢ Hostname 4 Managed By 4 Location 4 Device Type 4 Davice Model ¢
O eu 192.168.10.230 744401900472 IP Address shanghal CH Switch GEMT224v2
0 euw 192.168.10.104 00:22:3(9:95:37 1P Address Switch GEMT3285v2
0euw 19246810114 20:4e:7E91:5hicE 1P Address san jose Swilch GST28TPS
0O evp 192.168.10.120 4c60.dedb 7T 68 1P Address san jose Switch M5300-2863
O euv 19216810125 03 e Thobies 1P Address Bbeijing Switch GEMT248v2
0O eup 192.168.10.201 10:00:7163:06:08 1P Address Switeh GS748TPS
0Oeuw 192.168.10.216 28:06:8001:80:70 1P Address Swilch GST24Tv3
Oeu 19216810217 20:4eTLTb:dT 93 IP Address JunB-locatioon-217 Switch GEMT212F
O eup 19216810226 00:8e 2 5adale IP Address Switch GET5ITHS
0O eup 192.168.10.237 3046921 0207 1P Address Switeh GSMT252P8

The screen displays the devices that the application discovered.

5. To add columns to or remove them from the Devices table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, IP Address, Device
Model, Device Type, Firmware Version, Serial Number, MAC Address, Last Update Time,
Location, Registered, Hosthame, Managed By, Date of Purchase, Vendor, Country of
Purchase, Hardware Version, Configuration Version, Contact, Discover Time, and
Description.

6. To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as type, name, IP address, vendor, model, and
status.

To hide the filter, click the Hide Filter button.
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7. Select the device.
8. Click the Edit button.

Edit Information
Device Name [1sz 68 10213 '
Bl [es72eTva_oe I

Contact [ Gs724Tva_con ¥
Description GST24Tv3

Other Information
Status Up Device Type Switch
IP Address 182.168.10.213 MAC Address 28:c6:8e:01:90:31
Discover Time 05/21/2013 17:28:32

System Object ID 1368141.4526.100.417

IETE | cancel

9. Modify the device information.
10. Click the Submit button.

The device information is updated and the screen closes.

Remove Device Information

You can remove all information that the application displays for a wired or wireless device.
However, when you run another discovery job, the application might rediscover the device
and add it again to its inventory database.

» To remove information for a device:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary screen displays.
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Select RESOURCES > DEVICES.

WIRELESS MONTOR ALARMS TOPOLOGY REPORTS 08s ADMIN

| Edt [| peiete [] Resymc |JRICOR Rowsperpage 10 B9 < [ 1 |15 > [ Totar 41
[ staus @ Device Name « |P Address 4 MACAddiess ¢ Hostame ¢ Managed By 4 Location ¢ Device Type ¢ Device Model ¢
0Oeuw 19216810230 T4:44:01:9010d72 1P Address shanghal CN Switch GEM7224v2
0O eu 192.168.10.104 00:22:31.90:95:37 1P Address Switch GEMT3285v2
0O eu 19216810114 20:4e: 7181 5bch IF Address san jose Swilch GST28TPS
0O eu 192.16810.120 4¢ B0 dedb 7768 IP Address san jose Switch M5300-28G3
O euv 19216810125 03 e Thobies 1P Address Bbeijing Switch GEMT248v2
O euw 192.168.10.201 10:00:7b3:06:08 1P Address Switch GST48TPS
0Oeu 192.168.10.216 280630018070 1P Address Swilth GET24TYV3
Oeu 19216810217 20:4eTLTb:dT 93 IP Address JunB-locatioon-217 Switch GEMT212F
O eup 192.168.10.226 00:8e12:5a:da0e IP Address Switch GST52THE
0O eup 192.168.10.237 30:46:931 207 1P Address Switeh GSMT252P8

The screen displays the devices that the application discovered.

To add columns to or remove them from the Devices table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, IP Address, Device
Model, Device Type, Firmware Version, Serial Number, MAC Address, Last Update Time,
Location, Registered, Hosthame, Managed By, Date of Purchase, Vendor, Country of
Purchase, Hardware Version, Configuration Version, Contact, Discover Time, and
Description.

To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as type, hame, IP address, vendor, model, and
status.

To hide the filter, click the Hide Filter button.

Select the device.
Click the Delete button.

A pop-up confirmation screen displays.
Click the Yes button.

The device is removed from the Devices table and deleted.

Synchronize a Network Device

You can time-synchronize a wired or wireless network device to the NMS300 server.

» To synchronize a device:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.

Enter your user name and password.
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The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary screen displays.
Select RESOURCES > DEVICES.

WIRELESS MORITOR ALARMS TOPOLOGY 085 ADMIN

| eat || oeiete [ resync [IECCRA Rows perpage] 10 B < [ 1 45 > Total: 41
[ status & Device Name ~ |PAddress 4 WACAddress ¢ Hostname 4 Managed By 4 Location 4 Device Type 4 Device Model ¢
0Oleup 192168101 192.168.10.230 T444:01:9000.72 P Address shanghal CN Switch GEMTI24v2
0 euw 192.168.10.104 00:22:3198:95:37 1P Address Switch GEMT3285v2
0euw 19216810114 20:4e7191:50c6 1P Address san jose Switch GETI8TPS
0 euv 192.168.10.120 4cB0:dednTT B 1P Address san jose Switch M5300-28G3
O euv 19216810125 c0:310e:ThobicS 1P Address beiling Switch GEMT248v2
O eu 192.168.10.201 10:00:7(63:06.08 1P Address Switeh GS748TPS
O euw 19216810216 28680018020 1P Address Switch GET24TY3
O eu 192.168.10.217 20:4e:TET0:d7.93 IP Address JunB-locatioon-217 Swilch GEMI212F
0O eup 19216810226 00:8e125a.da0e IP Address Switch GET5ITHE
O eu 192.168.10.237 30:46:931b:b2b7 1P Address Switeh GEM7252P5

The screen displays the devices that the application discovered.

To add columns to or remove them from the Devices table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, IP Address, Device
Model, Device Type, Firmware Version, Serial Number, MAC Address, Last Update Time,
Location, Registered, Hosthame, Managed By, Date of Purchase, Vendor, Country of
Purchase, Hardware Version, Configuration Version, Contact, Discover Time, and
Description.

To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as type, name, IP address, vendor, model, and
status.

To hide the filter, click the Hide Filter button.

Select the device.

Click the Resync button.

A pop-up confirmation screen displays.
Click the Yes button.

The device is synchronized and the confirmation screen closes.
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Log In to a Device

You can log in to a wired or wireless device on your network using either the web
management interface or Telnet.

You can log in to a device when your web browser can be routed to the device. Generally,
your web browser must be on the local network side of the Internet gateway.

To log in to a device:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary screen displays.
Select RESOURCES > DEVICES.

HOME WIRELESS MONTOR CONFIG ALARMS 08s ADMIN

| Edt [| peiete [] Resymc |JRICOR Rowsperpage 10 B9 < [ 1 |15 > [ Totar 41
O stalus  # Device Name ~ IF Address ¢ MACAddiess ¢ Hostname ¢ Managed By & Location # Device Type ¢ Device Model ¢
0Oeuw 2 19216810230 T4:44:01:9010d72 1P Address shanghal CN Switch GEM7224v2
0O eun 19216810104 00:22:319€:95:37 1P Address Switch GSM73289v2
O eu 192.168.10.114 20:4e7E81:5hcE 1P Address san jose Switch GST28TPS
0O eun 192.168.10.120 4060 dednTT 68 1P Address san jose Switch M5300-2663
O euv 19216810125 03 e Thobies 1P Address Bbeijing Switch GEMT248v2
0O eup 192.168.10.201 10:00:7(b3.06:08 IP Address Switch GST48TPS
0Oeu 19216810216 28:06:80:01:90:20 1P Address Switch GET24TYV3
0O eus 192.168.10.217 20:4:7170:07:93 IP Address JunB-locatioon-217 Switch GSMIZ12F
0O eu 19216810226 00:8ef25adale 1P Address Switch GETSITHE
0O eup 192.168.10.237 30:46:9a1 b 2b7 1P Address Swilch GEMT252P5

The screen displays the devices that the application discovered.

To add columns to or remove them from the Devices table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, IP Address, Device
Model, Device Type, Firmware Version, Serial Number, MAC Address, Last Update Time,
Location, Registered, Hosthame, Managed By, Date of Purchase, Vendor, Country of
Purchase, Hardware Version, Configuration Version, Contact, Discover Time, and
Description.

To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as type, name, IP address, vendor, model, and
status.

To hide the filter, click the Hide Filter button.
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7. Select the device.
8. Take one of the following actions:
e Log in over the web management interface:

a. From the More menu, select Web GUI.
A login screen for the web management interface displays.
b. Enter the user name and password.

For most NETGEAR products, the user name is admin and the password is
password.

c. Click the button that lets you log in to the device.

The name of the button depends on the device. For most NETGEAR products,
the button is called the Login button.

e Log in over a Telnet connection:
a. From the More menu, select Telnet.
A login screen for the CLI displays.
b. Enter the user name and password.

For most NETGEAR products, the user name is admin and the password is
password.

Ping, Perform a Traceroute, or Reboot a Device

You can ping, perform a traceroute, or reboot a wired or wireless network device from the
LAN or WAN. Your web browser must be routed to the NMS300 server to conduct these

tasks.
» To test or reboot a device:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary screen displays.
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4. Select RESOURCES > DEVICES.

WIRELESS MONTOR ALARMS TOPOLOGY 08s ADMIN

| Edt [| peiete [] Resymc |JRICOR Rowsperpage 10 B9 < [ 1 |15 > [ Totar 41
[ status @ Device Name ~ |P Address 4 MACAddless ¢ Hostame ¢ Managed By 4 Location ¢ Device Type ¢ Device Model ¢
0O eup 192.168.10.230 T4:44:01:9010d72 1P Address shanghal CN Switch GEM7224v2
0O eu 192.168.10.104 00:22:3190:95:37 IP Address Swilch GEMT3285v2
0O ew 19216810114 20:4e:7191:50c6 1P Address san jose Swilch GS728TPS
0O eu 192.16810.120 4¢ B0 dedb 7768 IP Address san jose Switch M5300-28G3
0O eu 192.168.10.125 c0:30e:Tlebcs IP Address beiling Switch GEMT 248v2
0O eup 192.168.10.201 10:00:7163:06:08 1P Address Switeh GS748TPS
0Oeu 192.168.10.216 28:6:8:01:90:2 1P Address Swilth GE5T24Tv3
0O eup 192.168.10.217 20:4e:7070:07:93 IP Address Juns-locationn-217 Switch GSMT212F
O eup 192.168.10.226 00:8ef25ada0e IP Address Switch GET5ITHE
0O eup 192.168.10.237 30:46:931 207 1P Address Switeh GSMT252P8

The screen displays the devices that the application discovered.

5. To add columns to or remove them from the Devices table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, IP Address, Device
Model, Device Type, Firmware Version, Serial Number, MAC Address, Last Update Time,
Location, Registered, Hosthame, Managed By, Date of Purchase, Vendor, Country of
Purchase, Hardware Version, Configuration Version, Contact, Discover Time, and
Description.

6. To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as type, name, IP address, vendor, model, and
status.

To hide the filter, click the Hide Filter button.

7. Select the device.
8. Take one of the following actions:
* Ping the device. From the More menu, select Ping.

When the ping completes, a screen displays the results.
* Trace aroute. From the More menu, select TraceRoute.
When the traceroute completed, a screen displays the results.
* Reboot the device. From the More menu, select Reboot.

Even though you reboot the device, the device remains in the inventory of the
application.
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Use the SNMP MIB Browser

The SNMP MIB browser lets you retrieve information about SNMP-enabled devices directly.
The application supports SNMPv1, SNMPv2c, and SNMPv3 and all supported standard and
private MIBs. The SNMP MIB browser lets you select one of several MIB databases and
navigate a MIB tree to select a specific MIB trap. The application displays the data that the
MIB trap collects, information about the selected MIB trap, and information about the SNMP
credentials.

To select a MIB database and a MIB trap, collect data for a device, and view
information about the MIB trap and SNMP credentials:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary screen displays.
4. Select RESOURCES > DEVICES.

WIRELESS MORITOR ALARMS TOPOLOGY 085 ADMIN

;
| eat || oewete [l resync (TR Rows perpage| 10 [ < [ 1 [i5 > Total: 41
[ status ¢ Device Name ~ [P Address ¢ MACAddress ¢ Hostame ¢ Managed By 4 Location ¢ Device Type ¢ Davice Model ¢
Oeu 16 mine | 192.168.10.230 744401900072 1P Address shanghal CN Swilch GEMT224v2
0O eu 192.168.10.104 00:22:3190:95:37 1P Address Switch GEMT3289v2
O euw 192.168.10.114 20:4e:7191:5h:eE IP Address san jose Switch GST28TPS
Oeu 192.168.10.120 4cB0:dedn T T8 1P Address 3an jose Switch M5300-2863
0O eup 19216810125 o3 Oe:Tlebes P Address beiling Switch GEMT 248V
O eu 192168.10.201 10.00:71b3.06:08 IF Address Switch GET48TPS
Oeu 192.168.10.216 28:¢6:80:01:90:20 IP Address Switch GST24TV3
0O eu 182.168.10.217 20:4e;71Tb:d7.9a IP Address JunB-locatioon-217 Switch GSMT212F
0O eup 19216810226 00:8e125a.da0e IP Address Switch GET5ITHS
O eu 192.168.10.237 30:46:9a:1 b 2T IP Address Switch GSMT252P8

The screen displays the devices that the application discovered.

5. To add columns to or remove them from the Devices table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, IP Address, Device
Model, Device Type, Firmware Version, Serial Number, MAC Address, Last Update Time,
Location, Registered, Hosthame, Managed By, Date of Purchase, Vendor, Country of
Purchase, Hardware Version, Configuration Version, Contact, Discover Time, and
Description.

6. To filter the devices that are listed, click the Show Filter button.
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You can filter the devices by criteria such as type, name, IP address, vendor, model, and
status.

To hide the filter, click the Hide Filter button.

7. Select the device.
8. From the More menu, select MIB Browser.

B B Browser x
:l Helites Devics Ditiet, >v- MIB Information Credential Infomation
&

o | BROADCOM-MIB

s | BROADCOM-REF-MIB Results for..
/] DIAL-CONTROL-MIB = ooty Vallie
5 [ DIFF-SERV-MIB

DRAFT-IETF-8YSLOG-DEVICE-MIB
© [ DVMRP-STD-MIB
s | FASTPATH-BOXSERVICES-PRIVATE-MIB
@ | FASTPATH-CAPTIVE-PORTAL-MIB
J || FASTPATH-DENIALOFSERVICE-PRIVATE-M
FASTPATH-DHCPBSERVER-FRIVATE-MIB
o || FASTPATH-DHCPSERVER-PRIVATE-MIS
& | FASTPATH-DNS-RESOLVER-CONTROL-MIl
& | FASTPATH-DOTIX-ADVANCED-FEATURES-
|| FASTPATH-INVENTORY-MIB
@ | FASTPATH-IPVE-LOOPBACK: MIB
o || FASTPATH-IPVE-TUNNEL-MIB
& | FASTPATH-ISDF-MIB o
< | >

o data to display!

9. From the menu in the upper left of the screen, select the MIB database.
A MIB tree populates the screen.
10. Navigate to the MIB trap and click the MIB trap.

The Device Results section of the screen displays the property and value that the MIB
trap collects:

B M Browser X

T 9
G 1] WCT520-MIB ~
@ 1] WC8500-MIB Results forsysMacAddress
© | we13 - e
G [5) wwes315ME s%ca#ess .84.:-135-E:5C:.53.A3
 WNAPZ1D
O ] WhAP320 L
O[] WNDAP3SO
) | WNDAP3BD
o || WNDAPE20
@ || nefgear
@ L productiD
@ . accesspoint
=] wndap620
@ | basicSetiings
@ apMame
@ sysMacAddress
|@| sysversion -
L L
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11. To view information about the selected MIB or MIB trap, click the MIB Information tab.

e :
G WICTSZ0-MIB &
| WCEs00-MIB sysMacAddress(1.3.6.1.4.1.4526.100.7.12.1.2)
L WiG103
) [ wis5316-M1B Name syshiacAddress Status current
) [ wap210
WINAP3Z0 Object ID 1.361.41.4826.1007.121 2 Syntax MacAddress
@ | WNDAP350
= GalAaa Tvpe CBJECT-TYPE Access read-only
@ [ WNDAP520 Index Reference
© L netgear
@ L produclD Description This sffribute ndicates the MAC Address of the ethernst inferface,
@ L] accesspoint
@ | wndapb20
© __ basicSeftings
@ aphame
© sysMacAddress
© sysVersion &
<1 >

The screen displays the name and object ID of the selected MIB or MIB trap, along with a
description and other information.

12. To view information about the SNMP credentials for the selected device, click the
Credential Information tab.

B M8 Browser X

g vsss Do C T
o | wers20-Me ~
@ ] WCas00-MIB General Info
o | woi03
O[] MMS5316-MIB 1P Address [ ].[ee J.[ 10 ].[ 188 | * por 18 r
@ ] WNAP210
@ [ WNAP320 £ Protocol SHNP /2C | Read Community [ =ewes : 4
o ] WNDAP350
s | WNDAP360
© | WNDAPS20
@ L nelgear
© L productiD
@ . accesspoint
© | wndapG20
@ || basicSetlings
|@) apNarne
|@ sysMacAddress
|@ sysVersion v
< ¥

The screen displays the IP address and SNMP port for the device, along with SNMP
protocol and read community or SNMP user information.

13. To display the information for another SNMP protocol, select another protocol from the
Protocol menu.

The information onscreen adjusts.

14. To close the MIB browser, click the X (E4) in the upper right of the screen.
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View and Export the Inventory Table and Interface List Table

You can view the table of wired and wireless devices and interfaces that the application
manages, and export this table to an Excel or PDF file.

» To view and export the Inventory table and Interface List table:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary screen displays.
Select RESOURCES > INVENTORY.

HOME WIRELESS MONITOR CONFIG ALARMS TOPOLOGY ADMIN

R G e oo R poT e S O N —
Inventory (7]

T stow Finer |
| Bgottoexcel [l Bqporttopor | Rowsperpage| 10 B9 < [ 1 Jis > [ o4t
Slatus % Device Name ~ P Address % MAC Address  # Hostname % Managed By # Location % Device Type % Device Model ®
eu 19 2.mine  192.168.10.230 Te4s01900TZ | P Address ~shangnal CN @ swien | GSMT224v2 o
e up 192.168.10.104 00:22:3190:95:37 IP Address Swilth GSM73285v2

e up 10216810114 20:4e.71.91:50:¢6 IF Address San jose Swilch G8T28TPS

e up 19216810120 4c:B0.dedb 7768 IP Address san jose Switch ME300-28G3

@ up 192.168.10.125 cl3t0e Tichies P Address Beljing Switch GEMT248v2

e up 192.168.10.201 10:0d:71b3:06:08 IP Address Switch GET48TPS

o Up 192168.10.216 28:c6:88101:90:20 IP Address Switch GS124Tv3

e up 192.168.10.217 20:4eTET0AT 98 IP Address Jun-ocatioon-217 Swilch GSMT212F

e up 19216810226 00-gef2:Sacdale IP Address Switch GETSITHS

e up 19216810237 30:46:9a 100207 IP Address Switeh GEMT252PS

Interface List (7]

Rowsperpage| 10 B9 < [ 1 |r32 > Total: 311

Index  ~ hame % Interface Type % Admin Status# Cperation Status & Speed{Mbps) + MTU *
1 1ig1 athemetCemacd @ up @ Down 1000 1500

2 11g2 ethemetCsmacd e up @ Down 1000 1500

3 1fa3 ethemetCsmacd eup @ Down 1000 1500

4 g4 ethemetCsmacd e u @ Down 1000 1500

5 1795 ethemalCemacd e up e up 1000 1500

6 1/g6 ethemetCemacd @ up @ Down 1000 1500

7 157 ethemetCsmacd e up @ Down 1000 1500

8 1/g8 ethemetCsmacd e up @ Down 1000 1500

] 19 elhemaCsmacy @ up @ Down 1000 1500

10 110 ethemetCsmacd e up @ Down 1000 1500

To add columns to or remove them from the Inventory table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, IP Address, Device
Model, Device Type, Firmware Version, Serial Number, MAC Address, Last Update Time,
Location, Registered, Hosthame, Managed By, Date of Purchase, Vendor, Country of
Purchase, Hardware Version, Configuration Version, Contact, Discover Time, and
Description.
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6. To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as device type, device name and IP address,
device model, and status.

To hide the filter, click the Hide Filter button.

To view interfaces for a specific device, click the table row for the device anywhere but in the
Device Name column.

To view details about an individual device or interface, in the Device Name column, click the
device name (or IP address), or, in the Name column, click the interface name.

For information about viewing device details, see View Device Details and Interface
Details on page 85.

9. Click the Export to Excel button or the Export to PDF button.
10. To save the device information on your computer, follow the directions of your browser.

Manage Device Groups

To simplify the management of networks with many devices, you can create device groups.
Once they are discovered, you can group the devices on your network by location, device
type, and other criteria.

You can create static and dynamic device groups:

Static device group. A fixed group of specific devices that you add manually. For more
information, see Add or Modify a Static Device Group on page 63.

Dynamic device group. A dynamic list of devices that are selected automatically based
on your filter selection criteria. For more information, see Add or Modify a Dynamic
Device Group on page 65.

For general information about device groups, see Device Groups on page 11.

Add or Modify a Static Device Group

A static group is a fixed list of specific devices. You must add devices manually.

> To add a static device group or modify an existing static device group:

1. Open a browser and connect to the application through the static IP address of the

NMS300 server.
For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.

The Network Summary screen displays.
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4. Select RESOURCES > DEVICE GROUPS.

DEVICE GROUPS

Device Groups: (7]
Add Static Group ||  Add Dynamic Group Il EditGroup [ Delete Group Rowsperpage 10 [ < [ 1 11 > [EEN Totaks

[J Group Name - Group Type % Device Count 4 Created By # Create Time %

O Al Netgear Devices 8§ Cymamic Group 40 adrmin 04r22201311:50:52

O & By Static Group [1] admin 09mM3r2013 18:06:06

[ Managed-switch By Static Group 0 admin 0902013 18:04:54

[ smart-swicth By Static Group 0 admin 08022013 18:04:23

0O we Sy Static Group [ adrmin 09032013 18:05:16

5. Add a static device group or modify an existing static device group:
* To add a static device group, click the Add Static Group button.

* To modify an existing static device group:
a. From the Device Groups table, select the static device group.
b. Click the Edit Group button.

For a new static device group, the Add Static Device Group screen displays. For an existing
static device group, the Edit Static Device Group screen displays.

!5 Add Static Device Group X

Basic Information

Group Hame

Description

Associated Devices | Adu |

[~ Status % Device Name - [P Address 4% Vendor 4 Device Type 4 Device Model *

%

No data to display!

[ Soom: JRETEY

6. Enter or modify the group name.
7. Enter or modify the description.
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8. Click the Add button.

B Select Devices X

" Show Filter

ROWS per page 1707757 < 1 11 > EEH oo

I__ Status % Device Name - [P Address # Vendor # Device Type # Device Model # Firmware Version * |

Mo data to display!

Add Selection || Add Al | | Close |

9. To filter the devices that display on the screen, click the Show Filter button.

You can filter the devices by criteria such as device type, device name and IP address,
location, device model, and status.

To hide the device filter, click the Hide Filter button.

10. On the Select Devices screen, select devices for the group.
11. Click the Add Selection button.

To add all devices, click the Add All button.

12. If you are modifying an existing static device group, to remove devices:
a. Select the devices.
b. Click the Remove button.

The devices are removed from the Associated Devices table.
13. Click the Submit button.

The screen closes. The devices are added to the static device group, and the group is
displayed in the Device Groups table.

Add or Modify a Dynamic Device Group

A dynamic group is a dynamic list of devices that are selected automatically based on your
filter selection criteria. The list changes automatically as devices that meet the filter criteria
are added to and removed from the network.

> To add a dynamic device group or modify an existing dynamic device group:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.

2. Enter your user name and password.
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The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary screen displays.
4. Select RESOURCES > DEVICE GROUPS.

DEVICE GROUPS

Device Groups (7]
Add Static Group ||  Add Dynamic Group Il EditGroup [ Delete Group Rows perpage| 10 b9 < [ 1 i1 > Total: §

[J Group Name - Group Type % Device Count 4 Created By # Create Time %

O Al Netgear Devices 8§ Cymamic Group 40 admin 04r22201311:50:52

O & By Static Group 0 adrnin 0902013 18:06:06

O Managed-swilch By Static Group 1} admin 09M3201318:04:54

[ smart-swicth Ny Static Group 1} adrin 08032013 18:04:23

0O we Sy Static Group [ adrmin 09032013 18:05:16

5. Add a dynamic device group or modify an existing dynamic device group:
e To add a dynamic device group, click the Add Dynamic Group button.
« To modify an existing dynamic device group:
a. From the Device Groups table, select the dynamic device group.
b. Click the Edit Group button.

For a new dynamic device group, the Add Dynamic Device Group screen displays. For an
existing dynamic device group, the Edit Dynamic Device Group screen displays.

!% Add Dynamic Device Group b 4

Basic Information

Group Name

Description

Device Selection Filter

[~ vendor

[T Location

[T Device Type Switch v |
[~ Device Model

[T Contact

View Devices \ Cancel |

6. Enter or modify the group name.
7. Enter or modify the description.
8. Enter or modify the criteria for the device selection filter.
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You can filter by device vendor, device location, device type, device model, and device
contact. You can select more than one filter. To filter by device type, make a selection
from the Device Type menu.

To view the devices in the group before you save the group, select the View Devices
button.

The devices that meet the selection criteria are displayed.
Click the Submit button.

The screen closes. The devices are added to the dynamic device group, and the group is
displayed in the Device Groups table.

Remove a Device Group

You can remove a device group that you no longer need.

To
1.

remove a device group:

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary screen displays.
Select RESOURCES > DEVICE GROUPS.

[ | weuiss [sowes | wowen | como | mwwws [ romonr | sow | wooms | oo | wos | m |
DEVICE GROUPS

Davice Groups (7]
Add Static Group || AddDynamic Group I EditGroup | Detete Group | Rowsperpage[ 0 B9 < [ 1 i1 > Total: 5

) Group Name = Group Type # Device Count 4 Created By # Create Time %

O Al Netgear Devices 8§ Dynamic Group 40 admin 04R2H2013 11:50:52

O ar Ny Static Group [1] admin Q032013 18.06:06

[0 anaged-swilch By Static Group 0 agmin 00013 18:04:54

[ smart-swicth Sy Static Group 0 admin 081032013 18:04:23

0O we Sy Static Group [ admin 09032013 18:05:16

Select the device group.
Click the Delete Group button.

A pop-up confirmation screen displays.
Click the Yes button.

The device group is removed from the Device Groups table and deleted.
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Monitor how devices and the network
perform

You can view summary and detailed information about the network, devices, and interfaces,
including real-time and historical information and performance statistics. You can also enable
and disable the configuration monitors, view and export the audit logs, view firmware versions,
and view NMS300 server information.

This chapter covers the following topics:

Monitor the Network

Monitor the Top 10 Widgets for All Devices

View the Wireless Summary and Monitor the Top 10 Widgets for Wireless Devices
View Device Details and Interface Details
Monitor Wireless Clients and View Client Details
Manage the Configuration Monitors

Customize the Optional Network Dashboard
View and Export Audit Logs

View Firmware Version Information

View the NMS300 Server Information

View Application Notifications
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Monitor the Network

You can monitor the network by various criteria and you can customize the information that
displays on the Network Summary screen.

View the Default Network Summary

If you did not customize the Network Summary screen, the screen displays a device tree, an
enterprise network map, a physical representation of the status and device type of the
inventory, and various top 10 widgets.

> To view the default network summary:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

NETGEAR' ' °
Welcome | 3 EP o A O
[vmars | msomecs | wowron | coms | sumnus | ooor | snow | woews | wos | vaws |

HETWORK SUMMARY

Network Summary
Device Tree View Q Enterprise Network Map. Q

s oe f ne aaﬂls!? joyoBp.30 8. &
@ @ test h FVS3186 we.7520.164
@ mass
s @ shanghai CN
o @ sanjose
4 @ MNetgear sanjose
o @ nelgear
2 @ JuneB-location-215
o @ JunBlocationn-217
@ Junb-location-M5300

. @ germany d mv\?“ VT Bl
J @ beling . Y
Unknown ,ﬁmﬁw&“
oty Epaz0 iy
e, ":Eﬂ mu;olﬂmﬁs swm:ﬁhlhﬁ
Device Inventory StatusiDevice Type (7] Top 10 Devices by Average CPU (Today) Q
[Device Name Device Type ‘CPU Litilization
Device Status Device Type -] B switeh [ —
0w [ standaicne a2 @ Switch T
B com [ Firewall (-] & standatone AP 5
[ switch (] & stndaonesr EEEEES
[0 Router @ a6 & Standalone AP -
O cantroller Manage | @ iy B stondalone AP @ WHN
0 wes @ & sandaone AP T
[ wireless Comralle | g B swicn T
© Jur @ sunoannesr | @I
@ lim & switeh (-
@  Latest 10 Alams. 7]
Device Type Memory Utllization Marm Name
nel & standalone AP —aim Max station Hmitation reached
L] Switch — - — Device Memory ulifization Is ov
L) B switch [ —
e Switth — 1 —
e & Standalone 2P 77—
o Swatch (=50
@ Swilch i 7 —
-] Switch [ ¥
a Swilch T
@ Ju Switeh fom—y -
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By default, the following widgets display onscreen.

Widget Description Information

Device Tree View A tree of all discovered and Group devices by:

managed devices in the network. |+ | ocation (the default setting)
You can expand the tree. . Vendor

« Device Type

e Device Group

Enterprise Network Map |A world map that displays the ¢ Manual link
location of each device and its o LLDP link
connections to other devices .+ < 1.5 Mbps link

e >= 1.5 Mbps < 10 Mbps link
e >= 10 Mbps < 100 Mbps link
e >= 100 Mbps < 1 Gbps link
e >=1 Gbps < 10 Gbps link

e >= 10 Gbps link

e Link of unknown speed

Device Inventory A slice graph displaying the device status (Up or Down) and a slice graph
Status/Device Type displaying the network breakdown per device type.
Top 10 Devices by Top 10 devices by average CPU |+ Device status

Average CPU (Today) utilization for today « Device name

« Device type
e CPU utilization in percentage

Top 10 Devices by Top 10 devices by average « Device status
Average Memory (Today) | memory utilization for today « Device name

« Device type
e Memory utilization in percentage

Latest 10 Alarms ¢« Alarm Name
¢ Device Name
e Severity

¢ Alarm Time

4. To view details about a device, click the device name.

For more information, see View Device Details and Interface Details on page 85.

Customize the Network Summary Screen

You can customize the items that display on the Network Summary screen. You do not need
to be an admin user to customize the Network Summary screen.

In addition to the default widgets that are shown in the table in View the Default Network
Summary on page 69, you can add the optional widgets that are listed in the following table.
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Table 1. Optional widgets for the Network Summary screen

Widget Description Information
Devices

Top 10 Devices by Top 10 devices by average e Device status
Average Response Time |response time for today « Device name
(Today)

« Device type
« Average response time in ms

Top 10 Devices by Top 10 devices by average packet | Device status
Average Packet Loss loss percentage for today « Device name
(Today)

e Device type
e Average packet loss in percentage

Interfaces
Top 10 Interfaces by Top 10 interfaces by interface e Device status
Utilization (Today) utilization for today « Device name
e Interface status
e Interface name
« Ingress (Rx) utilization in percentage
e Egress (Tx) utilization in percentage
e Total utilization in percentage
Top 10 Interfaces by Top 10 interfaces by traffic rate for |+ Device status
Traffic Rate (Today) today ¢ Device name
e Interface status
e Interface name
¢ Ingress (Rx) traffic rate
e Egress (Tx) traffic rate
e Total traffic rate
Note: Traffic rate is stated in bps, Kbps, or
Mbps.
Top 10 Interfaces by Top 10 interfaces by total traffic for |+ Device status
Traffic (Today) today e Device name

e Interface status

¢ Interface name

e Ingress (Rx) traffic volume
e Egress (Tx) traffic volume
e Total traffic volume

Note: Traffic volume is stated in KB, MB, or GB.
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Table 1. Optional widgets for the Network Summary screen (continued)

Widget

Description

Information

Top 10 Interfaces by
Errors (Today)

Top 10 interfaces by total errors
for today

Device status

Device name

Interface status

Interface name

Number of ingress (Rx) errors
Number of egress (Tx) errors
Total number of errors

Top 10 Interfaces by
Discards (Today)

Top 10 interfaces by total
discarded packets for today

Device status

Device name

Interface status

Interface name

Number of discarded egress (Tx) packets
Number of discarded ingress (Rx) packets
Total number of discarded packets

» To customize the Network Summary screen:

1. Open a browser and connect to the application through the static IP address of the

NMS300 server.

For more information, see Log In to the Application on page 18.

2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is

also admin.

3. Click the Sign In button.
The Network Summary screen displays.
4. Select HOME > NETWORK SUMMARY.

The Network Summary screen displays.
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5. Click the Customize Portal button.

WIRELESS | RESOURCES MONITOR CONFIG ALARMS TOPOLOGY REPORTS

ADMIN

e ] | |
Group By | Location -

> Davice Tree View @ @ ShangHai

» Device Inventony @ ShangHai AP

» Alarm @ @ GuangDong
es

» Top 10 Devies @ @ unknown

» Interace @ @ ShangHai AC
@ gs110tp_eltecom
@ asd

@ netgearADFCCE

Device Imventory StatusDevice Type X | Top 10Devices by Average CPU (Tod:

Devica Name Device Type CF
Device Status Device Type ® 1921680118 @ swicn
@ GSMT212F-2 & swich
& M4100-26-POE_111 Switch
@ M5300-26G-POE+ 111333 @8 swicn
1 n © 1921680124 Switen
O ue 0O switch

Top 10 Devices by Average Memary (Today) X | Latest 10 Alarms X

Meenory Utizaton(%) Alarm Name Device Name Severity Alarm Time
| —— || intertace Trasmittedp... |Gs74aT_1 ! 0411072013 |

@ 1921620118 [— — Interface recived pack.. GST48T_1 A 041072013
LI RG-POE-_111333 [— m— Interface recived pack GS728TXS_1 041072013
@ M4100-25-POE_111 =) Interface Trasmitted p... |GST28TXS_1 04/10/2013
@ GSMT20F2 — . w— Interface Trasmitted p... |GST52TXS_1 041072013
Inteace recived pack.. G8752TXS_1 041072013

Interface Trasmitted p... |MS300-28G-F... 0411072013

Interface recived pack . GS752TP_1 ;! 0411072012

Interface Trasmitted p G8752TP_1 L 041072013

Interface recived pack M5300-28G-F. [ Mir 0411072013

Widget Area X | waidget Area X

Drag the widget friorn left to here

Drag the widget from leftfo here

The screen displays the widgets that are currently selected. The left side of the screen
displays the Available Widgets menu.

A ble Widgets

¥ Enterprise Network Map

» Device Tree View

» Device Inventory
> Alarm
» Top 10 Device

» Interface
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6. Customize the Network Summary screen by performing one of the following tasks:

e Add awidget. From the Available Widgets menu, click and drag a widget to an
empty widget area at the bottom of the screen. When the widget is in the target widget
area, the widget area displays green and you can drop the widget.

Table 1 on page 71 describes the optional widgets that you can add.

« Remove a widget. In a widget area that is populated by a widget, click the X (E4) in
the upper right of the widget area.

e Adjust the widget order. To move a widget to another widget area, click and drag
the title bar of the widget. When the widget is in the target widget area, the widget
area displays green and you can drop the widget.

«  Remove all widgets. Click the Remove All button.
* Reset the Network Summary screen to its defaults. Click the Default button.

7. Repeat Step 6 until you selected all widgets that you want to display on the Network
Summary screen.

8. If you are not content with your selections, click the Reset button and repeat Step 6 and
Step 7.

9. Click the Save button.
The settings are saved for your account.
10. (Optional) Select HOME > NETWORK SUMMARY.

The screen displays its customized settings.

Monitor the Top 10 Widgets for All Devices

You can monitor the status and top 10 widgets for devices on the network by various criteria
and you can customize the information that displays on the Top 10 screen.

View the Default Top 10 Widgets

If you did not customize the Top 10 screen, the screen displays the default top 10 widgets.

> To monitor the default top 10 widgets and view device details:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary screen displays.
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Select MONITOR > TOP 10.

Top 10
Top 10 Devices by Average CPU (Today) (7]
Dievice Name Deevice Type CPLU Utilization
& switch e
& switch T
Standalone AP O
& standalone AP -
& stsndatone &P [ —
& Standalone a? @ TR
& switeh [“ =t
& standalone AP -
& switch -
& standalone AP [ -
(7]
Device Name Interface Mame RxUtil Tl Total
19 8.1 oo 18.21% 1821%
e 18.19% 0.00% 1819%
e 016% 014% 0.30%
L] 010% 0.14% 0.24%
(] 013% 0.06% 0.19%
e 003% 0.03% 0.06%
L] 001% 0.04% 0.05%
e\ 004% 0.00% 0.04%
L 0.00% 0.03% 0.03%
@ uTH 0.03% 0.00% 0.03%
Top 10 Interfaces by Traffic (Teday) (7]
Device Name Interface Mame Tx Rx Total
@192 16 @ gi1 4898068 608 MB 48981 6B
e 10.2 @ ;i3 11245MB | 489.27GB |489.38GB
L © /g3 S1463MB 102087 150 GB
e e T4251MB  [111.19MB |853.70MB
[ e 37843MB | 45413MB |83263IMB
(5} 81 39649 MB 26434 ME  BEO.B4 MB
L e 27630MB  23936MB  S15.74MB
o1 ] 33532MB  |119.95MB | 45527 MB
LB L- Bl 11976 MB | 334.96MB 45472 MB
e .Ju @ on 168.79MB | 209.06MB | 377.85MB

Top 10 Devices by Average Memory (Today)
Device Name Device Type
3 & standalone &P
B switch
Switch
& switch
& standalone 4
Switch
&8 switen
Switch
Switch
&3 switeh

@ Junef-215-jim

Top 10 Interfaces by Traffic Rate (Today)
Devica Name Interface Name Rx(bps)
B 1 @ gii 2,206
181929625
165,344
96,244
126,711
13813
3,713
709
41,727
14,888

¢30e0Ca0Q

“go00Q00Q0OQ®

Top 10 Interface by Emors (Today)

Interface Name Tx Errors Fx Emmors
o 4

Customize Portal

Memory Utilization
=PRSS

Tx(bps)

182,126,565 182,12

40831
137,805
144,357
63875
92,244
62457
34304
14,918
41620

(2]

i

Totalt

181.9i
303,14
240,6(
190,5¢
106,0¢
8717¢
64,013
56,64¢
56,50

By default, the following widgets display onscreen.

Widget

Description

Information

Top 10 Devices by
Average CPU (Today)

Top 10 devices by average CPU |+ Device status
utilization for today

e Device name
« Device type

e CPU utilization in percentage

Top 10 Devices by
Average Memory (Today)

Top 10 devices by average

* Device status

memory utilization for today « Device name

e Device type

* Memory utilization in percentage

Top 10 Interfaces by
Utilization (Today)

Top 10 interfaces by interface e Device status
utilization for today

* Device name
¢ Interface status
¢ Interface name

e Ingress (Rx) utilization in percentage
e Egress (Tx) utilization in percentage
e Total utilization in percentage
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Widget Description Information

Top 10 Interfaces by Top 10 interfaces by traffic rate for Device status

Traffic Rate (Today) today « Device name

e Interface status

e Interface name

¢ Ingress (Rx) traffic rate
e Egress (Tx) traffic rate
e Total traffic rate

Note: Traffic rate is stated in bps, Kbps, or

Mbps.
Top 10 Interfaces by Top 10 interfaces by total traffic for |+ Device status
Traffic (Today) today « Device name

* Interface status

e Interface name

e Ingress (Rx) traffic volume
e Egress (Tx) traffic volume
e Total traffic volume

Note: Traffic volume is stated in KB, MB,

or GB.
Top 10 Interfaces by Top 10 interfaces by total errors « Device status
Errors (Today) for today « Device name

e Interface status

¢ Interface name

¢ Number of ingress (Rx) errors
e Number of egress (Tx) errors
e Total number of errors

To view details about a device, click the device name.
For more information, see View Device Details and Interface Details on page 85.
To view details about an interface, click the interface name.

For more information, see View Device Details and Interface Details on page 85.
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Customize the Top 10 Screen

You can customize the information that displays on the Top 10 screen by adding and
removing widgets. You can also reset the screen to its default information.

In addition to the default widgets that are shown in the table in View the Default Top 10
Widgets on page 74, you can add the optional widgets that are listed in the following table.

Table 2. Optional widgets for the Top 10 screen

Widget

Description

Information

Top 10 Device

Top 10 Devices by
Average Response Time
(Today)

Top 10 devices by average
response time for today

* Device status

e Device name

e Device type

e Average response time in ms

Top 10 Devices by
Average Packet Loss
(Today)

Top 10 devices by average packet
loss percentage for today

* Device status

e Device name

« Device type

e Average packet loss in percentage

Top 10 Interface

Top 10 Interfaces by
Discards (Today)

Top 10 interfaces by total
discarded packets for today

¢ Device status

e Device name

« Interface status

e Interface name

* Number of discarded egress (Tx) packets
e Number of discarded ingress (Rx) packets
e Total number of discarded packets

Top 10 Standalone AP

Top 10 Standalone AP by
CPU Utilization (Today)

Top 10 wireless standalone APs
by total CPU utilization for today

* Device status

» Device name

« Device type

e CPU utilization in percentage

Top 10 Standalone AP by
WLAN Utilization (Today)

Top 10 wireless standalone APs
by total WLAN utilization for today

e Device status

¢ Device name

« Device type

* WLAN utilization in percentage

Top 10 AP by Client
Count (Current)

Top 10 wireless standalone APs
and controller-managed APs by
number of current clients

e Device status

e Device name

e Device type

e Total number of clients
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Table 2. Optional widgets for the Top 10 screen (continued)

Widget Description Information

Top 10 Standalone AP by | Top 10 wireless standalone APs e Device status
Wired traffic (Today) by traffic volume over a wired « Device name

connection for today . Device type

e Ingress (Rx) traffic volume
e Egress (Tx) traffic volume
e Total traffic volume

Note: Traffic volume is stated in KB, MB, or GB.

Top 10 SSID
Top 10 SSID by Client Top 10 SSIDs by number of e SSID
Count (Current) current clients « Device status

¢ Device name
* Radio
¢ Total number of clients

Top 10 SSID by Traffic Top 10 SSIDs by traffic volume for |+ SSID

(Today) today - Device status
* Device name
¢ Radio

e Ingress (Rx) traffic volume
e Egress (Tx) traffic volume
e Total traffic volume

Note: Traffic volume is stated in KB, MB, or GB.

Top 10 Radio
Top 10 Radio by Client Top 10 radios by number of e Radio
Count (Current) current clients . Device status

¢ Device name
« Device type
¢ Total number of clients

Top 10 Radio by Traffic | Top 10 radios by traffic volume for |« Radio

(Today) today « Device status

e Device name

« Device type

« Ingress (Rx) traffic volume
e Egress (Tx) traffic volume
e Total traffic volume

Note: Traffic volume is stated in KB, MB, or GB.

» To customize the Top 10 screen:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.
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For more information, see Log In to the Application on page 18.

Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.

The Network Summary screen displays.
Select MONITOR > TOP 10.

The Top 10 screen displays.

Click the Customize Portal button.

ADMIN

REPORTS USERS

Available Widgets Widgets Area save | | Remove All || Reset || Defaun || Help
¥ Top 10 Device Top 10 Devices by Average CPU (Today) X | Top 10 Devices by Average Memoary (Today) X
9 1921580118 B switen @ 192.166.0.124 & swten [—"—5
@ GSMT212F-2 B switen 9 1921680118 @ swich | vl
+ Top 10 Devices by Average Resp... | @ M4100-26-POE_111 B switen @ M5300-286- 1 @ swich [, 7]
»Top 10 Devices by Average Pack... | @ MS300-286-POE+_111333 Switch © MA100.25-POE_111 B swicn == ]
© 1021680124 B switen @ GSMT2F-2 & seten —n_

> Interace
» Top 10 Standalane AP
» Top 10 851D

= Top 10 Radio

Top 10 Interfaces by Utilization (Today) X Top 10 inferfaces by Traffic Rate (Today) X

Te Ul Total | Devics Name Ruifbps) Tifbps) Totabps)
00 o1 | m_1 [X2 4 190 453
0.05% 1% 9 g2 150 213 358
1 001% 0% @13 149 m 260
@ 1921620118 CEE 0.01% 0.01% L k' % 12
@ 1221620112 @St |0M% 0% 0.01% @ M530028G-POE+_111333 | @ 107 54 53 107
@ M5300-28G-POE+ 111233 | @ 107 0.01% 0% 001% © g3110tp_eltecom_1 LA % &7 %
@ 1521680937 1% 001% 0% 0.01% @ 1921820113 @ st |67 ] 8
9 GSMT212F-2 8 o7 4 30 80
© M500-28G-POE- 111333 | @ 118 1% ] %
| @ GsMT212F2 @5 2 ] 0
e} RIKE) Totaih®) D ¢ Bitata Hame TrEmors RxEmors Totd ]
243535 537415 786,051 1 [TE 0 4 4
262843 105135 37984 (] 0 4 4
174299 91,103 285402 ] 9 4 4
#1103 174289 265402 ] [} 4 4
162,508 101,808 284614 (-] 0 3 3
8837 139400 ki) (] 0 3 3
126,445 82897 209,243 (5 0 3 3
s2su 125,444 209338 ] 0 3 3
9043 123900 192043 ] 0 3 3
123500 59,043 192943 LI 0 3 ‘]

Drag the widget from lef to here Drag the widget from left o here
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The screen displays the widgets that are currently selected. The left side of the screen
displays the Available Widgets menu.

| Available Widgets

¥ Top 10 Device

» Interface
» Top 10 Standalone AP
» Top10SSID

» Top 10 Radio

*Top 10 Devices by Average Resp,

= Top 10 Devices by Average Pack

6. Customize the Top 10 screen by performing one of the following tasks:

Add a widget. From the Available Widgets menu, click and drag a widget to an
empty widget area at the bottom of the screen. When the widget is in the target widget
area, the widget area displays green and you can drop the widget.

Table 2 on page 77 describes the optional widgets that you can add.

Remove a widget. In a widget area that is populated by a widget, click the X (E4) in
the upper right of the widget area.

Adjust the widget order. To move a widget to another widget area, click and drag
the title bar of the widget. When the widget is in the target widget area, the widget
area displays green and you can drop the widget.

Remove all widgets. Click the Remove All button.
Reset the Top 10 screen to its defaults. Click the Default button.

7. Repeat Step 6 until you selected all widgets that you want to display on the Top 10 screen.

8. If you are not content with your selections, click the Reset button and repeat Step 6 and
Step 7.

9. Click the Save button.

Your changes are saved.
10. (Optional) Select MONITOR > TOP 10.

The screen displays its customized settings.

View the Wireless Summary and Monitor the Top 10
Widgets for Wireless Devices

You can monitor the wireless inventory and top 10 widgets for wireless devices on the
network by various criteria and you can customize the information that displays on the
Wireless Summary screen.
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View the Wireless Summary and Default Top 10 Wireless
Widgets

If you did not customize the Wireless Summary screen, the screen displays the wireless
inventory and default top 10 widgets for wireless devices.

To monitor the wireless inventory, monitor the default top 10 widgets for wireless
devices, and view wireless device details:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary screen displays.
4. Select WIRELESS > WIRELESS SUMMARY.

WIRELESS RESOURCES MOHITOR CONAIG TOPOLOGY N JOBS ADMIN

Wireless Summary
Wireless Inventory @ Top 10 SSID by Client Count (Current) (7]
S50 Device Name Radio  Client Count
Wireless AP Status Wireless Device Type 1-10-150 @ netgeardb23Fe 240H 1
O ue [ standsions a2 350-157-5gh2 © 350 S6HZ |1
0 oewn [ centrelier Manage
O wns
[ wireless Contralle
Top 10 AP by Client Count(Current) e Top 10 Standalone AP by CPU Lhilization (Today) (7]
Davice Name Device Type Clignt Count Device Type CPU Utilization
© 350157 & standatone AP 1 & standalone a9 [

& Standalone &P 1 & standalone AP R
Standalone AP [ i
& standalone AP S
& Standalone 29 [ —
& standalone 4P [y
& Standalone 2P [ —
& standalone P [ —

¢gecooea

Top 10 Standalone AP by Wired Traffic (Today) ﬂ Latest 10 Wireless Alarme 6
Device Name Device Type Rx T Total Alam Namg Severity Alarm Tirme
o 57 & standatone ap 4595MB  [127.51 MB | 373.45MB 504% ublization DUMEI013 18:55:01
[ | = Slandalone AP |238:12MB |4paamE  |277.06me  [EEETCRITECT “ 0900872013 18:55:00
& standalone 42 23566 M8 1655MB  25223M8 Mode is down I 062013 160620
[ ctandalone AP 23293MB 1114 MB | 244.06MB Max staion limitation reached 0OIDG2013 16:03:17
& standalone AP I307EME  128TME  24365M8 Rogue AP detect OW0E2013 15:10:20
@ Standalone AP 23083MB 1240MB | 243327WB Mode is down 0910612013 15:03.20
Standalone AP 05EEME [1118MB  217.04 MB Mode is down DNE013 150314
B stancalonesr  18772MB  1088MB | 19860ME Mode is down | critcal [RTGHEERERERR
Max station limitation reached 0 0910562013 17:36:08
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By default, the following widgets display onscreen.

Widget

Description

Information

Wireless Inventory

Status of the wireless APs and
distribution of wireless devices in
the network

Wireless AP status:

Number of APs that are up
Number of APs that are down
Wireless device type:

Number of standalone APs
Number of controller-managed APs

Number of wireless management
systems (WMSs)

Number of wireless controllers

Top 10 SSID by Client
Count (Current)

Top 10 SSIDs by number of
current clients

SSID

Device status

Device name

Radio

Total number of clients

Top 10 AP by Client
Count (Current)

Top 10 wireless standalone APs
and controller-managed APs by
number of current clients

Device status

Device name

Device type

Total number of clients

Top 10 Standalone AP by
CPU Utilization (Today)

Top 10 wireless standalone APs
by total CPU utilization for today

Device status

Device name

Device type

CPU utilization in percentage

Top 10 Standalone AP by
Wired traffic (Today)

Top 10 wireless standalone APs
by traffic volume over a wired
connection for today

Device status

Device name

Device type

Ingress (Rx) traffic volume
Egress (Tx) traffic volume
Total traffic volume

Note: Traffic volume is stated in KB, MB,
or GB.

Latest 10 Wireless Alarms

Alarm name
Device name
Severity
Alarm time

5. To view details about a device, click the device name.

For more information, see View Device Details and Interface Details on page 85.
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Customize the Wireless Summary Screen

You can customize the information that displays on the Wireless Summary screen by adding
and removing widgets. You can also reset the screen to its default information.

In addition to the default widgets that are shown in the table in View the Wireless Summary
and Default Top 10 Wireless Widgets on page 81, you can add the optional widgets that are
listed in the following table.

Table 3. Optional widgets for Wireless Summary screen

Widget Description Information

Top 10 Standalone AP

Top 10 Standalone AP by | Top 10 wireless standalone APs « Device status
Memory Utilization by total memory utilization for « Device name

(Today) today - Device type

e Memory utilization in percentage

Top 10 Standalone AP by | Top 10 wireless standalone APs e Device status
WLAN Utilization (Today) | by total WLAN utilization for today |« Device name

« Device type
«  WLAN utilization in percentage

Top 10 SSID

Top 10 SSID by Traffic Top 10 SSIDs by traffic volume for |« SSID

(Today) today - Device status
¢ Device name
¢ Radio

e Egress (Tx) traffic volume
e Ingress (Rx) traffic volume
e Total traffic volume

Note: Traffic volume is stated in KB, MB, or GB.

Top 10 Radio
Top 10 Radio by Client Top 10 radios by number of e Radio
Count (Current) current clients « Device status

* Device name
- Device type
¢ Total number of clients

Top 10 Radio by Traffic | Top 10 radios by traffic volume for |« Radio

(Today) today « Device status

e Device name

« Device type

e Ingress (Rx) traffic volume
e Egress (Tx) traffic volume
e Total traffic volume

Note: Traffic volume is stated in KB, MB, or GB.
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» To customize the Wireless Summary screen:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.

The Network Summary screen displays.
Select WIRELESS > WIRELESS SUMMARY.
The Wireless Summary screen displays.

Click the Customize Portal button.

HOME WIRELESS RESOURCES MONITOR CONFIG TOPOLOGY JOBS ADMIN

s o s | | 1 |
Wireless AP Status Wireless Device Type NETGEAR_620-87 [] 24GH 3
= Top 10 $tandalone AP by Memor 0w B skl NETGER_ 110,87 ° S 5
*Top 10 Standalone AP by WLAN. 0 oo [] Controlier Manage | [NETGEAR_1ing_s9 @ 24GHz 1
0 wes WG103_229 L] 246HL 1

» Top 10 3510
» Top 10 Radio

» Device Inventory

> Alarm
Top 10 AP by Cliert Count{Current) X | Top 10 Standalone AP by CPU Utilization (Today) X
Device Type: Chient Count Devce Type CPULsizaten
g 8 Conroller Mana... |13 @ [FESETT A a—
B sndaonerr 13 e = T I —
sundalone AP 7 (] [~ EECE L —
ConvolerMana_. 6 ] § sornmne e mIIRT
B sundaonesr 6 G § sundalene sp  ETTEEN
@ Standalone 5 L] & Stzndalons 4P | — |
= @ ns B stnssienerp N
B sncalone ke 4 Standalone AP
B Sandaloner 3 8 NTR3206 @ sundalene s ITHETT)
nat e} Sunddlone AP 3
T 105 s x
Dnkia Tipt. R 1 Total HarmName Dibes Severty A Time

8 stancascnesP 51428 4E0UB  S511MB | | Device Memeory ubizaton s over
@ StncsonesP 071N 387UB 5459UB | |RoguesP detect

@ stndasloreaP  S0A6M3  430MB  S445MB
@ snsaizaeap S041u8  355M8 saoTue
@ semessr  S01M 3s5u8 sa7TME
@ sanonesP  £34MB 43MB S353MB
@ stndacnesP 48928 41208 S323uB
& sndseaerp 49038 34MB 5253M8
@ stnesicnesr  03M8 34MB 2538

o

_W’:‘wolsu 142

Widget Area X | widget Area X

Drag the widget from left 1o here Drag the widge! from left o here
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The screen displays the widgets that are currently selected. The left side of the screen
displays the Available Widgets menu.

¥ Top 10 Standalone AP

= Top 10 Standalone AP by Memoar.

= Top 10 Standalone AP by WLAN ..

» Top10SSID
» Top 10 Radio

» Device inventary

> Alarm

6. Customize the Wireless Summary screen by performing one of the following tasks:

e Add awidget. From the Available Widgets menu, click and drag a widget to an
empty widget area at the bottom of the screen. When the widget is in the target
widget area, the widget area displays green and you can drop the widget.

Table 3 on page 83 describes the optional widgets that you can add.

« Remove a widget. In a widget area that is populated by a widget, click the X (E4) in
the upper right of the widget area.

e Adjust the widget order. To move a widget to another widget area, click and drag
the title bar of the widget. When the widget is in the target widget area, the widget
area displays green and you can drop the widget.

*  Remove all widgets. Click the Remove All button.
* Reset the Wireless Summary screen to its defaults. Click the Default button.

7. Repeat Step 6 until you selected all widgets that you want to display on the Wireless
Summary screen.

8. If you are not content with your selections, click the Reset button and repeat Step 6 and
Step 7.

9. Click the Save button.
Your changes are saved.
10. (Optional) Select WIRELESS > WIRELESS SUMMARY.

The screen displays its customized settings.
View Device Details and Interface Details

You can view many details for a device and its interfaces. The detailed information that the
application can provide depends on the type of device. The Devices table can list the
following devices in the Device Type column:

e Switch
e Firewall
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Standalone AP
Controller-Managed AP
Wireless Controller
WMS

Storage

Router

Unknown

For information about the details that the application can provide for each type of device, see
Appendix B, Device Detaills. For information about NETGEAR products that the application
supports, see Compatible Devices on page 12.

To view the detailed information for a device and an interface:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary screen displays.
Select RESOURCES > DEVICES.

WIRELESS MONITOR ALARMS TOPOLOGY 08S ADMIN

Show Filier

| et |] peiete [] Resmc [N Rowsperpage 10 9 < [ 1 |is > Total, 41
[ staws ¢ DeviceName = IF Address # MACAddress 4 Hostname 4 Managed By % Location % Device Type 4 Device Model +
O eup 34 0102-mine 19216810230 T4:44:01:9000.72 1P Address ghanghal CN Switch GEMT224v2
0O eus 192.168.10.104 00:22:3182:95:37 1P Address Switch GEMT3285v2
Oeu 192.168.10.114 04701 5bed IP Address san jose Swilch GST28TPS
0Oeu 192.168.10.120 4060:dedbT T8 IP Address san jose Switch M5300-2863
O eup 192.168.10.125 c0:310e:Tlebocs IP Address beifing Switch GEMT248v2
0O eup 192.168.10.201 10:00:7{b3:06:08 1P Address Switch GET4ETPS
O eus 192.168.10.716 18:¢6:80:019b:2b P Address Switch GET24Tv3
Oeu 192.168.10.217 204 T0T0:dT.9a P Address Jung-locatioon-217 Switch GEMT212F
Oeu 192.168.10.226 00862 5a.dale IP Address Bwitch GETSITHS
O eus 192.168.10.237 30:46:9a01 b V20T 1P Address Switeh GEMT252PS

The screen displays the devices that the application discovered.

To add columns to or remove them from the Devices table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, IP Address, Device
Model, Device Type, Firmware Version, Serial Number, MAC Address, Last Update Time,
Location, Registered, Hosthame, Managed By, Date of Purchase, Vendor, Country of
Purchase, Hardware Version, Configuration Version, Contact, Discover Time, and
Description.
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6. To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as type, name, IP address, vendor, model, and
status.

To hide the filter, click the Hide Filter button.

7. Click the name of the device.

The following figure shows the screen that displays when the device that you select is a
switch.

ADM

WRELESS MONITOR ALARMS

(0 192.168.10.61 > Device Detail View

Gengral Information @  Average Response Time and Packet Loss (Today) (7]
i Response Time Packet Loss
- Interface List Staturs & up e
Device Name 1924821061

« Traffic Monitor

PR Device Groupis) 8 AllNetgear Devices
« Gonfig Flles 1P Al 55 1921681061
- Credantial Hostmame
Wanaged By P Address
WMAC Address 20467 TRARTO
Location
Corntact
Device Type @swtecn Average CPU and Memory Utiization (Today)
Duration From Start & days, 22 hrs, 56 mins, 49 secs
Discover Time U013 1347:01 GPU Utilization Memory Uilization

Last Updaté Tine

Last Backup Time

System Object 10 1361.41.4526.400.1 8
Temperatwe (T) 340

(GSMT712P ProSafe 12-port Gigabil L2+

fascrvtion Managed Switch with PoE+, 10.0.4.23,
Iventory Information ©  MinMaxiAverags Response Time )
Type [ Cohamn | Tie [Lasthow v
etdor B retgear
Device Model GEMII1IP &0
Hardware Vet sion 0
Fittnwai e Ve sion 10,0123
20
Configuration Ve sion ,L ’l [L ll
Serial Humber ITHIESIFO0I6 o AM__AA__ b b B ao
1489 1446 1687 15106 15015 1824 15:30
W in (ms) [l Max (ms) ll Average (ms)
Latest 10 Alarms @ [cru )
larm Narne Seveiity Marm Tione Woe e 3 e [Corion 8
12
0o—— e~
8
5
1o dlata b0 dlsolant b+
2
[l
14140 14530 13:00 13120 1520 15:30
W cPu usiization (%)
Top 10 Interfacs by Traffic (Today) @  Memory )
Index Intertace Nare. R i Total _— 3 e [Cror S
10 @ 2019MB  819MB 2837 MB
b 905 780 MB 1875M8 2654 B %
0
0
20
o
14140 14:50 13:00 15:30 15:20 15:30
W Hemory Utiization (%)
Latest 10 Config Backups. 2]
File Narne. File Type. Create Tima Size(KE)

o data 10 disoleyt
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The following figure shows the Dashboard menu that displays when the device that you
select is a switch.

Dashboard

* Device Details

= Interface List

= Traffic Monitor

= Bandwidth Monitor
= Config Files

= Credential

Note: If the device that you select is an M6100 managed switch, the
Dashboard also displays the Slot List option.

8. From the Dashboard menu, select a menu option.

The screen adjusts to display information that corresponds to your menu option. For
information about the details that the application can provide for each type of device, see
Appendix B, Device Details.

For switches, wireless controllers, wireless management systems, and routers, you can
display interface details.

9. To display interface details:
a. Select Interface List.

VWIRELESS | RESOURCES | MONMOR CONFIG ALARMS TOPOLOGY ADMIN

© 192.168.10.61 = 6 = Interface Detail View

Dashboard General Information (7] Traffic Information (7]
= Interface Detais
« Monitor Data Status eup Received Packets 5,652,230
- Network Detalls Operation Status. & up Transmined Packets 48,592,271
Inddex B Received Bytes 62462 MB
Hame wh Transmited Bytes 1.79G8
Interface Type sthemetCematd Inbound Errors 0
Mac Address 04T TS T0 Outhonnd Errors 0
MU 1518 Inbound Digcards L
SpeedMbps) 1000 Outbound Discards []
Ditce Name
Description Slot 0 Port: § Gigabit- Level
Latest 10 Alams 9
Adarm Name Savarity Alarm Time

Mo dsts to displsyt
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The following figure shows the Dashboard menu for an interface:

» Interface Details

= Monitor Data

= Network Details

b. From the Dashboard menu, select a menu option.
The screen adjusts to display information that corresponds to your menu option.

For more information about the details that the application can provide for an
interface, see Appendix B, Device Details.

Monitor Wireless Clients and View Client Details

The application lets you monitor the active wireless clients by wireless controller, standalone
AP, controller-managed AP, or SSID.

You can display various wireless details for each client.

» To monitor wireless clients and view details for a single client:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary screen displays.

1, Note: Please select wireless device or SSID filter first,

Activa Client List 7
Device Type /551D Wireless Controller ; :
= 0 ciear | hide e |

Rowsperpage| 10 g < [ 1 |11 > [N Towro

[ client MAC Address = ClientIP Address ¢ Location ¢ AP Name ¢ Associated Controller ¢ SSID % BSSID + Protocol ¢ Authentication Mode # Duratior

No dlats bo digpizy!
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By default, the filter for active clients is active because the Active Client List table can
display many wireless clients.

To hide the filter for active clients, click the Hide Filter button and go to Step 12.

From the Device Type / SSID menu, select Wireless Controller, Standalone AP,
Controller Managed AP, or SSID.

The name of the field to the right of the Device Type / SSID menu adjusts according to
your selection from the menu.

Click the dots next to the field to the right of the Device Type / SSID menu.
A screen similar to the following displays.

B Select Device X

Fitter:Hone Show Filter
Rowsperpage[ 10 [ < [ 1 |1 > Total: &

Statuz # Device Mame - Vendor * [P Address % MAC Address + Device Type % Device Model ¥

O ew 3504157 Bl vietgesr 192,16810.157 30469atadiss G Stendsione AP WHDAFIS0

O ew £20-162 B etgeor 19216810162 84:1b:58:50:56:a8 =] AP WHDAPG20

O euw 660-167 B vetgeer 19216810167 B4bSesdi81e [ Stendslone AP WHDAPEED

O 8w Jiminy-820-1638 B vietgeer 19216810168 84:1b:58:50: Sb:a8 & standaione ap WNDAPE20

O 0w July17-680-163 B vetgesr 19216810163 -1l SecSe fac Standsione AP WNDAPEED

O @ pown netgearB48318 B ristgesr 19216810166 00:24:b2E4:8318 & standsione ap W03

O @ pown netgeardd 0266 m Netgesr 19216810156 c43dcTal0Zed Standaione AP WHNDAPIED

O ew nietgear A523FE n Netoear 19216810150 el 91:f5a6: 2318 Standalone AP WNAP210

cancal

To filter the devices or SSIDs that are listed, click the Show Filter button.

You can filter the devices by criteria such as name, IP address, location, and model. You
can filter the SSIDs by criteria such as SSID name, device name, and device IP address.

To hide the filter for SSIDs or devices, click the Hide Filter button.

The following figure shows an example of a screen that displays when you filter by device
IP address:

[ select Device X

Device Hame 1P Location Device Model
192.168.10.163 | | | m Clear | Hide Filter
Rows per page | 10 HJ <l 1 _1.‘1 > Eel Total: 1
Status % Device Name ~ Wendar & P Address $ MAC Address % Device Type % Device Moslel Cl
O @ Juhy17-850-163 Bretoear 19216810163 84 105e:5d 1818 Standalone AP WHDAPEED
[seect JETETN
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9. Select the device or SSID.
10. Click the Select button.

The screen closes and the empty Active Client List table displays.
11. Click the Apply button.

The application populates the Active Client List table with the wireless clients of the
selected device or SSID.

RESOURCES MONITOR CONFIG ALARMS TOPOLOGY SFLOW USERS ADMIN

ACTIVE CLIENTS

1y Note: Please select wireless device or SSID filter first.
Active Client List (7]
Device ISSID Standalone AP
Stontnkoon AP July17-660-163 =] I ciear | Hide Fner

Rowsperpage[ 10 [ < | 1 |11 > Total: 2

[ Client MAC Address = ClientIP Address # Location ¢ AP Name % Associated Controller % 55D % BESID % FProtocol * A

O |o0:14:6 428 0.00.0 July 163 111-660-163-2.4 B4 bisesdran 402.11ng o

O | o0:1e2ae7:57:34 0.0.0.0 111-666-163-5.0 841 biseSdra00 90211na oy

< ¥

12. To add columns to or remove them from the Active Client List table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Client MAC Address, Client IP Address,
Location, AP Name, Associated Controller, SSID, BSSID, Protocol, Authentication Mode,
Duration, Channel, RSSI, SNR, Transmit Power, Transmitted, Rate (Mbps), Received
Rate (Mbps), Transmitted Bytes, Received Bytes, Transmitted Packets, Received
Packets, and Status.

13. To view details for an individual wireless client, in the Client MAC Address column, click a
MAC address.

A screen similar to the following displays.

MOHITOR CONRIG ALARMS TOPOLOGY SERS ADMIN

0 July17 660163 > 00:14:6c:fbied:28 > Client Detail View
Dashboard Client RSSI (7] Client SNR (7]
- Clignt Detalls: Type | Cotumn v Time [Resitine v [10Seconds Type [Coumn | Tune [Resitime %] [10 Secords ~
¥ Client Monitor €0 120
0 100
- Signal Wonitor
g g 40 20
= Traffic Monitor 30 =
20 40
10 20
o o
22041155 22042015 22:42:35 224259 22043115 22043033 2241155 22:42:20 22042140 22143100 2243120 22143140
B rsst B snr

14. From the Dashboard menu, select a menu option.
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By default, the screen displays the Signal Monitor menu option. If you select the Traffic
Monitor menu option, the screen adjusts.

The following table lists some of the dashboard options and widgets or tables that are
available for a wireless client.

Dashboard Option Widget or Table

Signal Monitor Client RSSI
Client SNR

Traffic Monitor Client Received/Transmitted Bytes
Client Data Rate

Manage the Configuration Monitors

The application provides monitors for the following device metrics:

Status

ICMP ping
CPU

Memory
Temperature
Disk (for storage devices)
IP traffic

ICMP traffic
TCP traffic
UDP traffic
SNMP traffic
Interface traffic

In addition, the application provides monitors for the following server, wireless device, and
storage system metrics:

NMS system server

Radio statistics

WLAN utilization

VAP statistics (wireless performance statistics of the WLAN network based on SSID)
Wired Ethernet statistics (wired performance statistics of standalone APs)

Storage temperature

Storage disk temperature

Storage disk capacity
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By default, all monitors are enabled. You can disable or reenable individual monitors and
specify the information and devices that are monitored.

For information about how to configure alarm trigger settings for these monitors, see Add a
Custom Alarm Configuration on page 165.

The following sections describe the tasks that you can perform for the configuration monitors:

Configure an Individual Monitor

Disable a Monitor

Reenable a Monitor

View or Modify the Polling Interval for a Monitor

Configure an Individual Monitor

For each individual monitor, you can modify the information and devices that are monitored.

> To configure an individual monitor:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary screen displays.

Select MONITOR > MONITOR CONFIGURATION.
[ | come | moms | vorowoer | sion | wons | mes | s | om |

MONITOR CONFIGURATION

Monitor Configuration (7]
| _edt | enavie I oisabie |} view Threshoid | Rows porpage[ 20 [ < [ 1 Iz > [ Tow:23

[ Enable 4 Monitor Name # Monitor Trpe: 4 Polling Intervaliminutas) & Description ®
O fag ché Status ICHP 3 . . Device up and down status

(|} as Device ICMP Ping ICHP 3 Device ICMP Ping results

O Yes Device CPU Denice Key Metrics 10 CPU utitization ofthe device

0O & ves Device Memarny Device Key Metrics 10 Memory Utilization of the device

O & ves Device Temparature () Device Key Metics 10 Dievice Temperature 0C)

0O & ves UTM Disk UTH 10 Digk Utilization of the UTM

O &ves Device P Traffic Device Key Metics 10 Devite fraffic statistics per IP protocol

(|} fag Device ICMP Traffic Drevice Key Metrics 10 Device traffic statistics per ICMP protocol

O Eves Device TGP Traffic Dievice Key Metics 10 Device raffic statistics per TCP protocel

O Yes Device UDP Traffic Device Key Metrics 10 Deevice trafic statistics per UDP protocol

O & ves Device SNMP Traffic Device ey Metics 10 Device traffic statistics per SNMP protocal

O & ves Device Interface Traflic Interface 10 Davice interface performance statistics

O & ves NMS Systern Server Device Key Metrics 5 NMS Systern Serer Monitor

O Eves Radio Statistics Wireless 10 Wirelass performance of WLAN network based on radio

O fag WLAN Utilization Wireless 10 WLAN utilization of wireless Device

(H} Yos VAR Statistics Wirsless 10 Wireless performance statistics of WLAN network bas,

O & ves Wired Ethernel Statistics Wirsless 10 ‘Wited performance statistics of Standalone AP,

0O & ves Storage Disk Temperature Monitor Storage 10 Temperature of the storage disk

O & ves Storage Temperature Monitor Storage 10 Ternparatura of the storage probe

O & ves Storage Disk Storage 10 Dizk Utilization of the starage
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5. Select the monitor.
6. Click the Edit button.

" Monitor Configuration {Device IP Traffic) X
General Inforamtion > Monitor Devices Monitor Parameters

General Info

Monitor Hame Device IP Traf

v |
Enable Yes E
Polling Interval(minutes) 10 Minutes a

Device traffic statistics per IP protocol
Description

B oo

7. (Optional) In the General Information screen, modify the following settings:
e From the Polling Interval menu, select a polling interval.
e Enter a description.

8. Click the Monitor Devices tab.

- Monitor Configuration (Device IP Traffic) X
General Inforamtion Monitor Devices > Meonitor Parameters
Monitor Target Devices
& All Devices
¢ Select Devices or Device Groups
Ciose |

9. (Optional) In the Monitor Devices screen, select one of the following radio buttons:
» All Devices. Monitors all devices.

Select Devices or Device Groups. The screen adjusts to let you select devices,
device groups, or both to monitor:

a. Click the Add Device button.
b.

Either select individual devices and click the click Add Selection button, or click
the Add All button.

The device or devices are added to the table on the Monitor Devices screen.
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c. Click the Add Group button.

d. Either select individual devices and click the click Add Selection button, or click
the Add All button.

The device groups or groups are added to the table on the Monitor Devices screen.

10. Click the Monitor Parameters tab.

"= Monitor Configuration (Device IP Traffic) x
General Inforamtion Monitor Devices Monitor Parameters

Monitor Parameters

Available Selected

Error Packets Received
Inbound Discards.

Inbound Header Errors.
Outbound Discards
Outbound No Route Discards

& T aw

5o I

11. (Optional) In the Monitor Devices screen, move parameters between the Available Fields
table and Selected Fields table by using the >, <, >>, and << buttons.

a. Inthe Available Fields table, select a parameter.
b. Click the > button.

The parameter moves to the Selected Fields table.

c. To move another parameter, repeat Step a and Step b.
12. Click the Save button.

Your changes are saved.

Disable a Monitor

By default, all monitors are enabled.

» To disable a monitor:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
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The Network Summary screen displays.

Select MONITOR > MONITOR CONFIGURATION.
Select the monitor.
Click the Disable button.

A pop-up confirmation screen displays.
Click the Yes button.

The monitor is disabled. In the Monitor Configuration table, the Enable column displays
No for the monitor.

Reenable a Monitor

> To reenable a monitor after you disabled it:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary screen displays.
Select MONITOR > MONITOR CONFIGURATION.

Select the monitor.
Click the Enable button.

A pop-up confirmation screen displays.

The monitor is reenabled. In the Monitor Configuration table, the Enable column displays
Yes for the monitor.

View or Modify the Polling Interval for a Monitor

You can view and modify the polling interval for a monitor to control how frequently the device
and network information is updated.

» To view and modify the polling interval for a monitor:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.

Enter your user name and password.
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The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary screen displays.
4. Select MONITOR > MONITOR CONFIGURATION.

[vwccs | somors [ owen | cows | s | ovmor | siow | wooms | s | vae | om |
MONITOR CONFIGURATION

Monitor Configuration 2]
[ cct || enobie [} Disoti || view tveshaa Rows perpage 70 19 < [ 1 U2 > [ Tt 23

[ Enable 4 Monitor Name # Monitor Trpe: 4 | Palling Intervaliminutas) 4| Description ®
O Yes chje Status IC:ﬁ.F' 3 . . Device up .‘;nd down status

0O & ves Device ICHP Ping ICHP 3 Device ICMP Ping results

O Yes Device CPU Device Key Metrics 10 CPU utitization ofthe device

O & ves Device Memory Device Key Metrics 10 Memory Utilization of the device

O & ves Device Temparature (C) Device Key Metrics 10 Device Temperature (C)

o bl UTM Disk UTH 10 Diisk Utilization of the UM

O & ves Device P Traffic Device Key Metrics 10 Dievice fraffic statistics per IP protocol

(|} fag Device ICMP Traffic Drevice Key Metrics 10 Device traffic statistics per ICMP protocol

O Yos Device TCP Traffic Denice Key Metrics 10 Device traffic statistics per TCP protocol

(] Yes Device UDP Traffic Device Key Metrics 10 Deevice trafic statistics per UDP protocol

O & ves Device SNMP Traffic Device ey Metics 10 Device traffic statistics per SNMP protocal

O & ves Device Interface Traflic Interface: 10 Diavice interface performance statistics

O & ves NMS Systern Server Diavica Koy Motics 5 NMS Systern Server Monitor

O Eves Radio Statistics Wireless 10 Wirelass performance of WLAN network based on radio

O fag WLAN Utilization Wireless 10 WLAN utilization of wireless Device

O & ves VAP Statistics Wireless 10 ‘Wireless performance slalistics of WLAN network bas.

O & ves Wired Ethernel Statistics Wirsless 10 ‘Wired performance statistics of Standalone AP,

0O & ves Storage Disk Temperature Monitor Storage 10 Temperature of the storage disk

O & ves Storage Temperature Monitor Storage 10 Temparatura of the storage probe

O & ves Storage Disk Storage 10 Disk Utilization of the starage

The current polling interval for each metric is listed on the screen in the Polling Interval
(minutes) column.

Select the monitor.

Click the Edit button.

In the General Information screen, from the Polling Interval menu, select a polling interval.
Click the Save button.

© N o O

Your changes are saved.

Customize the Optional Network Dashboard

By default, the network dashboard does not display any information. If you want to use the
network dashboard, you must create and customize network views and select one or more of
these views on the network dashboard.

The following sections describe the network dashboard tasks:

e Create or Modify a Dashboard View and Launch the Dashboard View
e Remove a Dashboard View
e Customize the Network Dashboard
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Create or Modify a Dashboard View and Launch the Dashboard
View

You can create dashboard views, including dashboard views that let you monitor
performance in real time.

To create a dashboard view or modify an existing dashboard view and launch the
dashboard view:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary screen displays.

Dashboard Views @
[ add | LaunchPopup) J| Launch vew) [T Rows perpage| 0 B9 < [ 1 11 > I Towr2
] name = Time Frame % Created By % Created Time %
O aP_radioStatistics Realtime rglang OW28201311:45:22
[ SwitchPingResponseTime Reaktime roland 0912872013 11:43:37

By default, the application does not include any dashboard views.
Create a dashboard view or modify an existing dashboard view:
e To create a dashboard view, click the Add button.
e To modify an existing dashboard view:
a. From the Dashboard Views table, select the dashboard view.
b. From the More menu, select Edit.
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For a new dashboard view, the Add Dashboard displays. For an existing dashboard view,
the Edit Dashboard screen displays.

B Add Dashboard b

GeneralInfo > Monitors and Parameters

Monitor Parameters

lName X t z

Time Frame Real-time E Intervals (sec) 10 Seconds E

Default Chart Type | Line E

Source Type | Device E
Device Selection (up to 10 devices)
I:\ Status # Name & [P Address % Device Type # Device Model % Firmware Yersion *

Na data to dispiay!

In the Name field, enter or modify the name for the dashboard view.

From the Time Frame menu, select the time frame over which you want to view the
performance:

* Real-time. View the performance in real time. (This is the default setting.) From the
Intervals (sec) menu, select the period in seconds or minutes over which you want
the view the performance:

- 10 Seconds (This is the default setting.)
- 30 Seconds
- 1 Minute
- 2 Minutes
- 5 Minutes
e Last Hour
e Last 24 Hours
e Last 7 Days
e Last 30 Days

If you select Real Time from the Time Frame menu, select a predefined period in seconds
or minutes from the Interval menu.

From the Default Chart Type menu, select one of the following types:
e Line

e Column
e Column Stacked
e Area

* Area Stacked
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10. From the Source Type menu, select either Device or Interface:
* Device. Create or modify a dashboard view of devices:

a. Click the Add Device button.

The Device Selection screen displays.

! Device Selection(up to 10 devices)

|

pater ore
rowsperpage| 10 [ < [1 /4 > [EH ot o7

T Status 4+ Device Name & [P Address % Vendor 4+ Device Type % Device Model + Firmware Version *
@ 192188.10,102 192.162.10.102 Bl vetgear Switch GsMT224v2 2.0.1.28

N ®up 192.168.10.104 192.162.10.104 B netgear Switch FS726TP

| @uw 192.168.10,114 192.168.10.114 Bl netgear & swich GST28TRS 53.0.7

[ @u 152.168.10.120 152.16810.120 B netgear Switch M5300-28G3 10.0.018

| @up 192 168.10.121 192.168.10.121 Bl vetgear Switch GsMTazEse 80320

M @u 192.168.10,124 192.168.10.124 B netgear & swich GsMT2szPs 80325

e 192188.10,125 192.162.10.125 B vetgear Switeh csMTade 20122

N @up 192.168.10.131 1192.168.10.131 Bl netgear Switch GSM7252PS 80338

| @u 192.168.10,140 192.168.10.140 Bl netgear & swich GsMT224v2 80128

N @®ue 192168.10.2 192.168.10.2 Unknown Unknown
| Add Selection | | Add All || Close |

b. To filter the devices that display in the table, click the Show Filter button.

c. Select up to 10 devices and click the Add Selection button.

To add the first 10 devices that display in the table, click the Add All button.

d. If you are modifying an existing dashboard view, to remove devices, select the
devices, and click the Remove button.

The devices are removed from the Device Selection table.

» Interface. Create or modify a dashboard view of interfaces:

a. Click the Add Interface button.

The Interface Selection screen displays.

B Interface Sclection{up to 10 Interfaces)

Select Devices

Filter: None Show Filter
Rowsperpags[ 10 [ < [ 14 > [N romia7

Status. 4 Device Name 4+ |PAddress 4 Vendor 4 Device Type ¢ Device Model 4 Firmware Version *

up 192165.10.102 192.188.10.102 Bl vtgear & swich Gsmrzzée 50126 A

@ up 192.188.10.104 192.188.10.104 B vetgear Switch FS728TP =

®up 192.168.10.114 192.168.10.114 Netgw Switch GST28TPS 53.017

@ up 192.168.10.120 182.168.10.120 mNetgear e Switch M5300-28G3 10.0.0.18

@ up 192.168.10.121 192.168.10.121 B vietgear Switch BSM73285v2 8.0.3.20

ann Ann 129 an 10a 40 AEe 0 A M R ocion PeuTasane enans L"J
Rows per page| 10 u G 13 > KES 24

[~ Index 4 Name » Interface Type 4 Admin Status. 4 Operation Status 4 Mac Address 4 SpeediMbps) 4 MTU =

[mgt 01 ethernetCsmacd @ up @ Down T74:44:01:90:f/d.74 0 1518 bt

10 0i10 ethernstCsmacd @ up @ Down T4:44:01:90:7d: 74 0 1518 =

o 0it1 ethernetCsmacd ®up @ Down T4:44:01:90:7d:74 0 1518

i1z 0i12 ethernetCsmacd 8 up @ Down T4:4401:90:7d 74 ] 1518

|13 013 ethernetCsmacd ®u @ pown T4:44.01:90:7d 74 0 1518 o

= laa AMA lalesenmend & u & nein Tdeaa R RN T a acio ]

| Add selection || Add Al || Close |
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b. To filter the devices that appear in the table, click the Show Filter button.
From the upper table, select a device for which you want to monitor interfaces.
d. From the lower table, select the interfaces, and click the Add Selection button.

To add the first 10 interfaces that display in the table, click the Add All button.

e. To add interfaces for another device, repeat Step a through Step d.

f. If you are modifying an existing dashboard view, to remove interfaces, select the
interfaces, and click the Remove button.

The interfaces are removed from the Interface Selection table.

11. Click the Monitors and Parameters tab.

B Add Dashboard X
General Info Monitors and Parameters «

Monitors and Parameters

Monitor | Device ICMP Ping E

Available Fields Selected Fields

b —
Minimum Response Time (ms)
Average Respone Time (ms)
Packet Loss(%)

2% av
q

ose

12. From the Monitor menu, select a monitor.

The Monitor menu displays only common monitors that apply to the device types that
you select in step 10 on page 100. Your selection from the Monitor menu determines the
options that display in the Available Fields section.

13. Specify the fields and their order.

To select the fields, use the left and right arrows. To arrange their order, use the up and
down arrows.

14. Click the Submit button.

The screen closes. The new or modified dashboard displays in the Dashboard Views
table.

15. Select the new or modified dashboard view.
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16. Click one of the following buttons:
e Launch (Popup). A pop-up screen similar to the following displays.

B Dashboard View : Network Dashboard San Jose (Device ICMP Ping) X

| Legend: [ 192.18810.120 | 192.168.10.121 W 13216810114
T8 Last Hour
=
Maximum Response Time (ms) Minimum Response Time (ms)
Chart Type | Line > Chart Type | Line -
Block...

5
4
3
2
1
0

139 1045 ILSL ILST 1203 1209 IS 13 127 123 11:39 1145 LLS1 1LS7 12:03 1209 12:15 1221 1nE 133

Close |

To close the screen, click the X (§4) button.
e Launch (New). A screen opens in a new browser window.

The information that displays if you click the Launch (New) button is identical to the
information that displays if you click the Launch (Popup) button.

Remove a Dashboard View

You can remove a dashboard view that you no longer need.

» To remove a dashboard view:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary screen displays.

Monitor Devices and the Network

102



NMS300 Network Management System Application

4. Select MONITOR > DASHBOARD VIEWS.

Dashboard Views (7]
[ néa [ counch Pooup) || Lo iew) [ITRS Rows perpage 10 1% < 1 i1 > [EE Tor2
] Mame - Time Frame + Created By # Created Time &

O aP_RadioStatistics Reakime reland OH2BRM B 114522
O | switchPingResponseTime Reattime roland 0872872013 11:43:37

5. Select the dashboard view.
6. From the More menu, select Delete.

A pop-up confirmation screen displays.
7. Click the Yes button.
The dashboard view is removed from the Dashboard Views table and deleted.

Customize the Network Dashboard

If you did not add any dashboard views (see Create or Modify a Dashboard View and Launch
the Dashboard View on page 98), the network dashboard does not display any information.
After you added one or more dashboard views, you can select a dashboard view to display
on the network dashboard.

» To customize the network dashboard:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary screen displays.
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4. Select MONITOR > NETWORK DASHBOARD.
WIRELESS RESOURCES m ALARMS TOPOLOGY ADMIN

HETWORK DASHEOARD

Network Dashboard: SwitchPingResponseTime [ Select View |

Legend: I 192168.10.120 W 19216810125 M 15218810004 19216810114 W 132.168.10.102-mine
{5} Last Hour
Max Response Time (ms) Min Response Time (ms)

Chart Type | Line v/ Chaet Type | Line v

- o
09:51  O0%:37  10:03  10:09 10:1%  10:21  10:27 10:33  10:39  10:4% 09:51  09:37 10:03  10:09  10:1% 10:21 10:27 10:33  10:39%  10:45

Awerage Response Time (ms) Packet Loss (%)

Chast Type | Line v/ Chaet Type [ Line ~)

09:51 09:57 10:03 10:0%  10:1%  10:21 1027 10:3F  10:3%  10:4% 09:%1 0957 10003 10:0% 10015 1021 10:27  10:3F  10:39 10:4%5

5. Click the Select View button.

Rows per page| 10 H < [ 1 n > IR ot s

Mame & Time Frame % Source Type %+ Crested By % Crested Time *
Cortrallers .Lasl'm Hours: .Device .rmand 'muomwmssy
StandAloneAPs Real-time Device: raland 09N 02013 10:31:53
SwitchPingResponseTime Last Hour Device roland 09102013 10:48.26

[ select view -Eose_|

If the table does not display any dashboard views, you did not create any. For information
about creating a dashboard view, see Create or Modify a Dashboard View and Launch
the Dashboard View on page 98.

6. In the table, click the dashboard view.
7. Click the Select View button.

The screen closes and the selected network dashboard view displays.
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View and Export Audit Logs

The system audit logs provide information about the tasks that you performed on the network
or on the NMS300 server.

Audit logs are saved for the data retention period. For more information, see Set the Data
Retention Period on page 247.

» To view and export the application audit logs:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.

The Network Summary screen displays.
Select ADMIN > AUDIT LOG.

WIRELESS | RESOURCES | MONITOR ALARMS TOPOLOGY SFLOW REPORTS
System Audit Log Q
Filter:{Operation Time Range: Toduy]
ExporttoExcel | Export to PDF Rows perpage| 10 B9 < [ 1 |15 > Total: 44
User Marne + Category 4 Operation 4 Target 4 Status 4 Operation Time -
roland Users Login 1o System MMS System ¥ Succeeded 091 r2013 1005745
roland Users Exit System MMS System a Succeedad 091 0FX01310:57-34
land Monitor Sel Metwork Dashboard: SwitthPingResponseTime MM System ¥ Succesded 09 02013 10:48:37
roland Monitor Add D Migrwr. Swil gResponseTime NMS System a Succesded 091 0r2013 10:48:26
roland Maonitor Add Dashboard View: SwilchPingResponseTime MMS System w Failed 08912013 1004817
roland Monitor Update Daghboard View: Controllers NMS Systern @ succeeded 0971 0/2013 10:45:15
roland Manitor Update Dashboard View: Controllers MMS Systern 0 Sutceeded 09102013 10:44:20
roland Monitor Updats Dashboard View: Controllers MNMS Systern 0 Succeeded 09102013 10:44:02
roland Monitor Updale Dashboard View. Conlrollers MMS System W Succeeded 091072013 1004330
roland Users Exit Syslem MM System Q‘ Succesded 0902013 10:42:24

To filter the log entries that display in the System Audit Log table, click the Show Filter
button.

You can filter the log entries in the System Audit Log table by criteria such as user name,
category, and operation time span.

To hide the filter, click the Hide Filter button.

Click the Export to Excel button or the Export to PDF button.
To save the audit logs on your computer, follow the directions of your browser.
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View Firmware Version Information

You can view the firmware version information for the application and for all NETGEAR
switches, NETGEAR wireless devices, and NETGEAR firewalls that the application
discovered.

» To view firmware version information:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary screen displays.
4. Select ADMIN > SETTINGS.

System and Website Settings

Getting Started with NMS % System Settings ¢+ Customize

/ Dizcover your network and add the devices you want to
manage.

Set global seftings for the system and website, Ji==  Customize the navigation and look of your web portal,

Account Information ﬁ Manage Monitor and Alarm = my.NETGEAR.com Account Profile

‘i View or modify users, or create new users, Metwork monitor, alarm and threshold related configurations. » Configure and validate my NETGEAR com account profile
through myNETGEAR com Web API

TGEAR com Account Profile

= sFlow Manage External File Server License And Version Information
= setsFlow related configurations. (=33 External File Server configurations and File Processkng with View NMS: 5, i ang
External File Server. information.

5. Under License And Version Information, click the NMS300 Version link.
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[ version Information X

Version Information

Version numl \her 1308

Model + Version %
FEMP26v3 804 [#]
GEMTZ2v2 804 El
GSM248v2 804

GSMTZ2ERS 1000

GSMP252PS 1000

GSMPI2EFS 803

GEMPIzESY: 1000

GEMT 35252 1000

KEMT224S 801

oEMs2IZP 1001 =

Under Version Information, the firmware version of the application displays in the
Version number field.

6. To view firmware versions of NETGEAR devices that the application discovered, click the
Switch, Wireless, Firewall, or Storage tab.

7. Click the X ()4) button.

The screen closes.

View the NMS300 Server Information

You can monitor the performance information of the NMS300 server.

> To view the NMS300 server information:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary screen displays.
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4. Select RESOURCES > NMS SERVER DETAIL.

HMS SERVER DETAIL

MS Server Detail View

General Information (7} Awerage CPU and Memory Litilization (Today) (7]

Operating System WicrasoftWindows 7 Professionsl QS CPU Utilization 05 Memary Utilization

Duiration From Start 7 hrs, 54 mins, 43 secs

IP address 192168104

MAC address 64-31-50-36-20-13

Total Memory 397GB

Free Memory 12868

JUM Total Memory 904,38 MB

SV Free Memory 639,38 MB

S Mimory WNilization (Current) BII%

Total Disk Space 45334 GB

Free Disk Space 15751 GB

System Health (7] Digk Utilization History e

Type [Conmn ] 1 [Lostriowr ]

FTP Servcie e up &0

TFIP Senvice e up 50

Trap Senvice @ up s

30

Syslog Service @ up a5

DB @ Nomal ia

Monitor Polling Sendce @ Nomal L]

10115 10:25 10:33 10:45 10:55 11108
H Server Disk Utilization(%:)
CPU (7] Jviv Memory Utilization History (7]
Type [Cobamn ~| Tame [Lastbowr v Tye [Colmn v Teme [Lasttiow

20 40

15 20

12 -

8

4

o 0

10115 1ozs 10135 10145 101335 11103 10:18 10:25 10:35 10:45 10:55 11105

W Server CPU Ltilization(%:) B Server JuM Memory Ltilization(3s)

Memory Latest 10 Alarms (7]
Alarm Name Severity Alarm Time
20

0
40

5 'l
s 1o data bo diaplayt
o
10115 10:25 10:38 10148 10:55 11:08
[l Server Memory Utilization(%)
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View Application Notifications

The application generates a notification when a task is completed. For example, if you
initiated a firmware upgrade for one or more devices, the application generates a notification
when the upgrade is completed. The notification includes details about whether the task
completed successfully.

When the application generates one or more notifications, a small red-colored circle displays
on top of the Envelope button in the top bar at the upper right of the screen. A number in the
circle indicates the number of natifications that the application generated.

> To view application notifications:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary screen displays.

Welcome | 3 XJ a' # >
m WIRELESS m MONITOR CONFIG ALARMS TOPOLOGY SFLOW REPORTS JOBS m ADMIN

HETWORK SUMBARY

Network Summary

Device Tree View (7] Enterprize Network Map (7]
GroupBy [ Locaton [~ ] juwﬂ,

-360 &«
o @ test i wc-IaJﬂ

@ mass

w @ shanghai CN ,."
@ @ sanfose 7
& @ Netgear sanjose L2.1 0.
@ netgear ,% ‘
© @ Juneb-location-215 -
@ Jung-locatioon-217 " 5 b
& @ JUNG-OLatOn-MS300 et pa 168,10, R
: Sy BEO6E  uTlzs
@ @ germany
= -1 UTK50
@ @ beling 1 amﬂ' L W
324 .. i LG ar
Unknown S0 16E s .ﬁiﬂm ~
192, A "
i - i..n,,ﬂm(. Py
] i, iy )
“'m'gl%‘nnmﬂm. .10, m netgeﬂﬂ%?"m 1466
Device Inventory Status/Device Type (2] Top 10 Devices by Average CPU (Today) (2]
Device Name: Device Type: CPU Utilization
Device Status Device Type @821 5 B swicn L
gu [ standalone &¢ LAk 2 switen -
0 cown O Firewatl L] & standatone AP T
O swich -] & stanvaone AP -
[ Router @ & standatone ap -
[0 Cortroller Mansze | g & stndalone AP 1R
0 wus CXl &3 switeh P
[ Wireless Controlle e K& Standalone AP )
(- N Standalone AP Y E—
8 jimmy B3 switch R
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In the top bar at the upper right of the screen, click the Envelope button.

The My Notifications screen displays.

B My Notifications X

My Notifications
m Rowws per page| 10 H £ | 1 EH > Total: 0
[ & Start Time & End Time - Applcation & Status >

Mo data bo display!

To view details about a notification, select the notification and click the Details button.
To close the screen, click the X () button.
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Keep your device firmware current

You can back up and restore device configurations. You can also upgrade device firmware.
This chapter covers the following topics:

» Back Up Your Device Configurations

e Restore Your Device Configurations

¢ Import and Export Configuration Files to an External File Server
e Upgrade Firmware for One or More Devices
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You can back up the configurations of the NETGEAR devices on your network.

You can schedule configuration backup jobs for future execution on a recurrent basis for
batch operations.

The following sections describe the backup tasks:

Add or Modify a Backup Profile

Execute a Backup Job

Schedule a Backup Job

View the Execution Status of a Backup Job
Remove a Backup Profile

Add or Modify a Backup Profile

A backup profile defines the devices that are included in a backup job, and as an option, the
schedule with which the backup job occurs. You must create a backup profile before you can
back up the configuration of one or more devices.

To a single backup profile, you can add devices, device groups, or both.

» To add a backup profile or modify an existing backup profile:

1. Open a browser and connect to the application through the static IP address of the

NMS300 server.

For more information, see Log In to the Application on page 18.

Enter your user name and password.

The default administrator user name is admin and the default administrator password is

also admin.

Click the Sign In button.

The Network Summary screen displays.
Select CONFIG > BACKUP.

Backup

[ caprane | con_[| execusprome | JETRS

[ Name - Scheduled 4 Recumant Type 4 LastExacution Time
O rvsass & o Mot Recument 0SZ013 114945
[ csmra24 Bno Mot Recument 09N 2013 11:45:28
O standaloneaPs_Backup & ves Vieekly

2}
Rowsperpage| 10 14 < [ 1 |11 > [ Totat3
# Last Execution Status % Nexd Execution Time £

& Succeeded
& Partially Succeeded
09162013 11:52:00
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The Backup screen displays the existing backup profiles.

5. To add columns to or remove them from the Backup table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Name, Scheduled, Recurrent Type, Last
Execution Time, Last Execution Status, Next Execution Time, Description, Created By,
and Created Time.
6. Add a backup profile or modify an existing backup profile:
* To add a backup profile, click the Add Profile button.
* To modify an existing backup profile:
a. From the Backup table, select a backup profile.
b. Click the Edit button.

For a new backup profile, the Add Profile screen displays. For an existing backup profile,
the Edit Profile screen displays.

i Add Profile X

General Info

Hame 3 x
Description
Backup File Setting
File Name 2
Version

Backup Result Notification

["] E-mail To

provious | v | | EENECETEIE Close

7. Enter or modify the following information:
e General Info. Enter a name and description for the new profile.
e Backup File Setting. Enter a file name and version for the backup file.

e Backup Result Notification. To enable the application to send an email message
with the backup results, select the E-mail To check box and enter an email address.
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8. Click the Select Devices tab.

4 Add Profile X

Select Devices > View Result
Select Target Network Devices or Groups Add Device Add Group m

[ Status 4 Entity Name % Entiy Type # IP Address 4 Vendor 4 Device Model ¢

No data to display!

BT oo screove | soe [ oo [

9. Add devices, device groups, or both:
a. Click the Add Device button.

B Select Devices X

Filterfiane
Rowsperpege[ 10 [ < | 1 14 > Totak 40
[] Stalus & Device Name ~ [P Address & Hostname & Vendor & Device Type ‘& Device Model ‘& Fimmware Version
O ew 192.168.10.102-mine 192168.10.230 B netoear Switch GSMI224v2 8.0.1.26
O ®w 18216810104 19216810004 Bl netgesr Switch GSMT3265v2 80342
O euw 182.168.10114 192.168.10.114 Bl vietosar Switch GST26TPS 53017
O ew 19216810120 192.168.10.120 B retgear Switch M5300-2863 100031
0O @&w 19216810125 19216810125 Bl rietgear Switch GSMT248v2 80.1.22
O ®ue 182 16510 201 19216810 201 B nietoear Switch GST4BTPS V5208
[ @ pown 18246810 216 192.168.10.216 |~ Switch GST2TVE 627130
O @&uw 19218810217 19218810217 B retasar Switch GSMPZ12F 100123
O @uw 18216510221 19216610221 B rietgesr Switch NEMT2245 9.0.1.30
0O ew 192.16810.226 192.168.10.226 Bl etpear Switch GST52TXS 81011
< | i
[ Ada selection | | Agaan | | close |

b. Select devices to add and click the Add Selection button.
To add all of the devices in the table, click the Add All button.
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c. Click the Add Group button.

Show Filter

Rows per page| 10 E < [l > Bl vota 1

-l_ Name - Type 4 Device Count %
gear Devices namic Group
™ | Al Netgear Devi Dynamic G 5

| Add Selection | | Add All | | Close |

d. Select device groups to add and click the Add Selection button.
To add all of the device groups in the table, click the Add All button.

The selected devices, groups, or both, display in the Select Target Network Devices or
Groups table.

10. If you are modifying an existing backup profile, to remove devices or groups:
a. Select the devices or groups.
b. Click the Remove button.

The devices or groups are removed from the Select Target Network Devices or Groups
table.

11. To add a schedule, click the Add Schedule button.

You can schedule the generation of the report for a later time or let it recur automatically.
For more information, see Schedule a Backup Job on page 117.

12. Click the Save button.
The new or modified backup profile is saved and displays in the Backup screen.
13. To execute the backup job, click the Execute button.

Your backup profile is executed immediately.

Execute a Backup Job

You can execute a one-time backup profile immediately. Executing a backup profile is
referred as a backup job.

The application saves the backup configuration files on the NMS300 server and lists them on
the Restore screen. You can use the backup files to restore device configurations for the
devices on your network. For more information, see Restore Your Device Configurations on
page 122.

The application saves configuration files from completed backup jobs for the data retention
period. For more information, see Set the Data Retention Period on page 247.
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> To execute a backup profile immediately:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary screen displays.

Select CONFIG > BACKUP.
[ s | s | wowron | _come | us | roroor | suow [ wows | om | v | o ]

BACKUP

Backup (2]
nddproie [l Edt | Exccuteprome |[IICRA Rowsperpage| 10 [ < [ 1 |in > [N Totar3
[ name = Scheduled 4 Recumsnt Type & LastExsculion Time & LastExecution Status & Next Exscution Time 0

O | Fvsstec B e Mot Recurmrent 0902013 11:45:45 & Succeeded
O cemraz4 % Hol Recument 02N 2013 11:45:28 & Partially Succeeded
[ standaloneAPs_Backup Ves Wigekh 09ME201311:52:00

The Backup screen displays the existing backup profiles in the application.

To add columns to or remove them from the Backup table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Name, Scheduled, Recurrent Type, Last
Execution Time, Last Execution Status, Next Execution Time, Description, Created By,
and Created Time.

Select the backup profile.
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7. Click the Execute Profile button.

Execution Result

Hote:  The Config Backup task may take a whis to complete. Please be patient

Status a Succeeded

&4 Execute Profile X

Rnwsperuage”ﬂjﬂuﬁ < 1 11 >

Total 1

Device Name 4 IP Address % Start Time 4 End Time 4 Status & Detail

KSMT2245_221 192.168.10.221 05/02/2013 16:11:53 05/02/2013 16:12:03 & Succesded

[ close

The Status field displays the progress of the backup job. After the job completes

successfully, the Status field displays Succeeded.

8. Click the Close button.

The screen closes.

Schedule a Backup Job

You can schedule a backup job to occur later, either once or on a recurring basis.

» To schedule a backup job:

1. Open a browser and connect to the application through the static IP address of the

NMS300 server.

For more information, see Log In to the Application on page 18.

2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is

also admin.
3. Click the Sign In button.

The Network Summary screen displays.
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4. Select CONFIG > BACKUP.

Backup

[ naaprome || cou | ococtorome [T

] Mame - Stheduled & Recument Type 4 Last Execulion Time
O Fvaaisc B e Mot Recuerent 0902013 11;49:45
O Gsm7a24 % ot Recurrent 02N 2013 11:45:28
[ stangsionesPs_Backup Ves Wieekly

(7]
Rowsperpage| 10 [ < [ 1 |in > [N Totar3
¢ LastExecution Status 4 Mex Execution Time s

& Succeeded
& Partially Succeeded
08nEz013 115200

The Backup screen displays the existing backup profiles in the application.

5. To add columns to or remove them from the Backup table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Name, Scheduled, Recurrent Type, Last
Execution Time, Last Execution Status, Next Execution Time, Description, Created By,

and Created Time.

6. Select the backup profile.
7. Click the Edit button.

4 Edit Profile X

Select Devices View Result

General Info
Name Backup221 L4
Description TestBackup

Backup File Setting
File Hame SelectSwitches *
Version 17.0

Backup Result Notification
[ E-mail To

provioss | vext | EETIEEIEIT Lcose
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8. Click the Add Schedule button.

Execution Type & Status

Enable Mo g Execution Type One time scheduled [ v ]

9. From the Enable menu, select Yes.

10. Specify whether the application executes the backup job once or on a recurring basis by
selecting one of the following options from the Execution Type menu and entering the

corresponding information:
e Onetime scheduled. This is the default selection.

In the Starting On field, enter a date and time.

* Recurrent. The screen adjusts to display more fields.

Execution Type & Status

Enable Yes g Execution Type Recurrent g
Starting On

Starting On 04/30/2013 14:59:00 z

Recurrence

Recurrence Type Weekly g

Day of the Week ¥ Monday ™ Tuesday [~ Wednesday [~ Thursday [~ Friday [ Saturday [ Sunday

Stopping On

" End Time

* Never

Enter the following information:

a. Inthe Starting On field, enter a date and time.

b. From the Recurrence Type menu, select how the schedule recurs and complete
the corresponding field or select the corresponding check boxes.

c. Select the End Time radio button and enter the date and time in the
corresponding field, or leave the Never radio button selected, which is the

default setting.
11. Click the Submit button.
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The Schedule screen closes. The backup job schedule becomes part of the backup
profile.

12. On the Edit Profile screen, click the Save button.
The backup job is executed according to the schedule that you set.

The application saves the backup configuration files on the NMS300 server and lists them on
the Restore screen. You can use the backup files to restore device configurations for the
devices on your network. For more information, see Restore Your Device Configurations on
page 122.

The application saves configuration files from completed backup jobs for the data retention
period. For more information, see Set the Data Retention Period on page 247.

View the Execution Status of a Backup Job

You can view the execution status of a backup job to ensure that a device configuration was
backed up as scheduled.
To view the status of a backup job:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary screen displays.

4. Select CONFIG > BACKUP.
[ wecuss | wsomrs | wowron | cowe | mws [ vomioor | wnow [ mooms | wws | vew | sm |

BACKUP

Backup (2]
nddprofie | Edt [ Executepromie (IO Rows perpage| 10 B9 < [ 1 |11 > Total: 3

[ Name - Scheduled % Recument Type 4 LastExecution Time 4 Last Execution Status 4 Next Execution Time 4

O | Fvsstec B e Mot Recurmrent 0902013 11:45:45 & Succeeded

O cemraz4 % Hol Recument 02N 2013 11:45:28 & Partially Succeeded

[ | standaloneAPs_Backup Ves Wigekhy 09ME201311:52:00

The Backup screen displays the existing backup profiles in the application.

5. To add columns to or remove them from the Backup table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

Manage Configurations and Firmware

120



NMS300 Network Management System Application

You can choose from the following columns: Name, Scheduled, Recurrent Type, Last
Execution Time, Last Execution Status, Next Execution Time, Description, Created By,
and Created Time.

6. Select the backup profile.
7. From the More menu, select View Execution Status.

B View Execution Status X

History Job Result

Rowsperpage[ 10 [0 < [7 /1 > BN Totw1
Start Time: * End Time 4 Siatus 4+ Detail +
0410412013 01:49.32 0400412013 020053 & succeeded

Rows per page | 10 E < 17 > KR totai 1

4 EndTime # Status « Detail ¥

Device Name 4 |PAddress # Start Time
0440472013 02:00:51 g Succeeded

192.168.10.209 192.168.10.209 04/04/2013 01:49:34

4 | 3
[ Close

The screen displays the execution history of a job and whether the job succeeded or
failed.

8. Click the Close button.

The screen closes.

Remove a Backup Profile

If you delete a backup job from the Jobs table, the application deletes the backup profile for
the job automatically. For more information, see View and Manage Jobs on page 234. You
can also remove a backup profile manually.

> To remove a backup profile manually:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary screen displays.
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Select CONFIG > BACKUP.
[ wesss | mesomcrs | wowron | come | sows | rovocer | smow | moms | ons | ves | wom |

BACKUP

Backup (2]
nddprofie | Edt [ Executepromie (IO Rows perpage| 10 B9 < [ 1 |11 > Total: 3

[ Name = Stheduled # Recurreni Type # LastExecution Time # LasiExecution Status # Mext Exocution Time %

O | Fvsstec B e Mot Recurmrent 0902013 11:45:45 & Succeeded

O cemrzze B e Mol Recument 02N 2013 11:45:28 & Partially Succeeded

[ standaloneAPs_Backup Ves Wigekly 09ME201311:52:00

To add columns to or remove them from the Backup table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Name, Scheduled, Recurrent Type, Last
Execution Time, Last Execution Status, Next Execution Time, Description, Created By,
and Created Time.

Select the backup profile.
From the More menu, select Delete Profile.

A pop-up confirmation screen displays.
Click the Yes button.
The backup profile is removed from the Backup table and deleted.

Restore Your Device Configurations

You can restore the configurations of the devices that the application manages on your
network, as follows:

Single device. You can restore the configuration of a single device on your network. For
more information, see Restore the Configuration of a Single Device on page 123.

Several identical devices. You can use the configuration of one of the devices on your
network to create a configuration template for several identical devices on your network.
For more information, see Customize and Promote a Configuration File on page 127 or
Promote a Configuration File for an FVS318G Firewall on page 130 and Restore the
Configuration of Several Identical Devices on page 134.

The Restore table (which you access by selecting CONFIG > RESTORE) displays the
backup configuration files that the application adds after it backed up a configuration.

The application saves backup configuration files for the data retention period. For more
information, see Set the Data Retention Period on page 247.

If the configuration file that you need does not display in the Restore table, you can import the
file into the application. For more information, see Import a Configuration File on page 138.
The Restore table also displays the configuration files that you imported.
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CAUTION:

When you restore the configuration of a device, you must provide the
correct configuration file. Make sure that you select both the correct device
type and correct device model for the configuration file that you upload to
the application. If you provide the wrong configuration file, the application
pushes the incorrect configuration file when it executes the configuration
restore job and you can damage the device.

The following sections describe the tasks that you can perform with device configuration files:

Restore the Configuration of a Single Device
Customize and Promote a Configuration File

Promote a Configuration File for an FVS318G Firewall
Restore the Configuration of Several Identical Devices
Import a Configuration File

Export a Configuration File

Modify a Configuration File

Remove a Configuration File

Compare Two Configuration Files

Restore the Configuration of a Single Device

You can restore the configuration of a single device immediately or schedule the application
to restore the configuration later.

To restore a configuration to a single device:

1. Open a browser and connect to the application through the static IP address of the

NMS300 server.
For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.

The Network Summary screen displays.
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Select CONFIG > RESTORE.

Restore (7]
| importfile I Eat J|  Restore configwation  [ITTIINS Rowsperpage| 10 4 < [ 1 i1 > [ Tomre
[ File Name % Device Name & File Type % CreateTime ~ Device Type & Gize(kB) & Promoted #
0 zs Juned-21 5-Jimm-GSMT 224v2 5 Ten DENOZ013 1315014 Switeh 211 Bne

O backup-pror-1 192.168.10.61 ] Text 091 072013 12:24:08 & switch 13 B o

O | backup-prot1 192.168.10.55 B Tent 0912013122341 @ switeh 1.08 Bno

O backup-prot1 192.168.10.120 B Tent ORM0M01312:23.41 & switch 28 B o

To add columns to or remove them from the Restore table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: File Name, Device Name, File Type, Create

Time, Device Type, Size (KB), Promoted, Description, Device IP, Device Model, Version,
Vendor, and Created By.

To filter the configuration files that are listed, click the Show Filter button.

You can filter the configuration files by criteria such as device type, device model, device
name, and device IP address.

To hide the filter, click the Hide Filter button.

Select the configuration file.
Click the Restore Configuration button.

&4 Restore Configuration X
Select Devices > m
Config File Info
File Hame 215
Device Type t v | Device Model GSMI224v2
Select Target Network Devices or Groups AddDevice || Add Group
I:l Status # Entity Name: % Entity Type % P Address % Hostname * Vendor % Device Moclel L
No data to display!
[screaue | execue JREESY
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9. Click the Add Device button.

B Select Devices X

Rows per page [ 10 n( [+ 11 > A ot

O status & Device Name ~ [P Address % Hostname & vendor $ Device Type & Device Madel & Fmware Version
Oeuw ' 192168.10.102-mne 19216810230 H B  [TET i p—— cawzez 80126
O @ June-215gmay-GSMT224v2 19216810215 B vetgear & switch GSMT224v2 8.0 .44
O|®up JuneS-21S5mmy-GSMT22dv2 18216810140 B retgear Switch GEMT224v2 80128

<

Add Selection ] Add All |‘-Elm ‘

10. Select the device.
11. Click the Add Selection button.
The screen closes and the selected device is listed on the Restore Configuration screen.

1 Restore Configuration X

Select Devices > m
Config File Info
File Hame 215
Device Type 3 Device Model GEMT224v2
Select Target Network Devices or Groups AddDevice || Add Group
Ij Status 4 Entity Name % Entity Type % P Address 4 Hostname ¢ Wendor # Device Model ¢
O @uw June215-jimmy-GSM7224v2  Device 19216810215 Metgear GSMT224v2
<l 2
[Scheduis | Erccute JIEE

CAUTION:

Make sure that you select the correct device. Selecting the wrong device
for the selected configuration file can damage the device.
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12. Specify whether to restore the configuration file immediately or later by clicking one of the

NMS300 Network Management System Application

following buttons:

Execute. Restores the configuration file immediately.

When the job completes, A screen similar to the following displays.

&4 Restore Configuration X

Execution Result

Hote: The Config Restore task may take & while to complete. Please be patient

Status ¥ Succesded

Rowes per page| 10 g I ER A co B

s

4 Detail *

s

Device Name # [P Address 4 Start Tme 4 End Time 4 Slatus
JGSMT224_207 192 168.10.207 05/21/2013 17:03:54 052172013 17:04:18 a Succeeded

Close

Schedule. Lets you set up a schedule to restore the configuration file later.

A screen similar to the following displays.

Execution Type & Status

Execution Type One time scheduled v |

Starting On 05/21/2013 13:58:00 z
| canc |

a. Specify the time that you want the procedure to start.
b. Click the Submit button.
The restore procedure is executed once at the specified time.
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Customize and Promote a Configuration File

To use the configuration file of a device as a template to configure a collection of devices
(see Restore the Configuration of Several Identical Devices on page 134), you first must
customize the file for your network configuration and promote the file.

You cannot use a promoted file to configure the following types of devices and firewall
models:

* Wireless controllers

*  Wireless management systems

e Storage devices

* Any compatible NETGEAR device that does not support a text-based configuration file
* FVS318N firewall

*  FVS336Gv2 firewall

*  FVS336Gva3 firewall

e SRX5308 firewall

Note: For information about using a configuration file as a template to
configure several NETGEAR FVS31G firewalls, see Promote a
Configuration File for an FVS318G Firewall on page 130.

CAUTION:

NETGEAR recommends that only administrators with advanced network
knowledge and experience perform the following procedure.

» To customize and promote a configuration file:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary screen displays.
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4. Select CONFIG > RESTORE.

RESTORE

Restore (7]

Filter: Hone Show Filter
Import File [ml Restore Configuration || More v | Rows perpage| 10 u < > ER oz

™ File Hame & Device Name & File Type & Craale Time = Device Type & Size(KB) # Promoled ®

™ backup_221 NSM72245_221 B Text 050272013 16:12:03 & switch 283 8o

I© [Promoted]backup_221 XSMT2248_221 & Teudt 0412872013 03:54:33 E Switch 278 & ves

I backup_221 NEMT2248 221 ¥ Tert 0472802013 03:40.27 Switch 284 Buo

5. To add columns to or remove them from the Restore table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: File Name, Device Name, File Type, Create
Time, Device Type, Size (KB), Promoted, Description, Device IP, Device Model, Version,
Vendor, and Created By.

6. To filter the configuration files that are listed, click the Show Filter button.

You can filter the configuration files by criteria such as device type, device model, device
name, and device IP address.

To hide the filter, click the Hide Filter button.

7. Select the configuration file.
8. From the More menu, select Promote File.

£ Promote File X

Promote Configuration
C o W o2 |
|2 # ] a B
| Asset Tag 48
1 ICurrent Configuration |
z - | | @ CLIName
3 T
i  Capabiities
£ ISystem Description "GEM7224Y2 - ProSafe 246" B Contact
3
7 1System Soflwvare Version "8.0.1 44" W Creator =
& = DNS hostname
3 ISystem Up Time "9 days 16 hrs 0 mins 47 secs”
10 © Date Created
1
11 IAdeitionsl Packages  FASTPATH QOS & Description
1z
13 ICurrent SNTP Synchronized Time: SEP 13 16:42:08 2013 UTC © Device Driver OID
14
© Device identifier

15 1
18 @ Digcover Date
17 set gurp adminmode ¥

& 3 @ Equipment leon o
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9. Modify the configuration file by inserting a preconfigured parameter in the configuration file.

The application substitutes the parameter that you insert with the actual value that it
obtains from the device through monitoring.

a. Select the line of code that you want to modify.

The following figure shows an example of a line of code.

network parms 152.168.10.202 255.255.255.0 182.165.10.1

b. Erase the value and leave the cursor positioned where you want the parameter
inserted in the line of code.

The following figure shows the example of Step a after you erased 192.168.10.202
from the line of code.

network parms 255.255.255.0 182.168.10.1

c. Double-click a parameter in the Filter Parameters table.

The following figure shows the preconfigured IP Address parameter that you can
select from the Filter Parameters table.

|| B P Address |

The application inserts the parameter at the position of the curser in the line of code.

The following figure shows the example of Step a after you inserted the IP Address
parameter in the line of code.

| network parms $IPAddress® 255.255.255.0 192.168.10.1

10. Repeat Step 9 until you made all your changes in the configuration file.

CAUTION:

When you restore the configuration of a device, you must provide the
correct configuration file. Make sure that any changes that you make on
the Promote Configuration screen do not corrupt the configuration file. If
you provide a corrupted configuration file, the application pushes out the
corrupted configuration file when it executes the configuration restore job
and you can damage the device.

11. Click the Submit button.

The Promote File screen closes and the promoted configuration file is listed in the
Restore table.
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Promote a Configuration File for an FVS318G Firewall

To use the configuration file of a single NETGEAR FVS318G firewall as a template to
configure a collection of NETGEAR FVS318G firewalls (see Restore the Configuration of
Several Identical Devices on page 134), you must promote the configuration file but can
retain the existing configurations for the following features:

e ISP login and type of ISP

*  WAN Internet (IP) address and DNS servers

e Dynamic DNS configuration

*  SNMP configuration

e Time Zone

For each of these features, you can decide to either retain the existing configuration on the
firewalls or overwrite the configuration for the feature with the one from the promoted

configuration file. The firewalls obtain all other features that are not stated in the previous list
from the promoted configuration file.

Note: You cannot promote a configuration file for the FVS318N, FVS336Gv2,
FVS336GVv2, or SRX5308 firewall.

CAUTION:

NETGEAR recommends that only administrators with advanced network
knowledge and experience perform the following procedure.

> To promote a configuration file for an FVS318G firewall:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary screen displays.
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Select CONFIG > RESTORE.

Restore (7]

Filter: Hone Show Filter
Import File [ml Restore Configuration I_llo_re - Rows perpage| 10 u <1 > ER om:

™ File Name & Device Name & File Type & Create Time ~ Device Type & Size(KB) ¢ Prometad 0

™ backup_221 XSMT2245_221 B Text 050272013 16:12:03 & switeh 283 Bro

™ [Promotedibackup_221 XSMT2245_221 ¥ Tent 04/28/2013 03:54:33 & switch 278 Yes

I backup_221 NEMT2245 221 ¥ Tedt 0472872013 034927 Switch 284 B

To add columns to or remove them from the Restore table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: File Name, Device Name, File Type, Create
Time, Device Type, Size (KB), Promoted, Description, Device IP, Device Model, Version,
Vendor, and Created By.

To filter the configuration files that are listed, click the Show Filter button.

You can filter the configuration files by criteria such as device type, device model, device
name, and device IP address.

To hide the filter, click the Hide Filter button.

Select the configuration file for an FVS318G firewall.
From the More menu, select Promote File.

B PromoteFile x
ISP Login & ISP Type > WAN Internet {IP) Address & DNS Servers Dynamic DNS mm

@ Do not use the seftings from this configuration file, instead retain current setfings in device
© Usethe seftings from this configuration file which is shown below

ISP Login

Does your internet connection require a login: Mo

Login: Password

ISP Type
Which type of ISP connection do you uss:

Account Name: Domain Mame:

el Timeout lelle Minutes:

Connection Reset Ro Digconnect Time = HH: o
Disconnect Time = Mit o Delay = Sec: 0
My [P Address: Server IP Address:

9. Select one of the following radio buttons:

* Do not use the settings from this configuration file, instead retain current
settings in device.

* Use the settings from this configuration file which is shown below.
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10. Click the WAN Internet (IP) Address Servers tab.

B Promote File X
ISP Login & ISP Type WAN Internet (IP) Address & DNS Servers > mm

@ Do net use the seflings from this configuration fils, instead retsin current settings in device

O Use the settings from this configuration file which is shown below

Internet (IP) Address

Get Dynamically from ISPAUse Static P Address: Use Static IP Address

Cliert identifier Checkbox: Chierd Idertifier Narme:

Wendor Clags kientifier.

IP Address: 66.166.147 252 P Subiret Mask 2552562650
Gateway P Address: 65,165 147248

Domain Name Sewver (DNS) Servers

Get Automatically from ISPiLse These DNS Servers: Use These ONS Servers

Primary DNS Server: 8888 Secondary DNS Server 0noo

B3 [ ciose |

11. Select one of the following radio buttons:

Do not use the settings from this configuration file, instead retain current
settings in device.

e Use the settings from this configuration file which is shown below.

12. Click the Dynamic DNS tab.

B Promote File X

ISP Login & ISP Type WAN Internet (IP) Address & DNS Servers Dynamic DNS > m

(@ Do net use the seflings from this configuration file, instead retain current settings in device

©) Usethe seftings from this configuralion file which is shown below

Dynamic DNS

DNS Type: Not Set Darmain Mare:

User Name/Email Passwordiey.

Use widcards: No Update every 30 days N

m Close |

13. Select one of the following radio buttons:

e Do not use the settings from this configuration file, instead retain current
settings in device.

e Use the settings from this configuration file which is shown below.
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14. Click the SNMP tab.

B Promote File X

ISP Login & ISP Type WAN Internet (IP) Address & DNS Servers m SNMP >

@) Donot use the setfings from this configuration file, instead retain currert setings in device

O Use the seftings from this configuration file which is shown below

SMMP SysConfiguration
SysContact admin SysLocation netgear

Syshlame: FYS318G

(s TN

15. Select one of the following radio buttons:

* Do not use the settings from this configuration file, instead retain current
settings in device.

* Use the settings from this configuration file which is shown below.
16. Click the Time Zone tab.
51057t | bt 9 im0 e | s | s> | |

() Donot use the setfings trom this configuration file, instesd retain current setiings i device

) Use the seftings from this canfiguration flle which is shown below

Tirne Zone

Dede/Time: (GMT-10,00) Hawail
Automatically Adjust for Daylight Savings Time: No

Use Detault NTP Serversiise Custom NTP Servers Lise Default TP Servers
Server 1 Name / P Address: time-c.netgear com
Server 2 Neme / IP Address: time-dinetgear.com

[sevo IR
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CAUTION:

When you restore the configuration of a device, you must provide the
correct configuration file. Make sure that you configure the configuration
file correctly. If you provide a corrupted configuration file, the application
pushes out the corrupted configuration file when it executes the
configuration restore job and you can damage the device.

17. Click the Save button.

The Promote File screen closes and the promoted configuration file is listed in the
Restore table.

Restore the Configuration of Several Identical Devices

You can use the configuration file of one of the devices on your network to create a template
configuration for several identical devices on your network. You must promote this template
configuration file before you can use it to restore the configuration of several devices (see
Customize and Promote a Configuration File on page 127 or Promote a Configuration File for
an FVS318G Firewall on page 130). Otherwise, the restore procedure fails.

You can restore the configuration of several devices immediately or schedule the application
to restore the configuration later.

CAUTION:

NETGEAR recommends that only administrators with advanced network
knowledge and experience perform the following procedure.

» To configure several identical devices:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary screen displays.
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MONITOR

Select CONFIG > RESTORE.

ALARMS

TOPOLOGY

REPORTS

ADMIN

Restore (7]
importFile | Edit || Restore Configuration  NETIH Rows perpage[ 10 g < [ 1 11 > [ Towts

0] Fite Mame #2 O Hame st LA LA L i Devicome SEROED eI L

O ap-210 netgearAiiFe ¥ Text Q02013 14:56: 3 & standatone AP 21.56 Bro

0 ap-350 350157 ¥ Teut 09N 02013 14:53:26 & standalone AP 38.29 Bro

O | Promated) 1 S-non-def Juned-215-limmy-GEMT 224v2 I Teat 0811072013 14:51:35 Switch an @ves

O 215-non-def JuneB-215-jimmy-GSM7 224v2 B Teat 091072013 13:54:23 Switch an Bno

0O |z26 192.168.10.226 B Teut 081072013 13:48:53 @ switch 18.35 B

5. To add columns to or remove them from the Restore table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: File Name, Device Name, File Type, Create
Time, Device Type, Size (KB), Promoted, Description, Device IP, Device Model, Version,
Vendor, and Created By.

6. To filter the configuration files that are listed, click the Show Filter button.

You can filter the configuration files by criteria such as device type, device model, device
name, and device IP address.

To hide the filter, click the Hide Filter button.

7. Select the promoted configuration file.
8. Click the Restore Configuration button.

4 Restore Configuration X

B o |

Config File Info

File llame [Promoted]215-non-def

Device Type fic [v] Device Model GSM7Z24v2
Select Target Network Devices of Groups AddDevice | AddGroup [| Remove |
0O status e ) e L LR gl el O ST L i =S U N S

Ne data to display!

Schedule m ["Close |

9. Select the target network devices or groups.
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CAUTION:

Make sure that you select the correct devices or device groups. Selecting
the wrong devices or device groups for the selected configuration file can
damage the devices.

e To add individual devices:
a. Click the Add Device button.

B Select Devices X

Filter:[Device Model: GEM7224v2] Show Filter
Reonwrs per page 10! < 1|1 > m'ldﬂta

[J Status & Device Name + P Address ¢ Hostname & Vendor ¢ Device Type & Device Madel & Finmware Version

O ew 192168.10.102-mine 19216810230 I et Switch GEMTZ2AZ 80128

O ®u JuneB-215-immy-GSMT224v2 19216810140 B retgear Switch GSMT224v2 80428

O eu JuneB-215-immy-GEMTZ24V2 19216810215 [ [TE Switch GEMTI2A2 80444

< >

' Add setection | | Adaan || close |

b. Select the devices you want to add and click the Add Selection button.
To add all devices, click the Add All button.

The screen closes and the selected devices are listed on the Restore
Configuration screen.

&4 Restore Configuration X

Select Devices > m

Config File Info

File llame [Promoteclj215-non-def

Device Type Switch v || Device Model GEMT224v2

Select Target Network Devices or Groups AddDevice | Add Group
O] Stelus  # Eniy Name $ Eniity Type + P Addess $ Hostneme % Vendor  $ Device bodel s
Oew 192163.10.102-mine Device 19246810230 Metgear csMT2242
O @uw JuneS-215jmmy-GSMP224v2  Device 192.168.10.140 Netgear CSMTZ24v2
Oew June6-215 fimmy-GSWT224v2 | Devics 19216810215 Netgear GSMTZ24v2

[screaue cose |
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e To add device groups:

a. Click the Add Group button.
| Show Fiter |

Filter:None
Rows per page| 10 B< 1 > Bl waz

[ mame - Type 4 Device Count %

[ AnNetgear Devices Dynamic Group 38

[ osmr224v2 Static Group 3

[ Rda'setection | [ Adaan | | ciose |

b. Select the groups you want to add and click the Add Selection button.

To add all groups, click the Add All button.
The screen closes and the selected groups are listed on the Restore

Configuration screen.
TR

Config File Info

File Hlame [Promoted|215-non-def
GEMTZ24v2

Select Target Network Devices or Groups Add Device Add Group
O status # Entity Mame % Entity Type % IP Address % Hostname # Vendor # Device Modsl +
L] GSMFI24v2 Group

Device Type H Device Model

[screaue cioe
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10. Specify whether to restore the configuration file immediately or later by clicking one of the
following buttons:

e Execute. Restores the configuration file immediately.
When the job completes, A screen similar to the following displays.

4 Restore Configuration X

Execution Result

Note: The Config Restore task may take a while to complete. Please be patient.

Status 0 Succeeded

rowsperpage| 10 I < [T 11 > N o

Device Name 4 [P Address 4 Start Time 4 End Time 4 Status « Detail L4
JGSMT224_207 192.168.10.207 05/21/2013 17:03:54 05/21/2013 17:04:18 @ Succeeded

Close

e Schedule. Lets you set up a schedule to restore the configuration file later.
A screen similar to the following displays.

Execution Type & Status

Execution Type Qne time sche: v |

Starting On 05/21/2013 12:58:00 z

M | conc

a. Specify the time that you want the procedure to start.
b. Click the Submit button.

The restore procedure is executed once at the specified time.

Import a Configuration File

You can import a configuration file for a device. If you want to use an MD5 file for error
checking during the import process, first use an MD5 tool to generate an MD5 file that is
based on the configuration file that you want to import.

» To import a configuration file for a device:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
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2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary screen displays.
4. Select CONFIG > RESTORE.

Restore 7]
Filter: Hone Show Filter
[ importrdeJ]Eat_[| ~resiore Conturation | U Rows perpsge[ 0 1 < [T 11 > [N o3
[ File Name & Device Name ¢ File Type & Create Time = Device Type & Size(KB) ¢ Promoted )
[ backup_221 XSM72245_221 2 Ten 0510272013 16:12:03 & switch 283 Bito
™ | [Promotedibackup_221 ASM72245_221 B Ten 04/28/2012 03:54:33 & switch 278 [
™ backup_221 XSMT2248_221 B Text 0472802013 03:49:27 Switch 284 B

5. Click the Import File button.

&4 Import File X

Config File Information

Select Your File | Select.. | 7

[ Enable MDS Check | [ seleai |

Rl

File Name ‘

|
Vendor [ Hetgsar
Device Type [swich
Device Model [eshimatz
File Type [Text
Version I |
Description

[

6. Specify the following information:
e Select Your File. Click the Select button.

Select the image file from your computer, follow the directions of your browser.

* Enable MD5 Check. To enable file validation with the Message Digest 5 algorithm,
select this check box and click the Select button.

To select the MD5 file from your computer, follow the directions of your browser.

* File Name. Enter the name of the configuration file that you want to use.
* Vendor. Select the vendor of the device.
e Device Type. Select the device type.
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e Device Model. Select the device model.

e File Type. Select the file type.

* Version. Enter the version of the configuration file.

e Description. Enter a description of the configuration file.
Click the Submit button.

The Import File screen closes and the imported file is listed in the Restore table.

Export a Configuration File

You can export a configuration file for a device.

To export a configuration file for a device:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary screen displays.
Select CONFIG > RESTORE.

RESTORE

Restore (7]
Filter: lione Show Filter
|mi Restore Configuration !_5@950 x| Rows perpage| 10 u < > ER oz
I~ File Hame ¢ Device Name # File Type 4 Create Time = Device Type + Size(KB) & Promoted (]

[ backup_221 XSM72245_221 2 Ten 0510212013 16:12:03 & switch 283 Bro
™ | [Promotedibackup_221 XSM72248_221 ¥ Ten 04/28/2013 03:54.33 & switch 278 Yes
T backup_221 XEMT2248 221 ¥ Text 047282013 03:49:27 Switch 284 ﬂ Mo

To add columns to or remove them from the Restore table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: File Name, Device Name, File Type, Create
Time, Device Type, Size (KB), Promoted, Description, Device IP, Device Model, Version,
Vendor, and Created By.

To filter the configuration files that are listed, click the Show Filter button.
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You can filter the configuration files by criteria such as device type, device model, device
name, and device IP address.

To hide the filter, click the Hide Filter button.

Select the configuration file.
From the More menu, select Export File.
To save the file on your computer, follow the directions of your browser.

Modify a Configuration File

You can modify a configuration file except for the configuration file for a NETGEAR firewall.
The configuration file of a NETGEAR firewall includes content in hexadecimal format.

CAUTION:

NETGEAR recommends that only administrators with advanced network
knowledge and experience perform the following procedure.

To modify a configuration file:

1.

5.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary screen displays.
Select CONFIG > RESTORE.

RESTORE

Restore (7]
Filter: Hone Shaw Filter
|mi Restore Configuration !_5@950 x| Rows perpage| 10 u <[ > ER o
I File Name & Device Name & File Type & Creats Tima = Device Type & Siza(KB) & Promolad £

7 backup_221 NSMT224S_221 B Ten 05M02/2013 16:12:03 @ switeh 283 Bro
I | Promotedibackup_221 ASMT2245_221 B Ten 04128/2013 03:54:33 & switch 278 Yes
I backup_221 HEMT2245 221 ¥ Test 047282013 03:49:27 & switch 284 [ = BT

To add columns to or remove them from the Restore table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.
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You can choose from the following columns: File Name, Device Name, File Type, Create
Time, Device Type, Size (KB), Promoted, Description, Device IP, Device Model, Version,
Vendor, and Created By.

6. To filter the configuration files that are listed, click the Show Filter button.

You can filter the configuration files by criteria such as device type, device model, device
name, and device IP address.

To hide the filter, click the Hide Filter button.

7. Select the configuration file.
8. Click the Edit button.

13 Edit File:bkp-660-167 X

Edit Config File

| 5 || #

system configVersion 217 ~
system basicSettings t -
system basicSettings: aphame §60-167
4 system basicSettings: sysMacAddress 00-00-00-00-00-00
5 system basicSettings sysVersion 1.0
6 sysiem basicSetfings:sysCountryRegion 841
7 systembasicSettings:adminName admin
8 system basicSettings:adminPasswd password
3 system basicSettings dhopChentStatus 0
10 syslem basicSetlings:ipAddr 192,168 10167
11 systembasicSettings:netmaskAder 255.255.2550
1z  systembasicSeftings:gatewayAddr 192168101
13 systembasicSettings:pribnsAddr 0.0.0.0
14 systembasicSettings: sndDnsAddr 0.0.00
15 system basicSeftings:spanTreeStatus 0
16 system basicSettings:managementlaniD 1
17 system basicSettings:urtaggedylanStatus 1 s’
< |

m Cancel

@ B

£

9. Modify the configuration file by changing, inserting, deleting, or overwriting information.
The following tools are at your disposal:

* Looking glass icon. Displays the Find/Replace pop-up screen.
Number sign icon. Displays the Jump to Line pop-up screen.

CAUTION:

When you restore the configuration of a device, you must provide the
correct configuration file. Make sure that any changes that you make to the
configuration file do not corrupt the file. If you provide a corrupted
configuration file, the application pushes out the corrupted configuration
file while it executes the configuration restore job and you can damage the
device.

10. Click the Submit button.
The modified file is saved and the screen closes.

Manage Configurations and Firmware

142



NMS300 Network Management System Application

Remove a Configuration File

You can remove a configuration file that you no longer need.

To remove a configuration file:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.

The Network Summary screen displays.
Select CONFIG > RESTORE.

RESTORE

Restore (7]
Filter: Hone Shaw Filter
|mi Restore Configuration !_5@950 x| Rows perpage| 10 u <[ > ER o
[~ File Name ¢ Device Name ¢ File Type & Create Time ~ Device Type ¢ Size(KB) & Promoted @

[ backup_221 XSM72245_221 B Tent 050202012 16:12:03 & switch 283 B
™ Promotedibackup_221 XSM72245_221 B Ten 04/28/2012 03:54:33 & switch 278 Yes
I backup_221 NEMT2245 221 ¥ Tedt 0472872013 034927 @ switch 284 B

To add columns to or remove them from the Restore table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: File Name, Device Name, File Type, Create
Time, Device Type, Size (KB), Promoted, Description, Device IP, Device Model, Version,
Vendor, and Created By.

To filter the configuration files that are listed, click the Show Filter button.

You can filter the configuration files by criteria such as device type, device model, device
name, and device IP address.

To hide the filter, click the Hide Filter button.

Select the configuration file.
From the More menu, select Delete File.

A pop-up confirmation screen displays.
Click the Yes button.

The file is removed from the Restore table and deleted.
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Compare Two Configuration Files

You can compare two configuration files. The files must be text files. You cannot compare
binary files.

To compare two configuration files:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary screen displays.
Select CONFIG > RESTORE.

RESTORE

Restore (7]

Filter: lione Show Filter
| mportrile || Eait |  Restore Contiguration | ITTON Rowsperpage[ 10 B < [ 11 > EH Tota3
I File Name & Device Name & File Type & Craale Time = Device Type & Size(KB) & Promolad =

[T batkup_221 XEMT2245 221 & Text 050272013 16:12:03 & switch 283 Bro
T [Promotedibackup_221 XEMT2248 221 & Texdt 0412872013 035433 a Switch 278 Yes
T backup_221 XEMT2248_221 ¥ Text 04728/2013 03:49:27 a Switch 284 a Mo

To add columns to or remove them from the Restore table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: File Name, Device Name, File Type, Create
Time, Device Type, Size (KB), Promoted, Description, Device IP, Device Model, Version,
Vendor, and Created By.

To filter the configuration files that are listed, click the Show Filter button.

You can filter the configuration files by criteria such as device type, device model, device
name, and device IP address.

To hide the filter, click the Hide Filter button.

Select the two configuration files that you want to compare.

Both files must be text files.

From the More menu, select Compare Files.
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A screen similar to the following one displays.

4 Compare Files X

File Compare
Changed Lines Added Lines .Miuing Lines
[Promoted]215 215
0045 line ssh 0045 lins ssh -]
0046 0046
0047 exit 0047 exit
0048 0048
0048 spanning-tres configuration name “10-0D-7F-48-8F-1C" 0049 spanning-tree configuration name ™ 0-0D-7F-48-8F-1C"
0050 0050
0051 - sysname S 0051 snmp-server sysname "GSM7224v2_21522222" J
0052 0052
0053 snmp-server location "SLocations” 0053 snmp-server ocation "GSM7224v2_loc_2152222"
0054 0054
0055 snmp-server contact “SContacts” 0055 snmp-server contact "GSM7224v2_con_2152222"
0056 0056
0057 ! 0057 !
0058 0058
0059 interface 0/1 0059 interface 0/1
0080 0060
0061 exit 0061 exit
0062 0062
0083 inferface 017 A3 interfare 17 =
Ciose

The left and right side of the screen each display one of the selected files. The screen
highlights changed lines in yellow, added lines in green, and missing lines in red.

9. Click the Close button.

The screen closes.

Import and Export Configuration Files to an External File
Server

By default, the application saves and retrieves configuration files from the NMS300 server.
However, if you set up an external file server (see Set Up an External File Server on

page 246), you can retrieve (import) and save (export) configuration files, including backup
files, to the external file server.

For each type of device, you can transfer only the entire file directory that includes all
configuration files for the type of device. You cannot transfer individual configuration files. For
example, if you export the file directory for switches, all configuration files for all switches are
exported. Similarly, if you import the file directory for standalone APs, all configuration files for
all standalone APs are imported.

Note: After file directories are transferred from the NMS300 server to an
external file server (that is, the directories are exported), the
application deletes the file directories from the NMS300 server.
Similarly, after file directories are transferred from the external file
server to the NMS300 server (that is, the directories are imported),
the application deletes the file directories from the external file server.

Manage Configurations and Firmware

145



NMS300 Network Management System Application

> To import or export configuration file directories to an external file server:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary screen displays.
4. Select ADMIN > SETTINGS.

System and Website Settings

Getting Started with NMS System Settings ¢ Customize
/ Discover your network and add the devices you want to % Set global seftings for the system and website, Ji==  Customize the navigation and look of your web portal,
manage.

Account Information ﬁ Manage Monitor and Alarm = my.NETGEAR.com Account Profile
* View or modify users, or create new users, MNetwork monitor, alarm and threshold related configurations. " Configure and validate my NETGEAR com account profile
through myNETGEAR.com Web APL

MNETGEAR com Account Profile

£ sFlow Manage External File Server License And Version Information
= et sFlow related configurations. &L Eyemal File Server configurations and File Processing with View NMS: 5, i ang
External File Server. information.
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5. Under Manage External File Server, click the Import or Export Files link.

B import or Export Config Files X

Note

After files are transferred, the system will automatically delete them from the previous server.

File Operation Type
Operation Type File import u

External File Server information
External Server IP 172262.116
Directory Path backup/NMS300

[7] Directory Name
[7] ] Wireless Controlier
[ [ Controller Managed AP

[ | = Router

[F] L2 switch

[ | Firewall

[7] | standalone AP
[F] | Storage

| Eum

| Ewus

Ciose

6. From the Operation Type menu, select File Import or File Export.

7. In the Directory Name table, select the check boxes for the individual directories, or select
the check box in the table heading for all directories.

8. Click the Execute button.
The directories transfer to or from the external file server and the results display.

B Import or Export Config Files X

Execution Result
Note: File import may take a whie to complete. Please be patient.
Status Q Succeeded
Rowsperpage[ 10 [ < 1 /1 > [ motat1
Directory Name $ Start Time ¢ End Time $ Status 4 Detail ®
WHS 11162014 04:37:17 111672014 04:37:17 & Succeedes
Close
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Upgrade Firmware for One or More Devices

NETGEAR posts the latest firmware for each NETGEAR device on support.netgear.com.
NETGEAR recommends that you visit this site regularly to see if new firmware is available.

CAUTION:

When you update the firmware of a device, you must provide the correct
firmware file. Make sure that you select both the correct device type and
correct device model for the firmware file that you upload to the
application. If you provide the wrong firmware file, the application pushes
out the incorrect firmware file while it executes the firmware upgrade and
you can damage the device.

CAUTION:

When you update the firmware of stacked switches, make sure that all of
the switches in the stack support the firmware that you select to update on
the stack master.

The following sections describe the tasks that are related to firmware upgrades:

L]

Import a Firmware File

Execute or Schedule a Firmware Upgrade

Modify the File Name, Version Information, and Description for a Firmware File
Export a Firmware File

Remove a Firmware File

Import a Firmware File

After you download device firmware (an image) from the NETGEAR website at
support.netgear.com to your computer, you can load the firmware file onto the NMS300
server.

If you want to use an MD?5 file for error checking during the import process, first use an MD5
tool to generate an MD5 file that is based on the firmware file that you want to import.

» To load a firmware file onto the NMS300 server:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.

Enter your user name and password.
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The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary screen displays.
4. Select CONFIG > IMAGE MANAGEMENT.

IMAGE MANAGEMENT

Image Management (7]
Filter:Nane Show Filter

Loadimage [J Edit [ upgrade Firmware || Rowsperpage[ 10 [ < [1 11 > KN otar1
I File Name & Create Time ~ Device Type & Version ¢ Created By s
[ xms-9.1.0.29 0512112013 18:52:38 @ swich 90128 & jimmy

5. Click the Load Image button.

4 Load Image

‘

Image File Information

Select Your File Select.. | 7
[~ Enable MD5 Check | [ select= |
rietame rr

yener [etger

pevice Tipe [sween —  H

pevice Model - |

versien r 7

Description ’—J

Cancel |

6. Specify the following information:
e Select Your File. Click the Select button.

To select the firmware file from your computer, follow the directions of your browser.

Enable MD5 Check. To enable file validation with the Message Digest 5 algorithm,
select this check box and click the Select button.

To select the MD5 file from your computer, follow the directions of your browser.

File Name. Enter the name of the firmware file.
Vendor. Select the vendor of the device.
Device Type. Select the device type.

Device Model. Select the device model.
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* Version. Enter the version of the firmware file.
e Description. Enter a description for the firmware file.

7. Click the Submit button.

The firmware file is transferred from your computer to the NMS300 server.

The imported firmware file is saved for the data retention period. For more information,
see Set the Data Retention Period on page 247.

Execute or Schedule a Firmware Upgrade

After you import a firmware file into the NMS300 server (see Import a Firmware File on

page 148), you can execute a firmware upgrade immediately or schedule the application to
execute a firmware upgrade later.

To execute or schedule a firmware upgrade:
1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary screen displays.

Select CONFIG > IMAGE MANAGEMENT.

Image Management (7]
Loadimage || Eait [ upgradeFirmware JICEICIRA Rowsperpage| 10 B9 < [ 1 |11 > [ Totar3

[ File Name & Creats Time. ~ Devica Type. ® Version ® Created By ®

0O ts 3141 08132013 0902819 3 Firewan 311 & jiran

[0 | m5300_10.0.0.31 0971312013 09:27:27 Switch 10.0.0.31 & jitran

0| 7520_2505 081372013 09:26:27 BB wireless Contraller 2505 & jitran

To add columns to or remove them from the Image Management table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: File Name, Create Time, Device Type,
Version, Created By, Vendor, Device Model, Size (MB), and Description.

To filter the firmware files that are listed, click the Show Filter button.
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You can filter the firmware files by criteria such as time range, device type, device model,
and file name.

To hide the filter, click the Hide Filter button.

7. Select the firmware file.
8. Click the Upgrade Firmware button.

&4 Upgrade Firmware X

Select Devices > m

Note

The firmware upgrade will apply to all stack members for Stacked Switch. Please make sure this is appli toall

Image File Info

File Hame 75202505 File Version 2505

Device Type v | Device Model WETS20

Select Target Network Devices or Groups AddDevice || Add Group
D Status % Entity Name: & Entity Type % P Address % Hostname ) Vendqr % Device Model &

Na data to display!
Device Option
Image Slot Image1 hod
| schcauie | excute JIEEE)

9. Select the target network devices or groups:

CAUTION:

Make sure that you select the correct devices or device groups. Selecting
the wrong devices or device groups for the selected firmware file can
damage the devices.

* To specify individual devices:
a. Click the Add Device button.

Fiter:[Device Model: WC7520] Show Filter
Rows perpage| 10 H < 1 11 > IEE tos2

[] Status & Device Name - PAdwess 4 Hostname & Vendor 4 Device Type & Device Modsl 4 Frmware\

O @uw We-7520-154 19216810164 Bl netgear Wireless Contraler WCT520

O &uw we7520-160 192168.10.160 Bl netpenr [ Wireless Cortroter WICTS20

< 3

Add Selection | | Add All || Close

Manage Configurations and Firmware

151



NMS300 Network Management System Application

b. Select devices and click the Add Selection button.
To add all devices, click the Add All button.

The screen closes and the selected device or devices are listed on the Upgrade
Hardware screen.

&4 Upgrade Firmware X

Select Devices > m

Note

The firmware upgrade will apply to all stack members for Stacked Switch. Pl ke sure this fileis i toall

Image File Info

File Hame 7520 2505 File Version 2505

Device Type E Device Model WETS20
Select Target Network Devices or Groups AddDevice | Add Group

D, Status # Ertity Name % Entity Type * P Address * VHnelm & Vendor & Device Mode| &
(] @ u we-T520-164 Device 192.168.10.164 Netgear WCTS20
] @ u w7 520-160 Device 192.168.10.160 Netgear WETS20

Device Option

Image Slot Imaged =7
[ schoau | exceus T

To specify device groups:
a. Click the Add Group button.

B sclect Groups X

Filter:Hone Show Filter

Ruwsperpaw@ < [ > BN o
[~ Name -~ Type 4 Device Count =
[~ | All Netgear Devices Dynamic Group 32

| Add Selection | | Add All || Close |

b. Select groups and click the Add Selection button.
To add all groups, click the Add All button.
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The screen closes and the selected group or groups are listed on the Upgrade
Firmware screen.

4 Upgrade Firmware X

Select Devices > m

Note

The firmware upgrade will apply to all stack members for Stacked Switch. Plsase make sure this fi file is toall
Image File Info

File Name *ms-9.1.029 File Version 9.0.1.28

Device Type Switch Device Model XSM72245

Select Target Network Devices or Groups Add Device || Add Group
[T Staws % Entity Name 4 Entity Type & IPAddress 4 Vendor & Device Mode! .
) All Netgear Devices Group

Device Option

Image Slot imaget u

Schedule Close

10. Specify whether to execute the firmware upgrade immediately or later by clicking one of the
following buttons:

e Execute. Upgrades the firmware immediately.

When the job completes, a Result screen similar to the following displays.

&4 Upgrade Firmware X

Execution Result

Note: The Image Upgrade task takes a while to complete. Please be patient.

Status ¥ succeeded

Rows per page 1_0___!__ < [T > N votar 1

Device Name: + [P Address # StartTime % End Time % Status 4 Detail =
xsmstack_233 192.168.10.238 05/23/2013 11:38:42 057232012 11:44:31 9 Succeeded
4] {1
Close
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e Schedule. Lets you set up a schedule to upgrade the firmware later.

A screen similar to the following displays.

Execution Type & Status

Execution Type One time scheduled [v ]|

Starting On

05/23/2013 10:30:00

a. Specify the time that you want the upgrade to occur.
b. Click the Submit button.

The upgrade procedure is executed once at the specified time.

Modify the File Name, Version Information, and Description
for a Firmware File

You can modify the file name, version information, and description for a firmware file. You
cannot modify the vendor information, device type, and device model for a firmware file.

To modify information for a firmware file:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary screen displays.

4. Select CONFIG > IMAGE MANAGEMENT.

IMAGE MANAGEMENT

Image Management

Filter:None Show Filter
[ Coss image J]con_|| uporace rmnre [NV Rows oerpage 0 18 < [T 11 > [ Tt 1
I~ File Name & Creats Time ~ Device Type & Version & Created By

[ ms-9.1.0.20 05212013 185238 B switch 20120 & jmmy
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5. To add columns to or remove them from the Image Management table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: File Name, Create Time, Device Type,
Version, Created By, Vendor, Device Model, Size (MB), and Description.

6. To filter the firmware files that are listed, click the Show Filter button.

You can filter the firmware files by criteria such as time range, device type, device model,
and file name.

To hide the filter, click the Hide Filter button.

7. Select the firmware file.
Click the Edit button.

Image File Information

File Name %ms8.10.28 Ed
Vendor Netgear

Device Type Swilch

Device Model XSMTZ248

Version 9.0.129 Ed
Description

cance

9. Modify the information in the File Name field, Version field, or Description field, or in a
combination of these fields.

10. Click the Submit button.

The modified firmware file is saved and the screen closes.

Export a Firmware File

You can export a firmware file.

> To export a firmware file:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary screen displays.
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4. Select CONFIG > IMAGE MANAGEMENT.

IMAGE MANAGEMENT

Image Management (7]

Loadimage [| Edit || upgrade irmware [ETCTOIRA] Rowsperpage[ 10 B9 < [T 11 > [EEX vota1
I FileName & Creale Time ~ Devica Type & Version ¢ CreatedBy s
[ xms-9.1.020 0512172013 18:5238 @ swich 90120 & jimmy

5. To add columns to or remove them from the Image Management table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: File Name, Create Time, Device Type,
Version, Created By, Vendor, Device Model, Size (MB), and Description.

6. To filter the firmware files that are listed, click the Show Filter button.

You can filter the firmware files by criteria such as time range, device type, device model,
and file name.

To hide the filter, click the Hide Filter button.

7. Select the firmware file.
8. From the More menu, select Export Image.
9. To save the firmware file on your computer, follow the directions of your browser.

Remove a Firmware File

You can remove a firmware file that you no longer need.

> To remove afirmware file:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary screen displays.
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Select CONFIG > IMAGE MANAGEMENT.

IMAGE MANAGEMENT

Image Management (7]
[ oodmage J] " ca || uporade rrmware | RCEESRA] Rowsperpaos 0 14 < [ 11 > [ Tt
™ File Name & Create Time ~ Device Type & Version ¢ Created By s

| xms-9.1.029 0512172013 18:52:38 & switch 80129 & jimmy

To add columns to or remove them from the Image Management table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: File Name, Create Time, Device Type,
Version, Created By, Vendor, Device Model, Size (MB), and Description.

To filter the firmware files that are listed, click the Show Filter button.

You can filter the firmware files by criteria such as time range, device type, device model,
and file name.

To hide the filter, click the Hide Filter button.

Select the firmware file.

From the More menu, select Delete Image.

A pop-up confirmation screen displays.

Click the Yes button.

The firmware file is removed from the Image Management table and deleted.
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Get alerts if something goes wrong

You can receive alarm notifications when conditions are suboptimal and view current and
previous alarms using various filter options. As an option, you can receive these alarm
notifications by email. In addition, you can view and manage network event notifications, device

traps, and device system logs.
This chapter covers the following topics:
* View and Manage Alarms, Triggers, and Notification Profiles
* View and Manage Network Event Notifications
* View and Manage Device Traps
* View and Manage Device System Logs
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View and Manage Alarms, Triggers, and Notification
Profiles

The application provides many default alarms, including status alarms, monitor alarms, and
trap alarms. If an upper or lower threshold is exceeded, an alarm configuration generates an
alarm.

You can view and manage the current alarms, and you can view and manage the alarm
history. You can also add custom alarm configurations that are based on existing
configuration monitors.

One or more optional alarm notification profiles let you specify criteria that enable the
application to generate and send a notification email message if an alarm occurs.

The application provides the following four severity levels for alarms:

e Critical (by default, red color indication)

e Major (by default, yellow color indication)
e Minor (by default, blue color indication)

e Info (by default, no color indication)

The following sections describe the alarm-related tasks:

* View and Manage Current Alarms

e View and Manage the Alarm History

* View and Manage Alarm Configurations

e Add a Custom Alarm Configuration

* Modify an Alarm Configuration

* View and Manage Alarm Notification Profiles
e Add or Modify an Alarm Notification Profile

* Customize Alarm Colors

View and Manage Current Alarms

The Current Alarms table shows the active alarms for the entire network. You can
acknowledge alarms, display details about alarms, clear alarms, and export alarms.
» To view and manage the current alarms:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.
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Click the Sign In button.
The Network Summary screen displays.
Select ALARMS > CURRENT ALARMS.

WIRELESS i MONITOR i TOPOLOGY i ] ADMIN

Current Alarms (7]
Fiter:[Alarm Time Range: Taday] Show Filter
o | rcmoniese 1| cexr IR Fovsrpoge 7= 1< (1 i1 > [ Tows
[ Acknowledged ¢ AlarmName ¢ DeviceName & Alam Source & Seveiy & AlamTime * Qccurrence Counter ¢
O @nNo Dexice Memory ublization is over 90% nelgeams23Fs apnewearss2ars [ ooroa01a 175000 s
O Bne linkDown 1921168.10.226 Interface Index31 09102013 163406 1
O Bne linkDown 192.168.10.226 Intertace Index21 09102013 163351 1
| n Mo failedUsarloginTrap 1921681017 Device 19216810, 091 0r2013 16:31:21 1
O BnNo falledUserLoginTrap 192.169.10.226 Device:192.168.10 0 091072013 16:30:17
O Bno linkDown 192.168.10.226 Intarface Index36 09102013 1601:36 |1

To add columns to or remove them from the Current Alarms table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Acknowledged, Alarm Name, Device Name,
Alarm Source, Severity, Alarm Time, Occurrence Counter, Alarm Type, Device IP,
Acknowledge By, Acknowledge Time, and Notification OID.

To filter the alarm entries that are listed, click the Show Filter button.

You can filter the alarm entries by criteria such as time range, device name, device IP
address, alarm name, severity level, and acknowledgment. By default, the alarm entries
are filtered to display today’s entries.

To hide the filter, click the Hide Filter button.
Take one of the following actions:
* View details for an alarm:

a. Select the alarm.
b. Click the Detail button.

% Alarm Detail X

Acknowledged No Alarm Name Node is down
Device Name FS752TP-NMS300 Device IP 192.188.10.202
Alarm Source Device FSTS2TP-NMS300 Severity Critical
Alarm Type Status Alarm MNotification OID
Alarm Time 04/09/2013 02:06:10 Acknowledge By
Acknowledge Time Occurrence Counter 1

[ Close

c. To close the Alarm Detail screen, click the Close button.
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e Acknowledge an alarm:
a. Select the alarm.
b. Click the Acknowledge button.

Acknowledging an alarm means that you take ownership of the issue.

* Clear an alarm:
a. Select the alarm.
b. Click the Clear button.
Clearing an alarm means that the fault that the alarm indicates no longer exists.

« Acknowledge a batch of alarms:
a. Select multiple alarms.

b. From the More menu, select Batch Acknowledge.
e Clear a batch of alarms:

a. Select multiple alarms.

b. From the More menu, select Batch Clear.
» Export the entire Current Alarms table to an Excel spreadsheet:

a. From the More menu, select Export to Excel.

b. To save the alarms on your computer, follow the directions of your browser.
e Export the entire Current Alarms table to a PDF:

a. From the More menu, select Export to PDF.
b. To save the alarms on your computer, follow the directions of your browser.

View and Manage the Alarm History

The Alarm History table shows the previous alarms for the entire network. You can remove
alarms from this table to reduce the amount of disk space that the application requires on the
server. You can also export alarms.

» To view and manage the alarm history:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary screen displays.
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4. Select ALARMS > ALARM HISTORY.

WIRELESS

RESOURCES

MONITOR

TOPOLOGY

SFLOW

ADMIN

Alarm History

____©
| petail [ oeicte || Batcnpeicte [T Rowsperpage[ 10 [ < | 1 |14 > [ Totar33
[ Aarm Name & Device Name & Device P & Alarm Source ® Severty & Alam Time ¢ Cleared Time -
[ Hoge is down FYSI18G 66.166.147.252 DivieaFYSH 86 0911072013 18:05:11 09N 02013 18:06: 31
D Node is down 66.166.147 250 B6.166.147 250 Device66.166.147 250 %nmmmamnsﬂ 091072013 18:06:05
O Hoge is down FYE3186 £6.166.147.252 Device FUSIEG R o203 175734 09N 02013 17:58.26
O Mode is down FVS318G 66.166.147.252 Device:FVSN 86 08M V2013174813 0BMU201317:51.02
[ Hode is down 66166.147.250 56.166.147.250 Device:66.166.147,250 [ D003 174803 DENOR013 17:51:00
[ Hode is down Jirminy-620-168 192.168.10.168 AP AimE20-168 091072013 16:39:21 09N 2013 16:54:03
[ Hode is down 192.168.10.217 192168.10.217 Device: 19216810217 B 311002013 16:36:22 09N 02013 16:37:49
O Node is down Jun-B-M5300-jirmrmy 192168.10.208 Device:Jun-6-M5300-jimery I o:io20i3 163621 091072013 16:37:49
O tinkDown 192168.10.226 182.168.10.226 Intertace Index 36 o 0AMOM013 14:31:30 09N 02013 15:58.06
[ Mode is down we-T520-164 182.168.10.1564 Controllerwe-7520-164 I o1 0v2013 15:50:35 08N 02013155208

5. To add columns to or remove them from the Alarm History table, right-click the table

heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Alarm Name, Device Name, Device IP,
Alarm Source, Severity, Alarm Time, Cleared Time, Notification OID, Cleared By, Alarm
Type, and Occurrence Counter.

To filter the alarm history entries that are listed, click the Show Filter button.

You can filter the alarm history entries by criteria such as time range, device name, device
IP address, severity level, and alarm name. By default, the alarm history entries are
filtered to display today’s entries.

To hide the filter, click the Hide Filter button.

7. Take one of the following actions:
* View details for an alarm:

a. Select the alarm.
b. Click the Detail button.

¥i History Alarm Detail x

Alarm Time
Device Hame
Alarm Source
Severity
Acknowledge By
Cleared By

Occurrence Counter

Close

04/10/2013 09:45:06

192168.10.218

Device:192 168 10 218

Critical

System

1

Alarm Name

Device IP

Alarm Type

Hotification OID

Node is down

192168.10.218

Status Alarm

Acknowledge Time

Cleared Time

04/10/2013 10:38:01

To close the History Alarm Detail screen, click the Close button.

 Delete an alarm:

a. Select the alarm.
b. Click the Delete button.
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The alarm is removed from the database.

* Delete a batch of alarms:
a. Select multiple alarms.
b. Click the Batch Delete button.
The alarms are removed from the database.

* Export the entire Alarm History table to an Excel spreadsheet:

a. From the More menu, select Export to Excel.

b. To save the alarms on your computer, follow the directions of your browser.
e Export the entire Alarm History table to a PDF:

a. From the More menu, select Export to PDF.

b. To save the alarms on your computer, follow the directions of your browser.

View and Manage Alarm Configurations

If an upper or lower threshold is exceeded, an alarm configuration generates an alarm. The
application provides many default alarms, including status alarms, monitor alarms, and trap
alarms.

The default status alarms include the following critical alarms:

e FTP service is down

* Node is down

* Performance management (PM) collection service error
e Syslog service is down

e TFTP service is down

e Trap service is down

The default monitor alarms include alarms for memory and CPU utilization of devices and
disk, CPU, and memory utilization of the NMS300 server. The application provides multiple
default trap alarms.

You can view, disable, reenable, remove, and export alarm configurations. For information
about how to add a custom alarm configuration, see Add a Custom Alarm Configuration on
page 165. For information about how to modify an existing alarm configuration, see Modify
an Alarm Configuration on page 168.

» To view and manage the alarms configurations:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.

2. Enter your user name and password.
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The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary screen displays.
Select ALARMS > ALARM CONFIGUATION.

HOME WIRELESS RESOURCES MONITOR CONFIG TOPOLOGY 3 ADMIN

|

Alarm Configuration (7]
[ [ con [ cnove [IETRS Rows perpage 0 18 < (1 Jrr2 > [ Tot 12
] Enable % Alarm Name ~ Aarm Type # Trap Name & MNobification 01D ¢ Severty ®
O fes acMrapRuleLogEvent Trap Alarm aciTrapRuleLogEvent 1.36.1.41.4526.11.3.2.01 Infoy

[l Yes aciTrapRuleLogEvent Trap Alarm aclTrapRuleLogEvent 1.3.6.1.4.1.4526.10.3.2.01 Info

(] Yes agentinventoryCardMismateh Trap Alarm agentinventoryCardMismatch 1.326.1.41.452611.13.01

0O @ ves agentimentoryCardMismatch Trap Alarm agentivventoryCardMismatch 1.36.1.41.4526.10.13.01

0O & ves agentinventoryCardUnsupported Trap Alarm agentinventoryCardUnsupparted 1.35.1.41.4526.11.13.0.2

(|} fes agentinventoryCardUnsupported Trap Alarm agentinwventoryCardUnsupported 1.36.1.41.4526.10.13.0.2

] Yes agentineentoryStackPorLinkDown Trap Alarm agentinventoryStackPortLinkDown 1.36.1.41.452611.1304

0 Yes agentinventonyStac kP onLinkDown Trap Alarm agantinenonyStac kP onLinkDown 1.36.1.41.4526.10.13.04

0O & ves agentinvertoryStackPorLinkUp Trap Alarm agentinventoryStackPoriLinkUp 1.261.41.4526.11.1303 Infes

(|} Yes agentinventoryStackPortLinkUp Trap Alarm agentinventoryStackPoriLinkUp 1.361.414526.10130.3 Infa

To add columns to or remove them from the Alarm Configuration table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Enable, Alarm Name, Alarm Type, Trap
Name, Notification OID, Severity, MIB Name, and Description.

To filter the alarm configurations that are listed, click the Show Filter button.

You can filter the alarm configuration by criteria such as alarm name, enabled status,
alarm type, and severity.

To hide the filter, click the Hide Filter button.
Take one of the following actions:
e Disable an alarm configuration:
a. Select the alarm configuration.
b. From the More menu, select Disable.
A pop-up confirmation screen displays.
c. Click the Yes button.

The alarm configuration is disabled and can no longer generate an alarm. In the
Alarm Configuration table, the Enable column displays No for the alarm
configuration.

e Enable an alarm configuration:
a. Select the alarm configuration.
b. Select the Enable button.

The alarm configuration is enabled and can generate an alarm. In the Alarm
Configuration table, the Enable column displays Yes for the alarm configuration.
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* Remove an alarm configuration:
a. Select the alarm configuration.
b. From the More menu, select Delete.
A pop-up confirmation screen displays.

c. Click the Yes button.

The alarm configuration is removed from the Alarm Configuration table and
deleted.

* Export the entire Alarm Configuration table to an Excel spreadsheet:

a. From the More menu, select Export to Excel.

b. To save the alarm configurations on your computer, follow the directions of your
browser.

e Export the entire Alarm Configuration table to a PDF:
a. From the More menu, select Export to PDF.

b. To save the alarm configurations on your computer, follow the directions of your
browser.

Add a Custom Alarm Configuration

You can define your own alarms, including alarms for all configuration monitors (see Manage
the Configuration Monitors on page 92).

A custom alarm configuration that you add is always based on an existing configuration
monitor and includes a threshold. The configuration monitor determines the polling interval
for the alarm configuration. For more information, see Manage the Configuration Monitors on
page 92.

» To add one or more custom alarm configurations:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary screen displays.
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4. Select ALARMS > ALARM CONFIGUATION.

WIRELESS RESOURCES MONITOR TOPOLOGY ADMIN

ALARM CONFIGURATION

Alarm Configuration (7]

2N | T | T | wore ~ | Rows perpage| 10 B9 < [ 1 |12 > [ Tetsk 112

] Enable % Alarm Name ~ Aarm Type # Trap Mame & MNobification 01D ¢ Severity ®
O fes acMrapRuleLogEvent Trap Alarm aciTrapRuleLogEvent 1.36.1.41.4526.11.3.2.01

0 Yes aciTrapRuleLogEvent Trap Alarm aciTrapRuleLogEvent 1.36.1.41.4526.103.2.01

(] s agentinvintoryCardismateh Trap Alarm agentinventoryCardMismatch 1.326.1.41.452611.13.01

0O @ ves agentinventoryCardMismatch Trap Alarm agentinventoryCardMismateh 1.36.1.41.4526.10.13.01

(m] Yes agentinventoryCardUnsupponted Trap Alarm agentinventoryCardUnsupparted 1.36.1.41.4526.11.13.0.2

(|} Yes agentinventoryCardUnsupported Trap Alarm agentinventoryCardUnsupported 1.36.1.41.45261013.02

[} Yes agentinventoryStackPorLinkDiown Trap Alarm agentinventoryStackPorLinkDown 1.26.1.41.4526.11.13.04

0 Yes agentinventonyStac kP onLinkDown Trap Alarm agantinenonyStac kP onLinkDown 1.36.1.41.4526.10.13.0.4

O @ ves agentinvertoryStackPorLinkUp Trap Alarm agentinrentorrStackPonlinklp 1.261.41.4526.11.1303 Infes
0O 8 ves agentinventoryStackPortLinkUp Trap Alarm agentivventonStackPonLinkiip 136.1.4145261013.03 Info

5. Click the Add button.

¥i Add Threshold Alarm X

Monitor Package

Monitor Hame Device ICMP Ping g Description Device ICMP Ping resulis

Polling Intervaliminutes) nistes u Enable u:

Threshold List 7 =T
mwswms’TH]( ,1_|t1 > BEEN Total 0

D.Fararmer ~ Enable & Alarm Name + UpperfLower & Count® Threshold & Severity $

No data to display!

L] =]

I Close

6. From the Monitor Name menu, select the monitor.
7. In the Description field, enter a new description, or use the default description.

The configuration monitor determines the polling interval for the alarm configuration. For
more information, see Manage the Configuration Monitors on page 92.

The Enable field shows whether the configuration monitor is enabled. However, you can
enable an alarm configuration even if the configuration monitor is disabled.
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8. Click the Add button.

% Add Threshold Alarm (Device ICMP Ping) X

General Info
Alarm llame [Erter & string betwes J*
Description ‘ /I
Paramter ’mﬂ]
Enable - |
Calculation Type [comsecuive 4
Count 1 L4
Threshold Alarm Info
UpperLower m
Threshold [Ereradobeor rteger.__ |7
Severity ’M—E]
m Cancel

9. Enter the following threshold information:

General Info:
- Alarm Name. Enter a name for the alarm.
- Description. Enter a description for the alarm.

- Parameter. Select a parameter. The parameters that are displayed in the menu

depend on the monitor that you select in Step 6.
- Enable. Select whether to enable the threshold.
- Calculation Type. Select a consecutive or average calculation.

- Count. Select the number of times that a particular event must occur before the

threshold is met.
Threshold Alarm Info:
- Upper/Lower. Select an upper or lower threshold.

- Threshold. Enter the threshold. If this threshold is exceeded, the application

triggers an alarm.

- Severity. Select whether the alarm is considered critical, major, minor, or
informational.

10. Click the Submit button.

The Add Threshold screen for the selected monitor screen closes and the alarm
configuration is added to the Threshold List table.

11. To add another alarm configuration, repeat Step 8 through Step 10.

Before you add a new alarm configuration to the Alarm Configuration table, you can still

modify or remove the alarm configuration.

12. To close the general Add Threshold screen, click the Close button.

All new alarm configurations are added to the Alarm Configuration table.
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Modify an Alarm Configuration

You can modify a default or custom alarm configuration.

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary screen displays.
Select ALARMS > ALARM CONFIGUATION.

WIRELESS RESOURCES MONITOR TOPOLOGY 3 ADMIN

Alarm Configuration (7]
[ aca J] €air || Enabie JITTTRA Rows perpage 10 I < [ 1 |12 > Totak 112

] Enable $ Alarm Name - Marm Type # Trap Mame & Notification 0D 4 Severity *
O fes acMrapRuleLogEvent Trap Alarm aciTrapRuleLogEvent 1.36.1.41.4526.11.3.2.01 Infoy

(] Yes aciTrapRuleLogEvent Trap Alarm aciTrapRuleLogEvent 1.36.1.41.4526.103.2.01

(| Yes agentinventoryCardMismateh Trap Alarm agentinventoryCardMismatch 136141.452611.1301

0O @ ves agentinventoryCardMismateh Trap Aarm agentinventoryCardMismatch 1.36.1.41.4526.10.13.01

(m} Yes agentinventoryCardUnsupported Trap Alarm agentinventoryCardUnsupported 1.261.41.452611.1302

(|] Yes agentinventoryCardUnsupported Trap Alarm agentinventoryCardUnsupported 1.36.1.41.4526.10.13.0.2

] Yes agentineentoryStackPorLinkDown Trap Alarm agentinventoryStackPortLinkDown 1.36.1.41.452611.1304

(] Yes agentinventoryStackPorLinkDown Trap Alarm agentinventoryStackPorLinkDown 1.26.1.41.4526.10.13.04

O 8 ves agentinvertoryStackPorLinkUp Trap Alarm agentinventoryStackPoriLinkUp 1.261.41.4526.11.1303 Infes

(m} Yes agentinventoryStackPortLinkUp Trap Alarm agentinventoryStackPoriLinkUp 1.361.414526.10130.3 Infa

To add columns to or remove them from the Alarm Configuration table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Enable, Alarm Name, Alarm Type, Trap
Name, Notification OID, Severity, MIB Name, and Description.

To filter the alarm configurations that are listed, click the Show Filter button.

You can filter the alarm configuration by criteria such as alarm name, enabled status,
alarm type, and severity.

To hide the filter, click the Hide Filter button.

Select the alarm configuration.
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8. Click the Edit button.

General Info
Alarm Hame [ Pats CPU wiizetion is aver 80% 2
DR | NMS CPU utilization is over 80%
Paramter T - |
Enable ECa— - |
Caleulation Type —u
Count R 4
Threshold Alarm Info
UpperLower ﬂ
Threshold 50.00 x
Severity Major
I | cancel |

9. Modify the following threshold information as needed:
* General Info:

- Alarm Name. Modify the name for the alarm.

- Description. Modify the description for the alarm.

- Parameter. You cannot modify the parameter.

- Enable. Select whether to enable the threshold.

- Calculation Type. You cannot modify the type of calculation.

- Count. Select the number of times that a particular event must occur before the
threshold is met.

* Threshold Alarm Info:
- Upper/Lower. You cannot modify the type of threshold.

- Threshold. Modify the threshold. If this threshold is exceeded, the application
triggers an alarm.

- Severity. Select whether the alarm is considered critical, major, minor, or
informational.

10. Click the Submit button.

The modified alarm configuration displays in the Alarm Configuration table.

View and Manage Alarm Notification Profiles

An alarm notification profile specifies criteria that enable the application to generate and send

a notification email message if an alarm occurs. By default, the application does not include
any alarm notification profiles.

Before the application can generate email and SMS messages, you must provide email
server settings and SMS server settings. For more information, see Configure the Email
Server for Alerts and Alarm Notifications on page 23 and Configure the SMS Server for Alerts
and Alarm Notifications on page 26.
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> To view and manage alarm notification profiles:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary screen displays.

Select ALARMS > NOTIFICATION PROFILES.
[Ewes5s [ resowess| [ Enssaron s [ comne o IR oo [Nsetow 3 [ Sreroirs N[ oss A Rwsoe [ amms S|

HOTIFICATION PROFILES

Alarm Notification [7]

[ ndd [| edt || Delete JINIECIAN Rowsperpage| 10 g < [ 1 |1 > [ ol
[ Enable # Profile Name ~ Device Group % Selected Alams # Alamn Time L
O Bre fimery-email-notity Major and above Al Day

If you did not yet add any alarm notification profiles (see Add or Modify an Alarm
Notification Profile on page 171), the Alarm Notification table is empty.

To add columns to or remove them from the Alarm Notification table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Enable, Profile Name, Device Group,
Selected Alarms, Alarm Time, Created By, and Create Time.

Select an alarm notification profile.
Take one of the following actions:
< Disable the alarm natification profile:

a. From the More menu, select Disable.
A pop-up confirmation screen displays.
b. Click the Yes button.

The alarm natification profile is disabled and can no longer generate an email
message. In the Alarm Notification table, the Enable column displays No for the
alarm notification profile.
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* Reenable the alarm notification profile. From the More menu, select Enable.

The alarm natification profile is enabled and can generate an email message. In the
Alarm Notification table, the Enable column displays Yes for the alarm notification
profile.

* Remove the alarm notification profile:
a. Select the Delete button.
A pop-up confirmation screen displays.
b. Click the Yes button.

The alarm notification profile is removed from the Alarm Notification table and
deleted.

Add or Modify an Alarm Notification Profile

By default, the application does not include any alarm notification profiles. To be notified if an
alarm occurs, you must add an alarm notification profile.

To add an alarm notification profile or modify an existing alarm notification profile:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary screen displays.

Select ALARMS > NOTIFICATION PROFILES.
[ s | moomecs | wowion | _coms | s | oo | suow | woms | ow | vias | om |

ROTIFICATION PROFILES

Alarm Notification (7]

I ETE T | wore ~| Rowsperpage| 10 B < [ 1 |11 > [N Totand
[ Enable # Profile Name ~ Device Group % Selected Alams # Alam Time %
0O 8ne Hrnrre-email-notity Major and above All Day

5. To add columns to or remove them from the Alarm Notification table, right-click the table

heading anywhere, and specify the columns by selecting the corresponding check boxes.
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You can choose from the following columns: Enable, Profile Name, Device Group,
Selected Alarms, Alarm Time, Created By, and Create Time.

6. Add an alarm notification profile or modify an existing alarm notification profile:
e To add an alarm notification profile, click the Add button.
» To modify an existing alarm notification profile:
a. From the Alarm Notification table, select the alarm notification profile.
b. Click the Edit button.

For a new alarm notification profile, the Add Alarm Notification screen displays. For an
existing alarm notification profile, the Edit Alarm Notification screen displays.

¥l Add Alarm Notification X

Basic Information

Profile Hame [ 3 |* Device Group Al

Description | | Enable Yes E

Select Alarm

* Select Alarms by Severity Critical

€7 Select one or more Alarms

[ Previous | [ Hext Cancel

7. In the Basic Information section, specify or modify the following information:
* Profile Name. Enter or modify the name for the profile.
» Description. Enter or modify the description for the profile.

e Device Groups. Select whether to apply the profile to all device groups or to a
particular device group.

e Enable. Select whether to enable the alarm notification profile.
8. In the Select Alarm section, select one of the following radio buttons:

e Select Alarms by Severity. Select the alarms by severity by selecting a severity level
from the menu.
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add alarms:
a. Click the Add button.

Select one or more Alarms. The appearance of the screen changes, enabling you to

i Select one or more Alarms X

Rows per page @ < l!ia > BEE Totar 74
[] Enable % Alarm hame & Alarm Type % Severtty %
D @ ves lnkDown Trap atarm |
D Yes authenticationF silure Trap Alarm
D Yes agentinventoryCardiismatch Trap Alarm
D Yes agentinventoryCardUnsupported Trap Alarm “
E Yes agentinventory StackPorLinkDown Trap Alarm
D Yes linkFailreTrap Trap Alarm
O Yes wlanRequestFailreTrap Trap Alarm
[Fl Yes vianDetautCigF aursTrap Trap Alarm
I:\ Yes vianRestoreFallureTrap Trap Alarm
O |8 ves fanFsilureTran Trag Alarm
Add Selection || Add All || Close |

b. Select the alarms that you

want to include in the alarm notification profile.

c. Click the Add Selection button.

To add all alarms, click the

The alarms are added to the Add Alarm Notification screen (or, if you are
modifying an existing alarm notification profile, to the Edit Alarm Notification

screen).

If you are modifying an ex
select the alarms, and clic

The alarms are removed from the Edit Alarm Notification screen.

9. Click the Trigger tab.

"} Add Alarm Notification

Add All button.

isting alarm notification profile, to remove alarms,

k the Remove button.

‘

Alarm Generation Time

@ Al Day Alarm notification applies to alarms that occur in any time of day.

) Time From 9:0:00% To 18:0:00, Alarm notification applies to alarms that occur in the specified time of day.
Trigger Action

i ) - System will automatically send emails to the email address(es)

[¥] E-mail To [sdmn@email.com when the alarm ion profile is trigg

System will send to the
I] smusTo when the alarm ion profile ion is trigg
Previous | | Next | m Cancel
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10. Specify or modify the following information:
e Alarm Generation Time. Select one of the following radio buttons:
- All Day. The alarm natification applies to alarms that occur at any time of the day.

- Time Frame. From the menus, select a time frame. The alarm notification applies
only to alarms that occur in the specified time frame.

» Trigger Action. Select one or both check boxes:

- E-mail To. Enter the email address to which the application can send a
notification if the alarm notification condition is triggered.

- SMS To. Enter the telephone number to which the application can send a
notification if the alarm notification condition is triggered.

Note: The SMS natification option is supported for a particular SMS gateway in
the People's Republic of China only. For more information, see Configure
the SMS Server for Alerts and Alarm Notifications on page 26.
11. Click the Save button.

The Add Alarm Notification or Edit Alarm Notification screen closes. The alarm profile
notification displays in the Alarm Notification table.

Customize Alarm Colors

You can change the colors of the alarms.

» To customize the color of an alarm:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary screen displays.
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Select ADMIN > SETTINGS.

WIRELESS

System and Website Settings

Getting Started with NMS

L Discover your network and add the devices you wand to
manage.

System Settings
% Set global seftings for the system and website,

. Account Information Q Manage Monitor and Alarm

View or modify users, or create new users,

Manage External File Server

&L Edemal File Server configurations and File Pracessing with
Exermal File Server

E sFlow
% SetsFlow related configurations.

Network moniter, alarm and threshold related configurations.

+ Customize
J Customize the navigation and look of your web portal,

= my.NETGEAR.com Account Profile

Configure and validate my NETGEAR.com acoount profile
through myNETGEAR com Web APL

License And Version Information
View NMS: 3 L

infarmation.

Under Customize, click the Customize Alarm Color link.

B Customize Alarm Colors X

Customize Alarm Colors (Click alarm color to select )

e —
Major

\ Cancel |

Click the alarm color.
Select another color.

Customize

Click the Submit button.

Your changes are saved.

Manage Alarms and Logs

175




NMS300 Network Management System Application

View and Manage Network Event Notifications

The Events table shows the events for the entire network, including events for devices and
interfaces. You can display details about network events, remove network events, and export
network events.

» To view and manage network events:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary screen displays.
Select ALARMS > EVENTS.
[esomers | wowon | _come | mms | romuoor | o | wooms | wows | v [ om |

Events (7]
[ petait || oetete || Batchoelete  [ITATR Rows perpage[ 10 [ < [ 1 |15 > [ER Totara7

[] EventName & Device Name # DevicelP % EventSource % Evenl Type % EveniTime S

O |linkip 192.168.10.226 192.168.10.226 Interface Indec36 Trap Alarm 02013 15:5806

O tinkiip 19216810226 192.168.10.226 Interface Index32 Trap Alarrn 09N 02013 15:49:42

O linkip 19216810.226 19216810226 Interface Index32 Trap Alarm 0OMO2013 154924

O tinkiip 192.168.10.226 192.168.10.226 Interface Index 27 Trap Alarm OSMQ2013 15:30.04

O tinkiip 192168.10.226 192.168.10.226 Interface Index 27 Trap Alarm 08MI2013 152951

O tinkiip 192.168.10.226 192.168.10.226 Interface Index27 Trap Alarmm 09M0201315:2915

O tinkp 192168.10.226 192.168.10.226 Interface Index2? Trap Alarm 092013152838

O tinksp 19216810226 192.168.10.226 Interface Index27 Trap Alarrn 0902013 15:14:35

O | tinkp 192168.10.226 192168.10.226 Interface Index 27 Trap Alarm 08M 02013 15:14:22

O tinkiip 192.168.10.226 192168.10.226 Interface Index 27 Trap Alarm D9M02013151346

To add columns to or remove them from the Events table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Event Name, Device Name, Device IP,
Event Source, Event Type, Event Time, and Notification OID.

To filter the event entries that are listed, click the Show Filter button.

You can filter the event entries by criteria such as time range, device name, device IP
address, and severity level. By default, the event entries are filtered to display today’s
entries.

To hide the filter, click the Hide Filter button.

Manage Alarms and Logs

176



NMS300 Network Management System Application

7. Take one of the following actions:
* View details for an event:
a. Select the event.
b. Click the Detail button.

Event Hame stpinstanceTopologyChangeTrap Device Hame 144100_208-jimmy
Device IP 192.188.10.208 Event Source Device:M4100_208-jimmy
Event Type Trap Alarm MNotification OID 1386141452610.1.0.11

Event Time 05/23/2013 15:54:23

Close

c. To close the Event Detail screen, click the Close button.
* Delete an event:

a. Select the event.
b. Click the Delete button.

The event is removed from the database.
e Delete a batch of events:

a. Select multiple events.
b. Click the Batch Delete button.

The events are removed from the database.

* Export the entire Events table to an Excel spreadsheet:
a. From the More menu, select Export to Excel.

b. To save the events on your computer, follow the directions of your browser.
e Export the entire Events table to a PDF:

a. From the More menu, select Export to PDF.
b. To save the events on your computer, follow the directions of your browser.

View and Manage Device Traps

The Traps table shows the device trap events. You can display details about device trap
events, remove device trap events, and export device trap events.

» To view and manage device traps:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.

2. Enter your user name and password.
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The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary screen displays.
Select ALARMS > TRAPS.

e

Traps

Filter:[Receive Time Range: Today]

[ Source 1P

O 19216810226
O 19216810226
O/ 19218800117
[ 192.168.10.226
[ 192.168.10.226
O 192.168.10.228
O 19216810228
[ 192.168.10.226
[ 192.168.10.226
[ 192.168.10.226
<

TN | T | T | e -

# Trap Type *

linkDgwn

linkDiown
falledUiserLoginTrap
falledUserLoginTrap
HnkDown

linkUp

linkUp

linkDgwn

linkiJp

HnkDown

Mofification OID
1361631153
1361631153
1.36.1.41.4526101.013
1.36.1.41.4526.11.1.013
1361631153
1361631154
1361631154
1361631153
1361631154
1361631153

4 Receiva Tima
09N 2013 16:34:05
082013 16:33:51
0823163
091072013 16:30.17
OB U201316:01:36
0971 /2013 15:58:06
002013154942
092013 15:49:38
092013 1549:24
09N 02013154918

Rowsperpage| 10 [ < [ 1 |18 > Total: 80

~ Trap Detail
136121221 10.30:31,1.361.212.21.7.31:1,1.361.21.2.21831:2
13612122110 20:21,1361. 212217 1:1,1.361.21221821.2

1360.20.221.0.36:36,1.3.6.1.21.2.210.7.36011,1.361.21.221 8362
1.361.21.221.1.36:36,1.36.1.21.2.21.7.36:1,1.361.21.2.2.1.8.361
1361212211323 1.361.21.221.7321,1.361.21.2.21.8311
1361212211323 1.361.21.221.7.321;1.361.21.221.8322
1360202210323 1361202217301, 1.361.21.2.21 8321
1.360.20.221.1.32321.3.61.21.221.7.321,1.36.1.21.2.2.1.8.322

~

To add columns to or remove them from the Traps table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Source IP, Trap Type, Notification OID,
Receive Time, Trap Detail, Trap Version, and Time Stamp.

To filter the trap entries that are listed, click the Show Filter button.

You can filter the trap entries by criteria such as time range, device IP address, and trap
type. By default, the trap entries are filtered to display today’s entries.

To hide the filter, click the Hide Filter button.

Take one of the following actions:
e View details for a trap:

a. Select the trap.
b. Click the Detail button.

Source IP

Trap Version
Notification OID
Trap Type
Time Stamp
Receive Time

Trap Detail

Close

192.168.10.208

Ve

1381211702

1381211702

3 days, 6 hours, 58 minutes, 07 seconds.

05/23/2013 15:54:25

c. To close the Trap Detail screen, click the Close button.
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* Delete a trap:
a. Select the trap.
b. Click the Delete button.

The trap is removed from the database.
e Delete a batch of traps:

a. Select multiple traps.
b. Click the Batch Delete button.

The traps are removed from the database.
» Export the entire Traps table to an Excel spreadsheet:
a. From the More menu, select Export to Excel.

b. To save the traps on your computer, follow the directions of your browser.
e Export the entire Traps table to a PDF:

a. From the More menu, select Export to PDF.
b. To save the traps on your computer, follow the directions of your browser.

View and Manage Device System Logs

The Syslog table shows the device system log entries. You can display details about log
entries, remove log entries, and export log entries.
> To view and manage the device system log entries:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary screen displays.
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4. Select ALARMS > SYSLOGS.

WIRELESS RESOURCES MONITOR CONFIG ADMIN

Syslogs (7]
[ petail || oectete || BatchDelete  [INTTN Rowsperpage 10 9 < [ 1 |r297 > [ Totar 2963

[ Receve Time ¥ DeviceIP & Facilty & Severity & Message e
O o013 1841015 19216810162 dagmon Info Jan 102:51:44 Ildpd[685]: Idpd_decode: unable 1o guess frame type

O 0910/2013 18:41:14 19216810168 dagrmon Info. Jan 1 02:01:08 Ildpd[684]: ldpd_decode: unable 1o guess frame ype

O 09102013 18:41:06 189216810162 daermon Infa Jan 102:51:35 IIdpd[685): Ildpd_decode: unable 1o guess frame pe

O oanor2013 18:41:02 192.168.10.162 daermon Infa. Jan 102:51:30 IIdpd[685]: ldpd_decode: unable 1o guess frame type

O | 09105201 3 18:41:02 19216810168 dagmon Info Jan 1 02:00:55 Idpd[684]: idpd_decode: unable 1o guess frame type

[ | oanor2013 18:40:58 19216810162 daemon Info. Jan 102:51:27 IIdpd[685]; ldpd_decode: unable to guess frame type

O 09102013 18:40:54 19216810162 dagrmon Info Jan 1 02:51:23 I1dpd[685]: ldpd_decode: unable 1o guess frame tpe

O 091072013 18:40:45 192.168.10.162 dagmon Info. Jan 1 02:51:13 Idpa[685]: ldpa_decode: Unable 1o guess frame tpe

O 09102013 18:40:44 19216810168 daermon Inife Jan 1 02:00:37 lldpd[624]: Ildpd_decode: unable 1o guess frame pe

O oanor2013 18:40:36 19216810162 daemon Infa. Jan 1 02:51:05 IIdpd[685]: ldpd_decode: unable 1o guess frame type

5. To filter the syslog entries that are listed, click the Show Filter button.

You can filter the syslog entries by criteria such as time range, device IP address, and
severity level. By default, the syslog entries are filtered to display today’s entries.

To hide the filter, click the Hide Filter button.
6. Take one of the following actions:
e View details for a log entry:

a. Select the log entry.
b. Click the Detail button.

¥i Device Syslog Detail X

Receive Time 05/24/2013 13:53:34

Device IP 182.188.10.238

Facility user

Severity debug

Message JAN D1 61:15:27 192.168.10.238-2 BOXSERV]-1937448136]: sysapi_hpc.c(1780) 1053 %% sysapiHpcLocalFanDataGet: fan 2 fault detected, state 3

c. To close the Device Syslog Detail screen, click the Close button.
e Delete a log entry:

a. Select the log entry.
b. Click the Delete button.
The log is removed from the database.
e Delete a batch of log entries:
a. Select multiple log entries.
b. Click the Batch Delete button.

The log entries are removed from the database.
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* Export the entire Syslogs table to an Excel spreadsheet:

a. From the More menu, select Export to Excel.

b. To save the log entries on your computer, follow the directions of your browser.
e Export the entire Syslogs table to a PDF:

a. From the More menu, select Export to PDF.

b. To save the log entries on your computer, follow the directions of your browser.
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Manage Maps and Topologies

View the topology of your network

You can create hierarchical maps and topological views of your network.

This chapter covers the following topics:

* View and Manage Maps
» View and Manage Network Topologies
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View and Manage Maps

The application provides a default world map. This map is the root map for any child map that
you add.

The following sections describe the tasks that relate to maps:

View a Hierarchical Map and Locate a Device
Manage a Hierarchical Map

Add a Childmap

Add Devices to a Map

Add a Link Between Devices on a Map
Customize the Style of a Link on a Map

View a Hierarchical Map and Locate a Device

You can view a hierarchical map of your network, locate devices on the map, and view
details about the devices, including alarms.

> To view a hierarchical map, locate a device on the map, and view details about the
device:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary screen displays.
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Select TOPOLOGY > MAP VIEWS.

HOME WIRELESS RESOURCES MONITOR CONFIG ALARMS TOPOLOGY

REPORTS USERS ADMIN

MAP VIEWS

Map View 2
D W k¢ % a8 o s

Maps Devices Link Delete Refresh Aute  Safting Resal  Help  Screen  Print

=

s, -

Search g ‘\..
Thavics Fama S 192.168.10.208 -
@ 19216210200 192.188.10.208 i
@ 192.162.10.215 192.168.10.215 68.10.205

@ 192.162.10.205 192.162.10.208
@ Fnmy-gmT2al 19296810217
@ 192.168,10.208 192.163.10.208
@ GSTAETVE-Smm 192.168.10.204

@ 192.168.10.213 192.182.10.213

L coverre marea 192 168 W0 M2

From the Map Tree, select the map.
The selected map displays.

Map View

B E e % 8 cFBa 9 ¢ I &

Maps Devices Link  Delete Refresh @m Sefting Reset  Help  Screen  Print

g V—

& China Netgear

Search

| Device Name R

|@ 192.188.10.114 | 192.168.10.114
| @ 102.162.10.104 | 192.168.10.104

|@ 192.168.10.202 | 192.168.10.202

7 192.168.10.104

ol

; Gy o

e | ot o) pe)

= Cupertra e A !
" oo N ¥

s gy R o

From the Device List table, select the device that you want to locate on the map.
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A circle displays around the selected device.

Map View (Blos. A
) a s g . LE] -
Map Tree @ E ¢ % 8 G D & I &
@ & World Maps Devices Link Delete Refresh | Auto Setting Reset Help Screen  Print

& San Jose Netgear

SanJose Il
v «

& China Netgear

@ 192.168.10.104 | 192.168.10.104

H
H

@ 192.168.10.202 | 192.168.10.202 nied
@ 192.188.10.114 19216810174 ‘ﬂ_

(e BT ey

b
hoir
i Ve

7. To view information about the device (node), point to the device on the map.

A pop-up screen similar to the following displays.

]

192, 168.{%]. 124

Node:192.168.10.124

IP Address: 192.168.1

Node Status: p
Device Type: 5 switch
Vandor: Netgear

8. To see detailed information and the Dashboard menu for the device, double-click the device
on the map.

For more information, see View Device Details and Interface Details on page 85.

9. To view the details for a link, point to the link on the map.

A pop-up screen similar to the following displays.

b

Link:mass -192.168.10.124

A Interface: 1/ga7
Z Interface: 1/0/6
| Speed: 1000Mbps |

10. To view the summary for an alarm, point to the alarm summary on the map.

An alarm summary is displayed as a red-colored rectangular with a number.
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A pop-up screen similar to the following displays.
i. e e Sl

" Alarm Summary

Critical:
Major:
Minor:

| Total Count:

Manage a Hierarchical Map

On the Map Views screen, the icons that display above a map let you perform various tasks.

B B ¢ © 8 OB O 95 € I &

Maps Devices Link  Delete Refresh  Auto Setting Reset Help Screen  Print

Figure 3. Icons on the Map Views screen

The following procedure describes the tasks that you can perform for a hierarchical map. For
complicated tasks, the procedure points to a section that provides detailed information.

» To manage a hierarchical map:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary screen displays.
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Select TOPOLOGY > MAP VIEWS.

MONITOR ALARMS REPORTS 5 ADMIN

Cre—— @ 5 ¢ % 8 08 oo el a

@ Word Maps Devices Link Delete Refresh Aulo  Setng Reset Help  Screen  Print

= " S
Search ? .
Tuewice Name ® 192.168.10.208 R

@ 192168100200 192, 168.10.200

192.168.10.213
68.10.205

@ 102.968.10.215 192.188.10.215
@ 102.162.10.205 192.168.10.205
@ Fomy-pamT2I2E 19216800217
@ 192.162.10.208 192.168.10208 |
e GSTAETV2-Srem 192.162.10.204

@ 192.162.10.213 192.168.10.213

o g e NAKES 197 18R W02 L

From the Map Tree, select the map.
To rescale the map, use the scaling tool that displays on the left of the map.

Map View f’m_mq
a - . = . KA ™
B Be % a oo b e A&
© @ World Maps Devices Link Delete Refresh Aufo Seffing Reset Help Screen Print
& San Jose Netgear

& san Jose Il

<«
& China Netgear

Search
"

@ 192.168.10.104 | 192.168.10.104

@ 192.168.10.202 | 192.168.10.202

© 19216810414 192.168.10.114

To reposition the map, hold your cursor on the map and drag the map to a new position.
Take one of the following actions:
» Let the application refresh the map automatically. Click the Auto icon.

The map refreshes automatically every two minutes. Automatic refreshment is the
default setting.

* Refresh the map manually. Click the Refresh icon.

The map refreshes once immediately.
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e Add a childmap. Click the Maps icon.
For more information, see Add a Childmap on page 188.
e Add devices to a map. Click the Devices icon.
For more information, see Add Devices to a Map on page 191.
* Add a link between devices on a map. Click the Link icon.
For more information, see Add a Link Between Devices on a Map on page 193.
e Customize the link style settings. Click the Setting icon.
For more information, see Customize the Style of a Link on a Map on page 196.

* Remove a childmap, device, or link from the map:
a. Select the item.
b. Click the Delete icon.

The item is removed.

e Undo unsaved changes. Click the Reset icon.

The unsaved changes are reset.
e Save changes. Click the Save icon.

Your changes are saved. When the Save icon is grayed out, everything is saved.
e Open the Help screen. Click the Help icon.

The Help pop-up screen displays.
» Enter full-screen mode. Click the Screen icon.

The screen displays in full-screen mode. To return to the regular screen display,
either press the Esc key, or from the full screen, click the Screen icon.

e Print the screen. Click the Print icon.

The map is printed.

Add a Childmap

You can add a childmap (submap) to a hierarchical map. The hierarchical map functions as
the parent map to the childmap. The application provides default childmaps. You can also
import your own childmaps.

» To add a childmap:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.

2. Enter your user name and password.
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The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary screen displays.
4. Select TOPOLOGY > MAP VIEWS.

WIRELESS RESOURCES MONITOR ALARMS TOPOLOGY REPORTS

ADMIN
MAP VIEWS

D @ 5 ¢ % 8 0 0 0 9 elna

; QM Maps Devices Link Delete Refresh Auto Sefting Resat  Help Screen  Print

ol - b R
Search % "
o — 192.168.10.208 -~

@ 1921630200 1921810300 |+

192.1 0.213
68.10.205

@ 102.158.10.215 | 192.168.10.215
@ 192.162.90.205 | 192.168.10.205.
@ g 228 19216810217
@ 19216230208 192.168.10.208 |
@ GSTAETVa-Sma 19216810204
6 192.168.10.213  192.162.10.213

e eererro masea 197 168 a0 L

5. From the Map Tree, select the map.
6. Click the Maps icon.

B E| ¢ S 8 O o 9 & 1 &

Maps | Devices Link  Delete Refresh Auto Seiting Reset Help Screen  Print

The Add Map screen displays.

Add Map

Map Info

Map Name *:

(») Selecta Map: *
.
World v Lo,

(_) Selecta Local Map:
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Enter a name for the childmap.

Add Map

Map Info

IMap Name ™

Location 1

(=) SelectaMap: 1
L
World v t oA,

World

usa

California

San Jose

San Jose State University
I Floor Map 1

e Fl0OT Map 2 e —

Either select a default childmap or import a map from your computer by selecting one of the
following radio buttons:

e Select a Map. Select a default map from the menu.
* Select a Local Map. Take the following action:

a. Click the Select button.

b. Locate and select a map on your computer.
Click the OK button.

The map that you selected or imported displays as a childmap below the parent map and
the name of the map you selected displays in the Map Tree.
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Add Devices to a Map

You can add devices to a map.

> To add devices to a map:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For mare information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary screen displays.
4. Select TOPOLOGY > MAP VIEWS.
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5. From the Map Tree, select the map.
6. Click the Devices icon.
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The Add Devices screen displays.

% Add Desices

Device Filter
Vendor Device Type g Loeation
= ol i e : =
Device List
L[ Name P Location Vendor Device Type Derice Model
L] @ 192.168.10.102-mine | 192.168.10.102 shanghai CN Netgear Switch GSM7224v2
[] @ 192.168.10.120 192.168.10.120 Netgear Switch M5300-26G3
[ | @ 192.168.10.122 192.168.10.122 Netgear Switch GSM73528v2
L] @ 192.168.10.232 192.168.10.232 Netgear Switch GSM7224P
[ ] @ GsSmM7212F_217 192.168.10.217 GSM7212F _loc | Netgear Switch GSM7212F
0K
7. Select one or more devices.
8. Click the OK button.
The devices display on the map.
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9. For each device, select the device and drag it to where you want it on the map.

10. Click the Save button.
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The devices display at their locations on the map. The map also displays the existing
links between the devices.
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Add a Link Between Devices on a Map

You can add a link between devices. For devices that do not support link discovery through
Link Layer Discovery Protocol (LLDP), you can manage links manually. When you know that
physical connections exist for the non-LLDP devices, you can draw these links manually and
also update them manually when the physical connections are reconfigured.

> To add alink between devices on a map:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary screen displays.
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4. Select TOPOLOGY > MAP VIEWS.
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5. From the Map Tree, select the map.
6. Select the device that is the first endpoint of the link.
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7. Click the Link icon.
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Maps Devices| Link | Delete Refresh = Autd  Seiting Reset Help Screen  Print

8. Drag your cursor from the device that you selected in Step 6 to the device that is the second
endpoint of the link.
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9. Release the mouse button.

The Add Link screen displays.

[ Add Link

A Interface
Device Name 192 168.10 122

lag22

Device Interface

Z Interface

Device Name GSM7212F_217

Device Interface | lag8

10. From the menus, select the device interface for each end of the link.

Device Interface | lag 12 |'
W =922 -
. 4046
) . anon
Device Name
Device Interface D Tl
W agse x

11. Click the OK button.

The Add Link screen closes.
12. Click the Save button.

The link is added.
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Customize the Style of a Link on a Map

You can customize the way that a link displays.

» To customize the style of alink:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary screen displays.
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5. From the Map Tree, select the map.
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Click the Setting icon.
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The Link Style Setting screen.

Link Style Setting
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Select the color and thickness of the links:

Thickness

Color

Click the OK button.
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The links on the map display the modified link styles.
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9. Click the Save button.

Your changes are saved.

View and Manage Network Topologies

A network topology displays the structure of your network as a link tree view, radial view, or
spring view:

e Link tree view. The network nodes are displayed as a hierarchical organization chart.
* Radial view. The network nodes are displayed in an outwardly expanding radial pattern.

e Basic spring view. The network nodes are displayed in a pattern in which children nodes
are in circles with parent nodes.

Link tree view Radial view Basic spring view

Figure 4. Network topology views
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The following sections describe the tasks that relate to network topology views:

e Add a Topology View

* View a Network Topology and Details About a Device
 Manage a Topology View

* Add a Link Between Devices on a Topology View

e Customize the Style of a Node and Link on a Topology View
 Remove a Topology View

Add a Topology View

You can add a topology view of your network.

» To add atopology view of your network:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary screen displays.
4. Select TOPOLOGY > NETWORK TOLOPOGY.

WIRELESS RESOURCES MONITOR CONFIG ALARMS TOPOLOGY SFLOW REPORTS USERS ADMIN

NETWORK TOPOLOGY

Network Topology (7]

- ¢ - 5 LE] -
View List g B % 8 & 8 o 9 @ I &
(=) test Link = Delete Refresh Auto  Seiting Reset Help Screen  Print
"]
=] =]
o
&

&

@ 192.168.10.200 192.168.10.200 |4
@ 192.168.10.215 192.168.10.215
@ 192.168.10.205| 192.168.10.205
@ iimmy-gem7212¢ 192.168.10.217
@ 192.168.10.208  102.168.10.208

@ G5746Tv2-Smar 182.168.10.204

@ 192.168.10.213  182.168.10.213

w192 450 40 207 L7

Manage Maps and Topologies
199



NMS300 Network Management System Application

Note: If you did not yet add any topology views for your network, the screen
does not display any.

5. Next to View List, click the + (L) button.
View List ® ®

(@ Node Link Tree View ~
{= San Jose Netgear

(@ Radial Tree View
=

J Topology Tree View

The Add Topology View screen displays.
e

General Info

View Name*

Display Layaut | Radial Tree

A

Device Filter
Filter Device By
[] Subnet i

[_] Device Vendor

6. Specify the following information:
* General Info:

- View Name. Enter a name for the topology view.
- Display Layout. From the menu, select Radial, Node Tree, or Basic Spring.

» Device Filter. Select one of the following check boxes and specify the corresponding
information:

- Subnet. Enter an IP address and select a subnet from the menu.
- Device Vendor. Select a vendor from the menu.
7. Click the OK button.

The Add Topology View screen closes.

To view the new topology view, select it from the View List table.
The topology view displays.
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View a Network Topology and Details About a Device

You can view a network topology and view details about the devices, including alarms.

> To display a network topology and details about a device in the network:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary screen displays.
4. Select TOPOLOGY > NETWORK TOPOLOGY.
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5. From the View List table, select the topology view.

For information about adding a topology view, see Add a Topology View on page 199.
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The selected view displays.
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6. From the Device List table, select a device.

A circle displays around the selected device.
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7. To view information about the device (node), point to the device on the map.
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IP Address:
Node Status:
Device Type:
Vendor:

8. To see detailed information and the Dashboard menu for the device, double-click the device
on the map.

For more information, see View Device Details and Interface Details on page 85.
9. To view the details for a link, point to the link on the map.

A pop-up screen similar to the following displays.

?71 AN 007
/ Link:gs?52TxS-226-M4100_208
]

A Interface: 1/g1
Z Interface: 0/5
| Speed: 1000Mbps |

10. To view the summary for an alarm, point to the alarm summary on the map.

An alarm summary is displayed as a red-colored rectangular with a number.

A pop-up screen similar to the following displays.

[ Alarm Summary

Critical:
Major:
Minar:

| Total Count:

Manage a Topology View

On the Network Topology screen, the icons that display above a topology view let you
perform various tasks.

B & 8 OB O 9 & i1 &

Link Delete Refresh  Aute  Setting Reset Help  Screen  Print

Figure 5. Icons on the Network Topology screen

The following procedure describes the tasks that you can perform for a topology view. For
complicated tasks, the procedure points to a section that provides detailed information.
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> To manage a topology view:

1. Open a browser and connect to the application through the static IP address of the

NMS300 server.
For more information, see Log In to the Application on page 18.

2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is

also admin.

3. Click the Sign In button.

The Network Summary screen displays.
4. Select TOPOLOGY > NETWORK TOPOLOGY.
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5. From the View List table, select the topology view.
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6. To rescale the topology view, use the scaling tool that displays on the left of the topology
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To reposition the topology view, hold your cursor on the topology view and drag the topology

view to a hew position.

Take one of the following actions:

Let the application refresh the topology view automatically. Click the Auto icon.

The topology view refreshes automatically every two minutes. Automatic refreshment
is the default setting.

Refresh the topology view manually. Click the Refresh icon.
The topology view refreshes once immediately.
Add a link between devices on a topology view. Click the Link icon.

For more information, see Add a Link Between Devices on a Topology View on
page 206.

Customize the link style settings. Click the Setting icon.

For more information, see Customize the Style of a Node and Link on a Topology
View on page 2009.

Remove a link from the topology view:
a. Select the link.
b. Click the Delete icon.

The link is removed.
Undo unsaved changes. Click the Reset icon.

The unsaved changes are reset.
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e Save changes. Click the Save icon.

Your changes are saved. When the Save icon is grayed out, everything is saved.
e Open the Help screen. Click the Help icon.

The Help pop-up screen displays.
* Enter full-screen mode. Click the Screen icon.

The screen displays in full-screen mode. To return to the regular screen display,
either press the Esc key, or from the full screen, click the Screen icon.

¢ Print the screen. Click the Print icon.

The topology view is printed.

Add a Link Between Devices on a Topology View

You can add a link between devices. For devices that do not support link discovery through
Link Layer Discovery Protocol (LLDP), you can manage links manually. When you know that
physical connections exist for the non-LLDP devices, you can draw these links manually and
also update them manually when the physical connections are reconfigured.

» To add alink between devices on a topology view:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary screen displays.
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4. Select TOPOLOGY > NETWORK TOPOLOGY.

WIRELESS RESOURCES MONITOR CONFIG ALARMS TOPOLOGY SFLOW REPORTS USERS ADMIN
NETWORK TOPOLOGY
Network Topology (7]
_ o = KA -

View List ®® B % @ & 8 ¢ 9 € il &

l‘ﬂ test Link Delete Refresh  Auto  Sefting  Reset Help | Screen  Print
&
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5. From the View List table, select the topology view.
6. Select the device that is the first endpoint of the link:
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7. Click the Link icon.
B % 8 O O 95 €& I a

Link | Delete Refresh | Aute = Sefting Reset Help Screen Print

8. Drag your cursor from the device that you selected in Step 6 to the device that is the other
endpoint of the link.

9. Release the mouse button.
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The Add Link screen displays.

Device Name 192 168.10.202

Device Interface | 49

Z Interface

Device Name 192.168.10.219
Device Interface | 11

v

10. From the menus, select the device interface for each end of the link.
Device Interface | "

m-

rface .5'10

¥

. W =
Device Name
Device Interface W e

B c15

11. Click the OK button.

The Add Link screen closes.
12. Click the Save button.

The link is added between the two devices.
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Customize the Style of a Node and Link on a Topology View

You can customize the way that a node and a link display.

> To customize the style of a node and link:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary screen displays.
4. Select TOPOLOGY > NETWORK TOPOLOGY.

WWIRELESS RESOURCES MONITOR CONFIG ALARMS TOPOLOGY SFLOW REPORTS USERS ADMIN

HETWORK TOPOLOGY

Network Topology (7]
- 3 - - a ™
view it oy 8 % 8 0 8 o 9 e I &
(=) test: Link  Delete Refresh Auto  Settng Reset Help Screen Print
&
EEE «
]

|
193.168.10.218
Search - H
DevictMame | T GST4T 2 Smantswitch 7 gme=da )

@ 192.168.10.209 | 182.168.10.209 |
@ 122.168.10.215 182.168.10.215 s
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@ 19216810208 19216810208
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5. From the View List table, select the topology view.

(a) SanJose Netgear
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Click the Setting icon.
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Link
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The Node and Link Style Settings screen displays.

£} Nodeand Link tting

Node Style Setting

Layout Style

| Radial Tree v |
Label Style | Niiiia = i
Icon Style | Tcon Style ¥ i
Link Style Setting
Speed Thresholds Calor Thickness
< 15Mbps -‘ 2 =

>=1.5Mbps, < 10Mbps 2

=]
=

>= 10Mbps, < 100Mbps P

>= 100Mbps, < 1Gbps

>= 1Ghps, < 10Gbps

>= 10Gbps

Unknown Speed

Lh]
P G P D (G B

Manage Maps and Topologies
210



NMS300 Network Management System Application

7. Select the node style settings and link style settings:

Node Style Setting

Layout Style | Radial Tree

Label Style | Name

Icon Style | Circle Style

Link Style Seting

Speed Thresholds Calor Thickness
< 15Mbps

>= 1.6Mbps, < 10Mbps
>= 10Mbps, < 100Mbps
>=100Mbps, < 1Gbps
>= 1Gbps, < 10Gbps
»= 10Ghps

Unknown Speed

8. Click the OK button.

The nodes and links on the view display the modified node and link styles.
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Click the Save button.

Your changes are saved.
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Remove a Topology View

You can remove a topology view that you no longer need.

To remove a topology view:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.

The Network Summary screen displays.
Select TOPOLOGY > NETWORK TOLOPOGY.

WIRELESS RESOURCES MONITOR CONFIG ALARMS TOPOLOGY SFLOW REPORTS USERS ADMIN

NETWORK TOPOLOGY

Network Topology (7]
. . o = J 4 L] o
e B 2 8 0 8 o 5 e &
@ test Link Delete Refresh  Auto  Setting Reset Help | Screen  Print
e
BEE -

@ 192.168.10.200 | 192.168.10.200 |
@ 192.188.10.215 | 192.168.10.215
@ 192.168.10.205 | 192.168.10.205
@ immy-gem7212f 192.168.10.217

@ 102.168.10.208 | 192 16810208 b

@ GS746Tv2-Smai 182.168.10.204

@ 192.168.10.213 | 182.168.10.213

S ESTEITR MST_182 168 10,202

5. From the View List table, select the topology view.
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6. Next to View List, click the X button.

[® MNode Link Tree View
San Jose Netgear

=
[® Radial Tree View
[® Topology Tree View

A pop-up confirmation screen displays.
7. Click the Yes button.

The topology view is removed from the View List table and deleted.
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Manage sFlow

Manage sFlow sources and view the sFlow
summary

Using packet sampling, sampled flow (sFlow) lets you monitor managed switches in high-speed
switched networks.

This chapter covers the following topics:
» Set Up the sFlow Collection Server and Manage the sFlow Settings

* Manage sFlow Sources
* View and Export the Results of sFlow Monitoring
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Set Up the sFlow Collection Server and Manage the sFlow
Settings

> To configure the SMS server:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary screen displays.
4. Select ADMIN > SETTINGS.

System and Website Settings
Getting Started with NMS System Settings ¢ Customize
/ Discover your network and add the devices you wanlto % Set global seftings for the system and website, J Customize the navigation and look of your web portal,
manage.

Account Information @ Manage Monitor and Alarm = my.NETGEAR.com Account Profile
* View or modify users, or creale new users, MNetwork monitor, alarm and threshold related configurations. " Configure and validate my METGEAR com account profile
through myNETGEAR com Web API

= sFlow Manage External File Server License And Version Information
b set sFiow related configurations. % Exemal File Server configurations and File Processing witn View NMS: 58, d and versi
Exernal File Server information.

Manage sFlow
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5. Under sFlow, click the sFlow Settings link.

B sFlow Settings X

sFlow Settings

History Data Save in{days) s ™

sFlow Collection Server [toa00502 ]

sFlow Collection Server Port EE k4

Sampling Rate 1024 r

Max Header Size E k4
Cancel

6. Enter the sFlow settings:

History Data Save in (days). From the menu, select how long sFlow data is saved.
By default, the data is saved for 15 days. You can also select 3, 5, or 7 days.

sFlow Collection Server. Enter the IP address of the sFlow collection server.
sFlow Collection Server Port. Enter the port number for the sFlow collection server.

By default, the port number is 6343.
Sampling Rate. Enter the rate at which the data is sampled.

By default, the rate is 1024, which means that 1 in 1024 packets is sampled. You can
set a higher sampling rate, which might result in a higher accuracy but increases the
sFlow traffic. You can set the sampling rate from 1024 to 65536 packets.

Max Header Size. Enter the maximum size of the header.

By default, the size is 128, which means that a maximum of 128 bytes is sampled
from a packet. You can set the maximum header size from 20 to 256 bytes.

7. Click the Submit button.

Your changes are saved.

Manage sFlow Sources

An sFlow system consists of multiple devices performing two types of sampling:

* Random sampling of packets or application-layer operations
e Time-based sampling of counters

The sampled packet and operation information, referred to as flow samples, and the sampled
counter information, referred to as counter samples, are sent as sFlow datagrams to the
application, which functions as the sFlow collector.

sFlow is supported for managed switches only (see NETGEAR Managed Switches on
page 12) and for a maximum of 16 interfaces at a time.

Manage sFlow
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» To enable interfaces of managed switches as sFlow sources:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary screen displays.
Select SFLOW > MANAGE SOURCE.

MANAGE SOURCE

Manage sFlow Source

Desice Tree View (7]

Group By | Location |- Enable sFlow

@ @ Unknown
o 8 10100414
y @ 10100419
@ @ 10.100.4.20
o @ 101005253
o @ 10100636
5 @ 10.100.6.45

BTl | Reset |
| Reset |

Click the | ¢4 | icon to the left of the IP address of a managed switch.

@ @& Unknown

@ @ 10.100.4.14 ¥
@ 101 v
@ 102 7]
@ o3 [}
@ 104 )
@ 1055 [
@ 11066 B
@ 107 [l
@ s
@ 1019
@ 1010
@ 1011
@ 1012
@ 1013 B
@ 11014 ]

s R

Select the check boxes for active interfaces (displayed with green icons) that must be
included as sFlow sources.

To add interfaces of another managed switch, scroll down and repeat Step 5 and Step 6.

Note: You can select a maximum of 16 interfaces from the same or different
managed switches.

Click the Submit button.

Your changes are saved.

Manage sFlow
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View and Export the Results of sFlow Monitoring

If you specify the sFlow sources, and traffic is present for these sources, you can view the
results of sFlow monitoring.

The application provides the following defaults and filter options for viewing the results:

Source. You can select to display the source switch. By default, the application displays
information about the source switch with the lowest IP address.

Interface. You can select to display the source interface. By default, the application
displays information about all source interfaces for the selected source switch.

Date time range. You can select to display a time range or customize a time range. By
default, the application displays the sFlow information that is collected today.

Top. You can select to display the top 10 or top 20 active sFlow streams. By default, the
application displays information about the top 10 active sFlow streams.

» To view the results of sFlow monitoring:

1. Open a browser and connect to the application through the static IP address of the

NMS300 server.
For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.

The Network Summary screen displays.

Manage sFlow
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4. Select SFLOW > SFLOW SUMMARY.

MONITOR CONFIG ALARMS TOPOLOGY m 085 ADMER
T Cnssins 0

- Comversations Filter: [Managed Source: 10.100.4.14] [intertace: Al [Date Time Range: Today] [Top: Top 10] Show Filter
« Sources ExporttoExcel [f Exportto PDF
ARRD Source IP ¢ 4 ] ¢ Flow Total ¢ Flow Rate(%) -
« Applications | ERER 224114 whoiges 92.607TME [—Y —

[ 10.100.5.12 10.100.4.20 snmp 1.095:B {— . —

W 10.100.5.13 10.100.4.14 snmp 8308 [—

[ 10.100.4.19 255.255255.255 domain 868 C N -]

8 11.1.1-224.1.1.0(wheis ) 10.100.5.13-10.100.4.20(snmp) [ 10.100.5.13-10.100.4.14(snmp) 10.100.4.19-255.255.255.255(domain)

By default, the table and associated pie chart show the sFlow conversations (that is,
application traffic streams) between source and destination IP addresses, their total flow
traffic, and their flow rate in percentage.

By default, the application displays the top 10 streams that sFlow collected today for the
device with the lowest IP address.

5. To view a table and pie chart of IP sources, destinations, or applications, click one of the
following Show Summary menu links:

e Sources. The table and associated pie chart show the sFlow source IP addresses
and the total flow traffic and flow rate in percentage for these addresses.

» Destinations. The table and associated pie chart show the sFlow destination IP
addresses and the total flow traffic and flow rate in percentage for these addresses.

e Applications. The table and associated pie chart show the sFlow applications and
the total flow traffic and flow rate in percentage for these applications.

6. To filter the event entries that are listed, click the Show Filter button.

You can filter the event entries by criteria such as managed source IP address, interface
number, time range, and top active interfaces.

To hide the filter, click the Hide Filter button.

7. Click the Export to Excel button or the Export to PDF button.
8. To save the sFlow information on your computer, follow the directions of your browser.

Manage sFlow
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Generate and View Reports

Record how your network performs

You can generate reports from either built-in or customized report templates, and you can view
them at any time. You can create new report templates that generate one-time reports or regular

reports automatically on a schedule.
This chapter covers the following topics:

* Manage Report Templates
* Generate and Schedule Reports
* View and Remove Saved Reports
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Manage Report Templates

The application provides default report templates that are based on inventory, devices,
wireless devices, wireless clients, traffic, and storage device components. You can generate
and view a report based on such templates. You can also add a new report template based

on an existing template, modify an existing template, and remove a report template.

The following figure shows the types of reports that the templates are based on.

> Wireless Device
» Wireless Client

» Storage

Total Bytes Transferred by Inlerface
Interface TraMc Rates

Interface Utilization

> Wireless Device
> Wirsless Client

» Storage

» Storage

» Slorage

e

¥ Inventary » Inventory » Inventory » Inventary » Inventory » Inventory

Device Inventory b e Davice > Devics » Device » Device

Interface inventory NP ¥ Trafic » Traflic » Trafic » Traffic
e CPU Device 1P Traffic ¥ Wireless Device: > Wireless Device » Wireless Device
e Mernory Device ICMP Traffic Traffic per Ratio LA ELEE el » Wirsless Client
» Wireless Daevice TeimRbLre Device TOP Traffic Tralic per 8SI0 Client Count per AP ¥ Storage
» Wireless Client Halatiy Dexer DP Tram: WLAN Lo Client Countper 831D Device Temperature
» Slarage e i T Client Count per Radio Disk Temperature

> Trafic Interface Traffic Errors and Discards Fan Speed

Disk Space Utiization
Storage Capacity
Virtual Disk

Disk Drives

Figure 6. Overview of the types of reports

Add or Modify a Report Template

To generate reports for your particular network and situation, you can add a report template
that is based on a default report template or modify a default report template.

To select a report style and add a report template or modify an existing report
template:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary screen displays.

Generate and View Reports
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Select REPORTS > REPORT TEMPLATES.

HOME WIRELESS | RESOURCES | MONITOR CONFIG ALARMS TOPOLOGY ADMIN
o T 0
¥ iy 2 | | T | e Rowsparpnse 10 1< 1 Jr1 > I o3
Device Inventory [] Name # File Farmat # ReportPeriod # Sthedulad # Recument Type # Nexd Exacution Tirme %
Interface Inventory [ Device Inventary & FDF File Cyrrent B o Mot Recurrent
O FitaPs B PDF File Current [ [T Mot Recurrent
» Davice [ Device nventary B8] PDF File Current B o Mot Recurrent

» Traffic
» Wireless Device
> Wirgless Client

> Storage

To add columns to or remove them from the Report Templates table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Name, File Format, Report Period,
Scheduled, Recurrent Type, Next Execution Time, Email, and Description.

From the Report Type menu, select the report type.

For some report types, the application provides one or more default report templates. For
other report types, the application does not provide any default report templates and you
must add a report template.
Add a report template or modify an existing report template:
e To add a report template, click the Add button.
» To modify an existing report template:

a. From the Report Templates table, select the report template.

b. Click the Edit button.

For a new report template, the Add Report Template screen displays. For an existing
report template, the Edit Report Template screen displays.

T Add Report Template X
Select Devices Customize Fields

General Info

Report Hame [ Devics inventory |2

Report Type Inventory - Device Inventory

Report Period ["current

Devics Inventory information for selecied davics

Description

Report Option

File Format & PDFFile (" EXCELFile ¢ HTMLFile [¥ Save Report in NMS300 File System
[ Email

s | et Close

Generate and View Reports
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Depending on your type of report selection, a different Add Report Template screen or

Edit Report Template screen might display.

Enter or modify the following general report information:
* General Info:
- Report Name. Enter or modify the name for the report template.

- Report Type. Your selection in Step 6 determines the content of this field.
- Report Period. Select the period to which the report template applies.
- Description. Enter or modify the description for the report template.

* Report Option:

- File Format. Select the PDF File, EXCEL File, or HTML file radio button.

To save generated reports, select the Save Reports in NMS300 File System

check box.

For information about how to view reports that were generated previously, see

View and Remove Saved Reports on page 230.

- Email. To let the application send a copy of the report to your email address,
select the Email check box and enter or modify your email address.

Click the Select Devices tab.

Select Devices > Customize Fields
Select Targst Network Devices or Groups AddDevice || Add Group

[ Status + Entity Hame & Entity Type 4 P Address 4 Vendor 4 Device Model =

Mo datz to display!

v | st ciose
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10. Add devices, device groups, or both:
a. Click the Add Device button.

B seclect Devices

|

Fater one
Rowsperpags[ 10 [ < [1 14 > [EN ot as

[T Status 4 Device Name « |P Address 4 Vendor 4 Device Type 4 Device Model 4 Firmware Version 4
| @u 192 168.10.102 192 168.10.102 B vetgear &3 swicn asmMT224v2 80126

[ ®up 192.168.10.104 192.168.10.104 B vetgear Switch FST26TP

@ 192.168.10.114 192.168.10.114 B vetgear Switch GET28TPS 53047

| @up 192.168.10,120 192.168.10,120 B vetoear Switch M5300-28G3 10.0.0.18

@ 192.168.10.121 192.168.10,121 B vetoear & swich GSMT3285v2 80320

| @up 152168.10,124 152168.10,124 B vietgear Switch G5M7252PS 803325

r|@uw 192168.10.125 192168.10,125 B vietgear Switch GsMT248v2 80122

| ®up 192 168.10.131 192 168.10.131 B vetgear & swicn GSMT252RS 80338

M| @u 192 168.10.140 192 168.10.140 B vietgear &3 swicn GsMT224v2 80129

M@ 192168.10,202 192168.10,202 B vietgear &) swich Fe7E2TP 50233
| Add selection | | Add All || Close |

b. Select devices to add and click the Add Selection button.
To add all of the devices in the table, click the Add All button.

c. Click the Add Group button.

B select Groups

‘

Filter: None Show Filter

Row's per page| 10 g < 11 > A tota 1
[~ Name ~ Type 4 Device Count *
[~ AllNetgear Devices Dynamic Group 35

| Add Selection | [ Add All | | Close |

d. Select device groups to add and click the Add Selection button.
To add all of the device groups in the table, click the Add All button.

The selected devices, groups, or both, display in the Select Target Network Devices
or Groups table.

e. If you are modifying an existing report template, to remove devices or groups, select
the devices or groups, and click the Remove button.

The devices or groups are removed from the Select Target Network Devices or
Groups table.
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11. Click the Customize Fields tab.

T Add Report Template X
Select Devices Customize Fields >

Customize Report Fields

Optional Fields Selected Fields
Software Version
MAC
Location
Device Group
Config Version
Serial Number
Last Update
Discover Time

£ E aw

Data Sort

Sort By Device Device Name. E " Descending (* Ascending

GETRRR] oo scroanie | sove | erocue JRERS

Depending on your type of report selection, a different Customize Fields screen might
display.

a. Inthe Customize Report Fields section, specify the fields and the order in which you
want them to appear in your report template.

To select the fields, use the >, <, >>, and << buttons. To arrange their order, use the up
and down buttons.

b. In the Data Sort section, specify how you want the information sorted.
You can sort by device and by descending or ascending order.
12. Click the Save button.

The report template is saved and added to the Report Template table.

Remove a Report Template

When you delete a report generation job from the Jobs table, the application deletes the
report template for the job automatically. For more information, see View and Manage Jobs
on page 234. You can also remove a report template manually.

> Toremove areport template manually:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.
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3. Click the Sign In button.
The Network Summary screen displays.
4. Select REPORTS > REPORT TEMPLATES.

HOME WIRELESS | RESOURCES | MONITOR ALARMS TOPOLOGY 085 ADMIN
Report Type Report Templates (7]
v nerir [sss [["can ][ voee || cenersiorapor | Rovs perpagel 10 1 < 1 i > [ T3

D ] Name # File Format # Report Pariod % Scheduled % Recurrent Type % Next Execution Time %

Interface Imventory [0 Device Inventory B POF File Cument B o Mot Recurrent

O Fit_ars B PDF File Cument 8o Mot Recurrent
» Device [ Device inventory B PDF File Cumant (% B Mol Recurrent
> Traffic
» Wireless Device
» Wireless Clignt
> Storage

5. To add columns to or remove them from the Report Templates table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Name, File Format, Report Period,
Scheduled, Recurrent Type, Next Execution Time, Email, and Description.

6. From the Report Type menu, select the report type.
7. Select the report template.
8. Click the Delete button.

A pop-up confirmation screen displays.
9. Click the Yes button.

The report template is removed from the Report Templates table and deleted.

Generate and Schedule Reports

You can generate reports from an existing report template. You can create one-time reports
manually that are generated immediately or schedule one-time reports that are generated
later. You can also schedule recurring reports that are generated automatically.

Generate a One-Time Report Immediately

You can generate a new report immediately from an existing template. For information about
how to schedule the generation of a one-time report later, see Schedule a Report on
page 228.

» To generate and view a report:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.
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For more information, see Log In to the Application on page 18.

Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.

The Network Summary screen displays.
Select REPORTS > REPORT TEMPLATES.

HOME WIRELESS | RESOURCES | MoONTOR CONFIG ALARMS | TOPOLOGY 083 ADMIN
Report Type Report Templates @
v i oo T con T poee 1ot s Rovasesesn [0 < (1 it > [ o3

D @ Irventor ] Name # File Format % Report Period % Scheduled ¢ RecumentType % Next Execution Time *

Interface Inventory [ | evice Inventory 8] POF File Cuyrrent B8 o Mot Recurent

O Fii_ars B PDF File Current 8o Mot Recument
» Dovice [ Device Ivventory &) PDF File Current Bro Not Recurrent

» Traffic
> Wirgless Device
» Wireless Client

* Slorage

To add columns to or remove them from the Report Templates table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Name, File Format, Report Period,
Scheduled, Recurrent Type, Next Execution Time, Email, and Description.

From the Report Type menu, select the report type.
Select the report template.
Click the Generate Report button.

The Generate Report screen displays the results.

™ Generate Report X

Execution Result

Note: If your report has been generated successfull, please click “View Report® to open the report

Report Generation: a Succeeded.
Save Report: W succeeden.
Email: B Not Set.
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9. Click the View Report button.
The report displays.
10. Click the Close button.

The screen closes.

Schedule a Report

You can schedule a report from an existing template for generation at a future time, or you
can schedule the report for generation on a recurring basis.
To generate a report according to a schedule:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary screen displays.
4. Select REPORTS > REPORT TEMPLATES.

WARELESS RESOURCES MONITOR ALARMS TOPOLOGY 0B85 ADMIN

REPORT TEMPLATES

Report Type Report Templates (7]
¥ inerioy [ sgs [ on_[ oot J[ ~Genersto peport | Rovs perpagel 10 1 < 1 i > [ T3
3 [] Name % File Format 4 Report Period 4 Scheduled & Recument Type 4 Mext Exacution Time s

Interface Inveniony O Device nventory B} POF File Cument B o Mot Recurrent
O Fit_ars B PDF File Cument B3 ro Mot Recurrent

» Device [] Oevice nventary B PDF File Cumant (% B Mol Recurrent

> Traffic
» Wireless Device
» Wireless Clignt

» Slorage

5. To add columns to or remove them from the Report Templates table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Name, File Format, Report Period,
Scheduled, Recurrent Type, Next Execution Time, Email, and Description.

6. From the Report Type menu, select the report type.
7. Select the report template.
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8. Click the Edit button.

" Edit Report Template X

Select Devices ‘Customize Fields

General Info

Report Name [ Device Inventory test |®

Report Period [current
Device Inventary information for selected device.
Description
Report Option
File Format  PDFFile (" EXCELFile (" HTML File [¥ save Report in NMS300 File System
™ Email

Depending on your type of report selection, a different Edit Report Template screen might
display.

9. Click the Add Schedule button.

™ Schedule X
Execution Type & Status
Enable Mo g Execution Type

[ canct |

10. From the Enable menu, select Yes.

11. Specify whether the application generates the report once or on a recurring basis by

selecting one of the following options from the Execution Type menu and entering the
corresponding information:

e Onetime scheduled. This is the default selection.

In the Starting On field, enter a date and time.
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e Recurrent. The screen adjusts to display more fields.

P Schedule X
Execution Type & Status
Enable “es ] Execution Type Recurren t
Starting On
Starting On 04/30/2013 14:59.00 L
Recurrence

Recurrence Type

Day of the Week

Stopping On

¢ End Time

@ Hever

m Cancel

Weekly

[¥ Monday [~ Tuesday [~ Wednesday [ Thursday [ Friday [ Saturday [ Sunday

Enter the following information:

a. In the Starting On field, enter a date and time.

b. From the Recurrence Type menu, select how the schedule recurs and complete
the corresponding field or select the corresponding check boxes.

c. Select the End Time radio button and enter the date and time in the
corresponding field, or leave the Never radio button selected, which is the

default setting.
12. Click the Submit button.

The Schedule screen closes. The report generation schedule becomes part of the report

template.

13. On the Edit Report Template screen, click the Save button.

The report is generated according to the schedule that you set.

View and Remove Saved Reports

You can view the saved reports in the application. However, reports are saved for the data
retention period. For more information, see Set the Data Retention Period on page 247. You

can also remove reports that you no longer need.

View a Saved Report

You can view a saved report.

> To view a saved report:

1. Open a browser and connect to the application through the static IP address of the

NMS300 server.

For more information, see Log In to the Application on page 18.
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2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary screen displays.
4. Select REPORTS > GENERATED REPORTS.

HOME WIRELESS | RESOURCES MONITOR CONFIG ALARMS TOPOLOGY REPORTS ADMIN

GENERATED REPORTS

Generaled Reports (7]
Filter:{Create Time Range: Last 30 days] Show Filter

Rows perpage[ 10 9 < [ 1 |14 > [N o3z
L[] Report Name # Report Category # Report Type % Report Period # File Format ®

alo Innveritory Device Irvertary Current B8] POF File

{m [ ¥iraless Client Clignt Count per Radio Last 24 hours 8] POF File

Ol Wireless Clisnt Client Count per Radio Last 24 hours & POF File

Oc Wireless Client Client Count per Radio Today B8] POFFile

Olc Wireless Client Clignt Count per Radio Customized periodiby date) 8] POF File

(] Viiraless Client Client Count per AP Today €] POF File

o Viireless Device WLAN Utifization Today & POF File

O Wiraless Device Traffic per SSI0 Today 8] POF File

O Wireless Device Traffic per Radio Today B8] POF File

Oc Wirelass Client Clignt Count per SSID Today 8] POF File

5. To add columns to or remove them from the Generated Reports table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Report Name, Report Category, Report
Type, Report Period, File Format, Execution Type, Created Time, Created By, and
Description.

6. To filter the reports that are listed, click the Show Filter button.

You can filter the current jobs by criteria such as time range, category, and report type.
The previous figure shows the Generated Reports table after a time range filter for the
past 30 days was applied.

To hide the filter, click the Hide Filter button.

7. Select the report.
8. Double-click the report.

Your report opens.

Remove a Saved Report

You can remove a saved report that you no longer need.

> Toremove a saved report:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.

2. Enter your user name and password.
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The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary screen displays.

Select REPORTS > GENERATED REPORTS.
i \‘mLES; i i.(DHI'IOR 1 TOPOLOGY m ADMIN

GENERATED REPORTS

Generated Reports (7]
Rowsperpage[ 10 [ < | 1 |14 > [ Totarar
[ Report Name ¢ Report Category ¢ ReportType % Report Period & File Format s
0|0 nitory Invenitory Dewite Irventory Current B FOFFile
[} ¥iraless Client Client Count per Radio Last 24 hours B] FOF File
O Wirgless Client Client Count per Radio Last 24 hours ] POF File
(] Wireless Client CHent Count per Radio Today B8] FOFFile
(] Wiraless Client Client Count per Radio Customized period(by date) ﬂ_ POF File
0 cii Viireless Client Client Cournt per AP Today & PDF File
0w Vireless Device WLAN Utilization Today & FOF File
O Wireless Device Traffic per 3810 Today 8] FODF File
0O\ T Wireless Device Traffic per Radio Today B POF File
Oc ¥ireless Client Clent Count per SSID Today B POF File

To add columns to or remove them from the Generated Reports table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Report Name, Report Category, Report
Type, Report Period, File Format, Execution Type, Created Time, Created By, and
Description.

To filter the reports that are listed, click the Show Filter button.

You can filter the current jobs by criteria such as time range, category, and report type.
The previous figure shows the Generated Reports table after a time range filter for the
past 30 days was applied.

To hide the filter, click the Hide Filter button.

Select the report.
Click the Delete button.

A pop-up confirmation screen displays.
Click the Yes button.

The report is removed from the Generated Reports table and deleted.
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Manage the system jobs

You can view job detail and status information.

This chapter covers the following topics:

e Schedule Jobs
* View and Manage Jobs

233



NMS300 Network Management System Application

Schedule Jobs

The application supports regular and time-consuming jobs that are used for configuration and
management tasks. You can schedule these jobs for future execution on a one-time basis or
on a recurrent basis for batch operations.

The application supports the following jobs, which are scheduled when you complete the
corresponding procedures (see the section references in the following list):

e Configuration file backup. Both one-time and recurrent jobs are supported. For more
information, see Schedule a Backup Job on page 117.

e Configuration file restore. One-time jobs are supported. For more information, see
Restore the Configuration of a Single Device on page 123 and Restore the Configuration
of Several Identical Devices on page 134.

* Firmware upgrade. One-time jobs are supported. For more information, see Execute or
Schedule a Firmware Upgrade on page 150.

* Report generation. Both one-time and recurrent jobs are supported. For more
information, see Schedule a Report on page 228.

* Resource discovery. Both one-time and recurrent jobs are supported. For more
information, see Schedule or Reschedule an Existing Discovery Job on page 42.

Output files from completed jobs are saved for the data retention period. For more
information, see Set the Data Retention Period on page 247.

View and Manage Jobs

You can view job detail and status information. You can also enable, disable, and delete jobs.
For information about modifying or rescheduling jobs, see the section references in the
previous section, Schedule Jobs.

When you delete any of the following items from the Jobs table, the application deletes its
corresponding profile or template from its database:

» Discovery job. You can create a discovery profile. For more information, see Add or
Modify a Discovery Profile on page 37.

* Backup job. You can create a new backup profile. For more information, see Add or
Modify a Backup Profile on page 112.

* Report generation job. You can create a report template. For more information, see
Manage Report Templates on page 221.

Manage Jobs
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When you delete any of the following items from the Jobs table, the application does not
delete the related file from its database:

Restore configuration job. To remove the configuration file from the application, you
must delete the configuration file manually. For more information, see Restore Your
Device Configurations on page 122.

Firmware upgrade job. To remove the firmware file from the application, you must
delete the firmware file manually. For more information, see Upgrade Firmware for One or
More Devices on page 148.

To view and manage jobs:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary screen displays.
Select JOBS > JOB MANAGEMENT.

| HOME WIRELESS | RESOURCES MONITOR CONFIG ALARMS

Jobs (7]
[ cravie | oove [| oeten_J] e Rows porpase [0 18 < [ 1 i1 > [N Tours

[] Enable & JobhName % Job Type % RecumentType # Status % LastExecution Time ~ Nexd Execution Time ®

0O Bre 31013 Imnage Upgrade Mot Recurrent Qi Failed 0991152013 03:18:22

O & ves Inventary Palling Inventory Dally {53 wvait to run 09/11/201301:00:00 | 091272013 01:00:00

O 8o 31013 Image Upgrade Mot Recurrent ¥3 Failed D013 232044

O 8o 31043 Image Upgrade Mot Recurrent B3 Falled 02013 23:20:16

O Bmre 9500-3.1.0.14 Image Upgrade Mot Recurrant §J Falted 0102013 23:24:55

O Bne Quick Distover Distavery Mot Recurrent @ Succeaded 09410/2013 23:22:50

To add columns to or remove them from the Jobs table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Enable, Job Name, Job Type, Recurrent
Type, Status, Last Execution Time, Next Execution Time, Last Execution Status, Job End
Time, Created By, and Create Time.

To filter the jobs that are listed, click the Show Filter button.
You can filter the current jobs by criteria such as job type, status, and last execution time.
To hide the filter, click the Hide Filter button.

Select a job.
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8. Take one of the following actions:
e Enable the job. Click the Enable button.
» Disable the job. Click the Disable button.
* Display job details. Click the Detail button.

B Job Detail X

General Info

Job Name Default profile Job Type Discove

Status Succesdsd [v] Enable [v]
Created By Create Time 04/28/2013 03:46:00
Execution Information

Last Execution Status Succesded [ | Last Execution Time 04/28/2013 03:47:47

Next Execution Time

Previous || Next || Close

Depending on your selection, a different Job Detail screen might display.
To close the Job Detail screen, click the Close button.
e Delete the job:
a. Click the Delete button.
A pop-up confirmation screen displays.
b. Click the Yes button.

The job is removed from the Jobs table and deleted.
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Manage the system users

You can manage security profiles, the user base, and online users.
This chapter covers the following topics:

e Security Profile Concepts

* Add a Security Profile

« Modify or Remove a Security Profile
e Add a User Profile to the User Base
e Modify or Remove a User Profile

* View and Log Off Online Users

Note: Only admin users (that is, users with a security profile that is set to
Admin) can perform user management tasks.
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Security Profile Concepts

The application provides the following default user security profiles:

Admin. A user who can perform all functions of the application, including management of
users and security profiles.

Operator. A user who can manage the network functions, but cannot manage users or
security profiles, or perform administrative tasks.

Observer. A user who can only monitor and view network functions.

As an admin user, you can modify and delete these security profiles and you can define new
security profiles. For example, you can add a security profile for someone who can only run
and view network reports but is not authorized to perform any other tasks.

Add a Security Profile

If one of the default security profiles does not satisfy your needs, you can add a security
profile and specify the tasks that are associated with the security profile. For most functions,
you can specify whether the security profile includes viewing only, modifying only, or both
viewing and modifying. You can specify the following tasks in a security profile:

Monitoring

Configuring

Managing alarms

Managing topologies

Discovering

Reporting

Managing jobs

Managing users and security profiles
Performing administrative tasks

> To view the existing security profiles and add a security profile:

1. Open a browser and connect to the application through the static IP address of the

NMS300 server.
For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.

The Network Summary screen displays.
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4. Select USERS > SECURITY PROFILES.

o | e [ esones | wowon | cows | s [ oo | o [ woms | oo | | o |
SECURITY PROFILES

User Profile =
| nad | eon [l oetete | Rows perpage[ 10 B9 < [ 1 |11 > [N Totar3
] Security Profile Name # Default = Created By # Creale Time .
O ovserer B ves system 09102013 23:17:25

O operator B ves system 08102013 23:17:25

O admin & ves system 081052013 2317:25

5. Click the Add button.
The Add Security profile screen displays.

1. Add Security Profile X

Profile Information
Profiie Name * i
Profile Setting
ff““’“” Module View Mod,‘ﬁf, ;D}?cnpﬁnn
Monitor 3 [T Enterprise network monitor and views functions.
Confige |l [T Config file backupirestore and image management functions.
Alarm F [T Alarm, event, trap, and device syslog views. And alert configuration and notification profile related functions.
Topology 2 I Metwork map topology, layer 2 & 3 topology and Google Map related functions.
Discovery g [T Metwork devices discovery and credential management
Report { 36 ™ Metwork report generation and view,
Job { [T Joblist and status related functions.
User [~ User and security profile related functions.
Admin (] T Administration related functions.
cane |

6. In the Profile Name field, enter a name.

7. Inthe Profile settings section of the screen, select the check boxes for the functions that you

want to include in the security profile.
8. Click the Submit button.

The security profile is saved and added to the User Profile table.

Modify or Remove a Security Profile

You can modify or remove a security profile. For a default security profile, you can change
only the profile name. For a custom security profile, you can change the profile name and the

tasks. You cannot remove a default security profile.

Manage Users and Security Profiles
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> To modify or remove a security profile:

1. Open a browser and connect to the application through the static IP address of the

NMS300 server.

For more information, see Log In to the Application on page 18.

2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is

also admin.
3. Click the Sign In button.

The Network Summary screen displays.
4. Select USERS > SECURITY PROFILES.

SECURITY PROFILES
User Profile
[ Security Profile Name @ Default ~ Created By
0 obserer & ves systam
O operator & ves systerm
O Admin & ves system

(7}
Rows per page| 10 u < L1 > R o3
# Creale Time L]

08M02013 231725
09M0M2013 231725
090013 2311725

5. Select the security profile.
6. Take one of the following actions:
* Modify the security profile:
a. Click the Edit button.

The Edit Security Profile screen displays.

A Edit Security Profile X

Profile Information
Profile Mame * Operstor -'
Profile Setting
Function Module View:  Modity Description
Monitor Enterprise network monitor snd visws functions
Configs Config file backupiestore and image management funciions
Adarm Adarm, everd, frap, and device syslog vieves. And slert configurstion and netification profile releted functions
Topalogy Network map topoloay, layer 2 & 3 topology and Google Map relsted functions
Discovery Metwark devices discovery and credentinl managemert
Report Metwork report generation and view.
Job Jobs list and status related functions
User User and securlly profile related functions
Admin Administration related functions,
m Cancel

b. (Optional) In the Profile Name field, modify the name.
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c. (Optional) In the Profile settings section of the screen, select the check boxes for
the functions that you want to include in the security profile.

For a default security profile, you can change only the profile name.
d. Click the Submit button.
The modified security profile is saved and added to the User Profile table.
* Remove the security profile:
a. Click the Delete button.
You cannot remove a default security profile.
A pop-up confirmation screen displays.
b. Click the Yes button.
The security profile is removed from the User Profile table and deleted.

Add a User Profile to the User Base

The application includes one default user profile, which is a user with the name admin to
which an Admin security profile is assigned. You can add multiple user profiles to the user
base.

> To view the existing user profiles and add a user profile:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary screen displays.
4. Select USERS > USER MANAGEMENT.

ADMIN

User Management (7]
[ acd [} Edt ]| peiete | Rows perpage[ 10 19 < [ 1 |11 > Total: 4
] Staws & UserName ~ Security Profile * E-mail # LastName # First Narme % Telephone £
0O © active B, admin Admin adming@email com

0O @ Active E, JustLooking Obsener justiooking@email com

0O © Active & Justoperating Operator justoperatingg@emall.com

0O @ Active £ rotand Admin rolang@email.com
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The Status column displays whether the user is active and can log in.
5. Click the Add button.
The Add User screen displays.

User Basic Information

User Name E-mail z
Password 4 Check Password r
Last Name First Name

Telephone
User Satus

Status Active a

Security Profile

Observer

m Cancel

6. Specify the following information:

* In the User Basic Information section, enter the user name, password, and email
address for the user. The first and last name and telephone number are optional.

* Inthe User Status section, select whether the user profile is active and select the
security profile that applies to the user.

For more information about security profiles, see Security Profile Concepts on page 238.
7. Click the Submit button.

The screen closes and the new user is added to the User Management table.

Modify or Remove a User Profile

You can modify or remove a user profile.

» To modify or remove a user profile:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary screen displays.
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[ ndd [ edt || peiste | Rowsperpage[ 10 B < [ 1 |1 > [N Totard

[ staws

0O & astive
0O @ asive
0O & aive
0O @ astive
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& UserName = Security Profile # E-mail # LastName % FirstMame # Telephone ®
B, admin Adrmin adming@email com

& JusiLooking Chsener Justiooking@emall.com

A Justoperating Gperator Justoperating@emall com

& roland Admin rolandg@emnall.com

5. Select the user profile.
6. Take one of the following actions:
e Modify the user profile:

a.

Click the Edit button.

The Edit User screen displays.

User Basic Information

User Hame admin b4 E-mail admin@emall.com 17
Password [ |4 Re-type Passwor d [ee *
Last llame First llame

Telephone

User Satus

Status Aclive E

Security Profile Admin ﬁ

(Optional) In the User Basic Information section, modify the user name,
password, or email address for the user. The first and last name and telephone
number are optional.

In the User Status section, select whether the user profile is active and select the
security profile that applies to the user.

For more information about security profiles, see Security Profile Concepts on
page 238.

Click the Submit button.

The modified user profile is saved and added to the User Management table.

* Remove the user profile:

a.

Click the Delete button.
A pop-up confirmation screen displays.
Click the Yes button.

The user profile is removed from the User Management table and deleted.
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View and Log Off Online Users

You can view the users who are currently logged in and log them off:

» To view and log off (abort) users who are online:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.

The Network Summary screen displays.
Select USERS > ONLINE USERS.

Online User Q
| avort | Rows perpage 10 [ < [ 1 11 > [ Totar2
[ Status % User Name % Security Profile % E-mall % Telephone % Login Time -~ LoginiP *
O @ active & roand Admin roland@email.com 091172013 09:49:57  192.168.10.4

O @ active & Justiooking Observer justiooking@ema.. 091172013 09:51:07  127.0.041

To add columns to or remove them from the Online User table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, User Name, Security Profile, E-mail,
Telephone, Login Time, Login IP, First Name, and Last Name.

Select one or more users.

To select all users, select the check box at the left in the table heading.
Click the Abort button.

A pop-up confirmation screen displays.

Click the Yes button.

The users are logged off.
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Customize select global system settings

You can change global settings from the administration dashboard. Except for the procedures
that are described in this chapter, all procedures that you can perform from the System and
Website Setting screen of the administration dashboard are described in the subject-specific
chapters.

This chapter covers the following topics:

Set Up an External File Server
Set the Data Retention Period
Set the Inventory Polling

Set the Idle Time-Out

Set the Real-time Chart

Change the Auto Refresh Setting

Note: Only admin users (that is, users with a security profile that is set to
Admin) can customize the global settings that are described in this
chapter.
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Set Up an External File Server

By default, the application uses an internal file server to save and retrieve configuration files.
If you set up an external file server, you can import and export configuration files (see Import
and Export Configuration Files to an External File Server on page 145).

Even if you set up an external files server, all file transfers are still handled by the NMS300
server, that is, the external file server is for file storage only.
> To set up an external file server:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary screen displays.
4. Select ADMIN > SETTINGS.

System and Website Settings

Getting Started with NMS System Settings ¢ Customize
Dizcover your network and add the devices you want to % Set global seftings for the system and website, Ji==  Customize the navigation and look of your web portal,

manage.

Account Information ﬁ Manage Monitor and Alarm = my.NETGEAR.com Account Profile

* View or modify users, or create new users, MNetwork monitor, alarm and threshold related configurations. " Configure and validate my NETGEAR com account profile
through myNETGEAR.com Web APL

EAR.com Account Profile

£ sFlow Manage External File Server License And Version Information
= et sFlow related configurations. &% Egemal Flle Server configurations and File Processing with View NMS: 5, i ang
External File Server. information.

r Expart Config Files

5. Under Manage External File Server, click the External File Server Setting link.

The External File Server Setting screen displays.
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6. From the File Server Type menu, select External File Server.

The screen adjusts.

B Extemal File Server Setting X

External File Server Setting
File Server Type [ExemaiFiesener 19
External Server IP 1 1L i
Directory Path | |
User Name [ z
Password | z
ot | [Test |

7. Specify the server settings:
e External Server IP. Enter the IP address of the external file server.
» Directory Path. Enter the directory path where the configuration files are stored.

You must enter the directory path for the external file server in the xxx/xxx format, in
which the delimiting character is a slash (for example, backup/NMS300).

« User Name. Enter the user name to access the external file server.
e Password. Enter the password to access the external file server.
8. Click the Test button.

Access to the external file server is verified.
9. Click the Submit button.

Your changes are saved.

Set the Data Retention Period

You can change how long the application retains your network data. The longer information
is retained, the more disk space is required on the NMS300 server. You can monitor the
NMS300 server information (see View the NMS300 Server Information on page 107).

» To modify the data retention period:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
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The Network Summary screen displays.
4. Select ADMIN > SETTINGS.

[ wacss [ rsomors | wowion | coms | mamss [ rrowor | mow [ mowrs | om | ves [wm |
System and Website Settings

Getting Started with NMS System Settings ¢ Customize
/ Discover your network and add the devices you wanl to % Set global seftings for the system and website, J Customize the navigation and look of your web portal,
manage.

Account Information ﬁ Manage Monitor and Alarm " My-NETGEAR.com Account Profile
ﬁ View or modify users, or create new users, Metwork monitor, alarm and threshold related configurations. " Configure and validate my METGEAR. com account profile
through myNETGEAR.com Web APL

GEAR com Account Profile

= sFlow Manage External File Server License And Version Information
= setsFlow related configurations. (=33 External File Server configurations and File Processkng with View NMS: 5, i and versi
Extemal File Server. information.

5. Under System Settings, click the Data Retention Period link.

B Data Retention Setting (Days) x

Data Retention Setting (Days)
Events E R 4 Alarm History E 4
Device Traps E R |4 Device Syslogs ER
NMS Audit Log |zu—‘ ;g Raw Performance Datas |:| 4
Sumary Performance Datas 180 4 Report Files |@—| z
Config Files ,90—‘ ;g Image Files D 4
Job Result E 4
I | conce|

6. For the data retention periods that you want to change, enter the updated information:

e Events. This setting determines how long events are retained. The default period is
30 days. For more information, see View and Manage Network Event Notifications on
page 176.

* Device Traps. This setting determines how long trap data is retained. The default
period is 30 days. For more information, see View and Manage Device Traps on
page 177.
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* NMS Audit Log. This setting determines how long audit logs are retained. The
default period is 30 days. For more information, see View and Export Audit Logs on
page 105.

 Summary Performance Data. This setting determines how long summary
performance data is retained. The default period is 180 days. For more information,
see Customize the Optional Network Dashboard on page 97.

e Configuration Files. This setting determines how long backed-up configuration files
are retained. The default period is 90 days. For more information, see Back Up Your
Device Configurations on page 112.

« Job Result. This setting determines how long job execution reports are retained. For
more information, see View and Manage Jobs on page 234.

e Alarm History. This setting determines how long alarms are retained. The default
period is 30 days. For more information, see View and Manage the Alarm History on
page 161.

» Device Syslogs. This setting determines how long syslogs are retained. The default
period is 30 days. For more information, see View and Manage Device System Logs
on page 179.

* Raw Performance Data. This setting determines how long raw performance data is
retained. The default period is 3 days. For more information, see Manage the
Configuration Monitors on page 92.

* Report Files. This setting determines how long job reports are retained. The default
period is 30 days. For more information, see View and Remove Saved Reports on
page 230.

e Image Files. This setting determines how long device firmware files are retained. The
default period is 365 days. For more information, see Upgrade Firmware for One or
More Devices on page 148.

7. Click the Submit button.
Your changes are saved.

Set the Inventory Polling

You can change how often the application polls the network for your device inventory.

» To modify the inventory polling:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
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The Network Summary screen displays.
Select ADMIN > SETTINGS.

System and Website Settings

Getting Started with NMS System Settings ¢ Customize
/ Discover your network and add the devices you wanl to % Set global seftings for the system and website, J Customize the navigation and look of your web portal,
manage.

. Account Information ﬁ Manage Monitor and Alarm " My-NETGEAR.com Account Profile
View or modify users, or create new users, Metwork monitor, alarm and threshold related configurations. " Configure and validate my METGEAR. com account profile
through myNETGEAR com Web API

E sFlow Manage External File Server License And Version Information
< set sFiow related configurations. €% Extemnal File Server configurations and File Processing witn View NMS: 3 d andversd
External File Server. information.

Under System Settings, click the Inventory Polling link.

B system Inventory Polling Setting b 4

System Inventory Polling Setting

Recurrence Type Daily g Every Day(s) 1 b4 Execute Time 1.0 005

canal

Specify the recurrence type and execution time.
If you select Hourly from the Recurrence Type menu, the screen adjusts.
Click the Submit button.

Your changes are saved.
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Set the Idle Time-Out

You can change how long the application waits before it logs you out for inactivity. The
default period is 30 minutes.

> To modify the idle time-out:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary screen displays.
4. Select ADMIN > SETTINGS.

System and Website Settings

Getting Started with NM5 % System Settings ¢ Customize
/ Discover your network and add the devices you wand to Set global settings for the system and website, Jdie Customize the navigation and look of your web portal,
manage.

Account Information Q Manage Monitor and Alarm = my.NETGEAR.com Account Profile
* View or modify users, or create new users, Network monitor, alarm and threshold related configurations " Configure and validate my NETGEAR com acoount profile
through myNETGEAR com Web API

ETGEAR com Account Profile

(= sFlow Manage External File Server License And Version Information
= setsFiow related configurations. el External File Server configurations and File Processing with View NMS: 58, di ang
Exermal File Server informaticn.
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5. Under System Settings, click the Idle Time Out link.

E System Ide Time Out Setting X
System Ide Time Out Setting
Idle Time Out 30 Minutes E
cance

6. Specify the new idle time-out period.
7. Click the Submit button.

Your changes are saved.

Set the Real-time Chart

You can change how often the application refreshes your chart data and the maximum time
range that is displayed on your charts. By default, the data refresh interval is 10 seconds and
the maximum time range is 5 minutes.

» To modify the chart settings:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary screen displays.
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Select ADMIN > SETTINGS.

System and Website Settings

Getting Started with NMS System Settings .+ Customize
/ Discover your network and add the devices you wanlto % Set global seftings for the system and website, J Customize the navigation and look of your web portal.
manage.

. Account Information Q Manage Monitor and Alarm = my.NETGEAR.com Account Profile
View or modify users. or create new users, Network maonitor, slarm and threshold refated configurations. " Configure and validate my NETGEAR com acoount profile
through myNETGEAR com Web API

E sFlow Manage External File Server @ License And Version Information
= SetsFlow relaled configurations. L Extemal Fite Server configurations and File Processing with View NMS: 3 d and versior
External File Server. information.

Under System Settings, click the Real-time Chatrt link.

B Real-time Chart Setting X

Real-time Chart Setting

Data Refresh Interval: 10 Second g The interval system retrieves data.
Max Time Range: 5 Minutes. u_ The time range system displays the charts.

[Soon: JETEN

Specify the data refresh interval and maximum time range.
Click the Submit button.

Your changes are saved.

Customize Global Settings

253



NMS300 Network Management System Application

Change the Auto Refresh Setting

You can change how often the application refreshes the browser screen for the web
management interface. By default, the screen refresh interval is one minute.

» To modify the auto refresh setting:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary screen displays.
4. Select ADMIN > SETTINGS.

System and Website Settings

Getting Started with NMS System Settings ¢ Customize
/ Discover your network and add the devices you want to % Set global seftings for the system and website, Ji==  Customize the navigation and look of your web portal,
manage.

Account Information ﬁ Manage Monitor and Alarm " My-NETGEAR.com Account Profile
* View or modify users, or create new users, MNetwork monitor, alarm and threshold related configurations. " Configure and validate my NETGEAR com account profile
through myNETGEAR.com Web APL

NETGEAR com Account Profile

= sFlow Manage External File Server License And Version Information
= setsFlow related configurations. (=33 External File Server configurations and File Processkng with View NMS: 5, i ang
Extemal File Server. information.
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Under Customize, click the Auto Refresh Setting link.

B Auto Refresh Setiing (for Web Page Auto Refresh) X

Aurto Refresh Setting (for Web Page Auto Refresh)

Auto Refresh Interval 1 Minute E

[ Soom JE

Specify the new auto refresh interval.
Click the Submit button.

Your changes are saved.
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Manage the system licenses

You can view license information, add a license, and deregister a license.
This chapter covers the following topics:

* View License Information
* Register a License
e Deregister a License

Note: Only admin users (that is, users with a security profile that is set to
Admin) can perform license management tasks.
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View License Information

The default license that comes with the application supports up to 200 devices. Each device
that the application discovers and adds to its device inventory is subtracted from the balance
of 200 devices. However, controller-managed APs are not subtracted from the balance.

For information about managing more than 200 devices, contact your NETGEAR sales
contact.

» To view license information:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary screen displays.
4. Select ADMIN > LICENSE MANAGEMENT.

LICENSE MAMAGEMENT

Device Count

Maimum Alowed 200

Current Moanngod kL
License Managernent (7]
[ License Name # Devica Count % Expiration Time * Key ¢ Registered £
[ NMS300 Default License 00 MNewer DEFALLT & ves

The Device Count section of the screen displays the maximum number of allowed
devices with the current license or licenses and the number of devices that the
application manages.

5. To add columns to or remove them from the License Management table, right-click the
table heading anywhere, and specify the columns by selecting the corresponding check
boxes.

You can choose from the following columns: License Name, Device Count, Expiration
Time, Key, Registered, Created By, and Created Time.
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Register a License

To register a license, you need a license key, and the NMS300 server must be connected to
the Internet to connect to a NETGEAR license server.

5.
6.

To register alicense:
1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary screen displays.
Select ADMIN > LICENSE MANAGEMENT.

[zl e TwomToRz [ o At | oo [ e e | R o | v SR e |
LICENSE MANAGEMENT

Device Count
Macdmum Alowed 200
17.5%
crmtet 3% i
License Management (7]
|_Register [ _eregister |
[ Ucense Name & Deyice Count & Explration Time ® Ky % Registered (]

O | MM=300 Default License 200 Never DEFAULT Yes

Select the license.
Click the Register button.

&= Register License X

Company Information

Hame [ [* Email [ kg
Address [ | City and State [ |
Country [ | Postal Code [ |
Telphone [ [%

License Information

Key [[Erter ane or more keys seperates by commas *

ET | cance |
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7. In the Company Information section, enter your information.
You must enter information in the Name, Email, and Telephone fields.
8. In the License Information section, enter the license key in the Key field.
You must enter a single license key.
9. Click the Submit button.

The license is registered with a NETGEAR license server. After successful registration,
the license is added to the License Registration table. The license is tied to the MAC
address of the NMS300 server.

Deregister a License

You can deregister a license on one NMS300 server, transfer it to another NMS300 server,
and reregister the license on the new NMS300 server. You cannot deregister the default
license.

After you deregister a license, if the number of allowed devices falls below the number of
managed devices, the application displays a wizard. To bring the number of managed
devices within the limit of the number of allowed devices, the wizard lets you select devices
from the currently managed list that you can delete from the application.

To deregister a license, the NMS300 server must be connected to the Internet to connect to a
NETGEAR license server.
> To deregister alicense:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary screen displays.
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4. Select ADMIN > LICENSE MANAGEMENT.
(s | oo | wow | wors | o | v [ |

LICENSE MAMAGEMENT

Device Count

Maimum Alowedt 200

= [ -

Current Managed s
License Management 7]
[_ragistor_[] _osrogistor_|
[ License Name & Device Count # Expiration Time ® Key & Registered Ll

Never DEFAULT & ves

[ | NmMS300 Default License 200

5. Select the license.
6. Click the Deregister button.

A pop-up confirmation screen displays.

se Confirm:

7. Click the Yes button.
The license is removed from the License Management table and deregistered.
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Manage the registration of devices

You can view registration information, register one or more devices, and resynchronize your
device registration status.

This chapter covers the following topics:

Registration Concepts

Set Up and Validate Your Account Profile in the Application
Register One or More Devices

Register All Devices

Resynchronize Previously Registered Devices

Note: Only admin users (that is, users with a security profile that is set to
Admin) and operators (that is, users with a security profile that is set
to Operator) can perform registration tasks.
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Registration Concepts

Before you can use the registration tool that the application provides, you must create a
customer account at the NETGEAR product registration website. After you create a customer
account, you must set up the account profile in the application. For more information, see Set
Up and Validate Your Account Profile in the Application on page 262.

The registration tool lets you register one, several, or all devices that the application
manages. Registration occurs with the NETGEAR registration server. For more information,
see Register One or More Devices on page 265 and Register All Devices on page 268.

If you already registered your devices, either through the NETGEAR registration website or
through the application, and you install or reinstall the application, you can resynchronize the
previously registered devices. For more information, see Resynchronize Previously
Registered Devices on page 270.

Set Up and Validate Your Account Profile in the
Application

If you do not yet own a customer account to register devices, create a customer account at
the NETGEAR product registration website. For more information, visit
https://my.netgear.com/registration/login.aspx.

Set Up Your Account Profile for Device Registration

If you own a customer account, enter your account email address and password in the
application to create an account profile. This account profile enables you to register and
resynchronize devices through the application.

» To set up your account profile for device registration:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary screen displays.
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4. Select ADMIN > SETTINGS.

System and Website Settings

Getting Started with NMS

L Discover your network and add the devices you wand to
manage.

System Settings .+ Customize
% Set global seftings for the system and website, J Customize the navigation and look of your web portal,

. Account Information Q Manage Monitor and Alarm

= my.NETGEAR.com Account Profile
Network monitor, slarm and threshold related configurations.

Configure and validate my NETGEAR.com acoount profile
through myNETGEAR com Web APL

View or modify users, or create new users,

E sFlow Manage External File Server License And Version Information
= SetsFlow relaled configurations. L Extemal Fite Server configurations and File Processing with View NMS: 3 d and versior
External File Server.

infarmation.

Under my.NETGEAR.com Account Profile, click the my.NETGEAR.com Account Profile

link.

B myNETGEAR.com Account Profile Configuration X

Account Profile

Email Id [ |17

Password | ] r

B | concel || Vaiidate |

Configure the account profile:

* Inthe Email Id field, enter the email address that corresponds to your NETGEAR
customer account.

* Inthe Password field, enter the password that corresponds to your NETGEAR
customer account.

Click the Submit button.
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The application connects to the NETGEAR registration server to verify the validity of the
email address and password. A pop-up screen informs you whether the operation was
successful.

Validate and Retrieve Your Customer Account Information

If you own a customer account, you can retrieve your account information in the application.

> To validate and retrieve your customer account information:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary screen displays.
4. Select ADMIN > SETTINGS.

System and Website Settings

Getting Started with NMS % System Settings ¢ Customize

Dizcover your network and add the devices you want to
manage.

Set global seftings for the system and website, Ji==  Customize the navigation and look of your web portal,

Account Information ﬁ Manage Monitor and Alarm = my.NETGEAR.com Account Profile

* View or modify users, or create new users, MNetwork monitor, alarm and threshold related configurations. " Configure and validate my NETGEAR com account profile
through myNETGEAR.com Web APL

sFlow Manage External File Server License And Version Information

Set sFlow related configurations. &% Egemal Flle Server configurations and File Processing with View NMS: 5, i ang
External File Server. information.

=
S |
==

5. Under my.NETGEAR.com Account Profile, click the my.NETGEAR.com Account Profile
link.

The my.NETGEAR.com Account Profile screen displays.

Register Devices

264



NMS300 Network Management System Application

6. Click the Validate button.

The application connects to the NETGEAR registration server to retrieve the customer
account information.

Account Info

Customer Type Consumer
First Hame les

Last Hame murg
Email Id les murug@ryahoo .com
Telphone 4031001000
Address1

Address?

City loz angeles
State CA
PostCode 94051
Country United States

| cancel

7. Click the Cancel button.
The Account Info screen closes.
8. Click the Cancel button.
The my.NETGEAR.com Account Profile screen closes.

9. To change any account information, visit https://my.netgear.com/registration/login.aspx.

Register One or More Devices

You can register a single device or a selection of devices. However, the application cannot
register NETGEAR devices that do not report their serial number to the application. If the
Devices table does not list a serial number in the Serial Number column for a device, the
device does not report its serial number to the application.

> To register one or more devices:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.

2. Enter your user name and password.
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The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary screen displays.

Select RESOURCES > DEVICES.
HE!.(E i Vlur'.mtV:E:S LIQE{GR 1 @I\: 1 QI;RME

REPORTS 08s ADMIN

| Edt [| peiete [] Resymc |JRICOR Rowsperpage 10 B9 < [ 1 |15 > [ Totar 41
[ status @ Device Name ~ |P Address 4 MACAddless ¢ Hostame ¢ Managed By 4 Location ¢ Device Type ¢ Device Model ¢
O eu 192.168.10.102-mine | 192.168.10.230 T4:44:01:9000.72 1P Address shanghal CN Switch GEMT224v2
0 euw 1 192.168.10.104 00:22:3(9e:95:37 1P Address Swilch GEM73285v2
0O ew 19216810114 20:4e:7191:50c6 1P Address san jose Switch GST28TPS
0O euvp 192.168.10.120 40 60dedbTT 68 IP Address $an jose Switch M5300-28G3
0O euve 19216810125 cO:30eTlebes 1P Address beijing Switch GEMT248v2
0O eup 192.168.10.201 10:00:7163:06:08 1P Address Switeh GS748TPS
0Oeu 192.168.10.216 280630018070 1P Address Swilth GET24TYV3
0O eup 192.168.10.217 20:4e:7070:07:93 IP Address Juns-locationn-217 Switch GSMT212F
O eu 192.168.10.226 00:8e 2 5ada e IP Address Switch GSTSITHS
0O eup 192.168.10.237 30:46:931 207 1P Address Switeh GSMT252P8

The screen displays the devices that the application discovered.

To add columns to or remove them from the Devices table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, IP Address, Device
Model, Device Type, Firmware Version, Serial Number, MAC Address, Last Update Time,
Location, Registered, Hosthame, Managed By, Date of Purchase, Vendor, Country of
Purchase, Hardware Version, Configuration Version, Contact, Discover Time, and
Description.

To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as type, nhame, IP address, vendor, model, and
status.

To hide the filter, click the Hide Filter button.

Select one or more devices.
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From the More menu, select Register Device.

B Device Registration X

Purchase Info > m

Select one or more devices in the table below. Populate the appropriste value for Date of Purchase and Courtry of Purchase for the selected devices by entering in the fields
below and clicking on Apply. Once these are populated for all selected devices, then click on Execute,

Date of Purchase (12130013 | | Apply

Country of Purchase Argentina u [ Apply |
Device Mame % Device Type % |P Addrezs % Serial Number % Date of Purchase # Couniry of Purchase *
BEO-167 Standalone AP 19216810167 2041 29NAD0067 United States
| £2 | simmy-620-162 | = stanctaione ap 192.168.10.168 | 2% & [ |unteasteles

In the Date of Purchase field, enter the date of purchase, and click the Apply button.

10. In the Country of Purchase field, enter the country of purchase, and click the Apply button.

The date of purchase is applied to all selected devices.

By default, the application lists the country that you entered when you created your
customer account at the NETGEAR product registration website. You can change the
country of purchase, which is applied to all selected devices.

11. Click the Execute button.

The application contacts the NETGEAR registration server. The Result screen displays
whether the registration is successful.

Register Devices
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I Device Registration e

Execution Result

Hote: Device Registration may take a while to complete. Please be patisnt,

Status a Succeeded

Rows perpage | 10 u < 1 E.H > el Total: 2

Device Mame % [P Address 4+ Start Time % End Time 4+ Stalus - Detail *
BG0-167 19216810167 121172013 21:35:39 121102013 21:36:01 Q Succeeded
Jimmmy-620-165 19216810168 121172013 21:35:39 121102013 21:36:01 @ Succeeded

Close

Note: A serial number must be unique for a device registration to be successful.

12. Click the Close button.

The screen closes.

Register All Devices

You can register all devices simultaneously. You can also clear selected devices so they are
not registered. The application cannot register NETGEAR devices that do not report their

serial number to the application. If the Devices table does not list a serial number in the Serial
Number column for a device, the device does not report its serial number to the application.

» To register all devices simultaneously:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary screen displays.

Register Devices
268



NMS300 Network Management System Application

4. Select RESOURCES > DEVICES.

CONFIG

MONITOR

[“con [] veieie || resc [ICERS
[] staws ¢ Device Name ~ |P Address

Oeu 192.168.10.102-mine | 192.168.10.230
O eu 192.168.10.104
Oeu 192468.10.114
0O eus 192163.10.120
O eu 19216810125
0 eu 192.168.10.201
O eu 192.168.10.216
Oeu 192.168.10.217 192.168.10.217
0O eu 142 192168.10.226
O eu 182.168.10.237 192.168.10.237

ALARMS

+ WAC Address
T44401:900872
00:22:31:90:95:37
20407191 5beE
4¢:80:de:db 7788
03 De:Thenes
10:06:7(3:06:08
26:¢6:8e:01:90:20
20:4e:TLTh:dT .98
00:8ef2-Sadale
30:46:9a01bcb2b7

% Hostname

TOPOLOGY

ADMIN

Rows perpage[ 10 [ < |
4 Managed By & Location 4 Device Type
1P Address shanghai CN Switeh
1P Address Switeh
IP Address san jose Switch
IP Address san jose Switch
1P Adldress eljing Switeh
1P Address Switch
1P uidress Switch
IP Address JunB-locatioon-217 Switch
1P Address Switch
1P Address Switeh

1 s > [ Total 41

4 Device Model 4
GEMT224v2
GEMT3288v2
G5T28TPS
M5300-2863
GEMT 248v2
GS748TPS
GST24TY
GESMT212F
GETSITHE
GEMT252P8

The screen displays the devices that the application discovered.

To add columns to or remove them from the Devices table, right-click the table heading

anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, IP Address, Device
Model, Device Type, Firmware Version, Serial Number, MAC Address, Last Update Time,
Location, Registered, Hosthame, Managed By, Date of Purchase, Vendor, Country of
Purchase, Hardware Version, Configuration Version, Contact, Discover Time, and

Description.

To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as type, name, IP address, vendor, model, and

status.

To hide the filter, click the Hide Filter button.

7. From the More menu, select Register All Devices.

B Device Registration X

Purchaseinfo > m

Date of Purchase | 12132013

] | Apply

Courtry of Purchase | Argentina E | Apply |

Device Name

4 Device Type

res-d5-dd3-da | B Storage

19

1921681041

A P Address +

Select one or more devices in the table belovw. Populate the appropriate value for Date of Purchase and Courtry of Purchage for the selected devices by entering in the fields
belowy and clicking on Apply. Once these are populated for all selected devices, then click on Execute,

Serial Number #+ Date of Purchase

4 Country of Purchase

United Stetes: 12

2] o

[ Juiy17-660-163 19218810183 20(128NI0018E Unted States: :
netgearAB23s 19248610150 Unied States.
(] dmmy-620-168 19248810168 2P 26NADGO3T United Stotes.
[2] netgearb2n228 19248810433 2GV2245N00267 Unted States
B60-167 192.168.10.167 25001 28NND0087 United States
[ as-ts7 19248640457 2921075600104 Unted States
'_ 192._1%.10.104 492?-‘153-.1_&_.101-- u-msuu
[7] 18248810.70 182166.10.70 2XN12459F0029 United States
[ 1921881082 182,188,106 20EHBS2F0020 United Stefes. [v)
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8. If you want to exclude some devices, clear the associated check boxes.
9. In the Date of Purchase field, enter the date of purchase, and click the Apply button.

The date of purchase is applied to all selected devices.
10. In the Country of Purchase field, enter the country of purchase, and click the Apply button.

By default, the application lists the country that you entered when you created your
customer account at the NETGEAR product registration website. You can change the
country of purchase, which is applied to all selected devices.

11. Click the Execute button.

The application contacts the NETGEAR registration server. The Result screen displays
whether the registration is successful.

B Device Registration X

Execution Result

Hote: Device Registration may take a while to complete. Please be palient.

Status a’ Succeeded

Rowsperpage[ 10 B < [ 1 e > [JEEY mota: 52
Device Mame & [P Address %+ Start Time + End Time #+ Status + Detail +
192.168.10.102-mine 19216810102 12M 202013 14:11:04 12A22M3 141119 0 Succeeded L’:JI
19216810104 18216810104 12122013 14:11:04 12223 14:1:05 @Sw:ceemed |;|
192.168.10.411 19216810111 121202013 14:11:04 12N 2203 14:11:20 @Sﬁmceeded
19216810117 18216810117 121212013 14:11:04 122720135 14:11:20 @Mc&em
19216810120 18216810135 1222013 14:11:04 12202013 14:11:20 w Succeeded
19216810124 18216810124 12M 2203 14:11:04 12272013 14:11:20 gSw:ceed‘ed
19216810125 18216810125 12202013 14:11:04 12202013 141120 @&mceesﬁed
19216810126 Unkniowen A2M 2203 14:11:04 12022013 14:11:20 & Succeeded
I

19216810126 18216810126 121223 14:11:04 12272013 14:11:20 @ Succeeded 8]
Close

Note: A serial number must be unique for a device registration to be successful.

12. Click the Close button.
The screen closes.

Resynchronize Previously Registered Devices

The application lets you resynchronize previously registered devices. This capability is useful
in the following situations:

* You already registered your devices directly at the NETGEAR product registration
website and you install the application for the first time or upgrade the application to a
version that supports device registration.
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After you resynchronized the previously registered devices with the NETGEAR
registration server, the application displays which devices are already registered and
which devices still require registration.

You already registered your devices through the application and you remove and reinstall
the application. In such a situation, the registration information is deleted from the local
database of the application.

After you resynchronized the previously registered devices with the NETGEAR
registration server, the registration information in the local database of the application is
restored.

resynchronize previously registered devices:

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log In to the Application on page 18.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.

The Network Summary screen displays.

Select RESOURCES > DEVICES.

MONITOR 085 ADMIN

.-
| et ] veiete [} Resync [IRCIETCIA Rowsperpage 10 b < [ 1 |is > Total: 41
[ status & Device Name a |F Address & MAC Address & Hostname ¢ Managed By & Location & Device Type ¢ Device Model ]
0O éup 1 192.168.10.230 TA401:8000:72 1P Address shanghal CN Switch GEMT224v2

0O eu 192.168.10.104 00:22:3190:95:37 1P Address Switch GEMTI2982
Oeu 192.468.10.114 20:4eTE9 Shieh IP Address sanjose Switeh GST28TPS

O eu 192.168.10.120 4cB0dednTT 68 IF Address san jose Switch W5300-2863

0O eup 19216810125 e T T P Addrass belling Switch GESMT248v2

O eup 192.168.10.201 10:00:7103:06:08 IP Address Switeh GET4STPS

Oeu 192.168.10.216 2806 90:01:90:20 IP Address Switch GET4TV

Oeu 192.168.10.217 20:4eTr70:07:93 IP Address Jun-locatioon-217 Switch GSMIZ12F

0O eu 192.168.10.226 00:8ef:5a.dale IP Address Switch GETSITHS

0eup 192.168.10.237 30:46:9a1 bib2bT IP Address Switeh GSMT252P8

The screen displays the devices that the application discovered.

To add columns to or remove them from the Devices table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, IP Address, Device
Model, Device Type, Firmware Version, Serial Number, MAC Address, Last Update Time,
Location, Registered, Hosthame, Managed By, Date of Purchase, Vendor, Country of
Purchase, Hardware Version, Configuration Version, Contact, Discover Time, and
Description.

From the More menu, select Resync Registration.

A pop-up screen informs you whether the operation was successful.
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Technical Specifications

Hardware and software requirements

Table 4. Hardware and software requirements

Item Specification

System architecture * B/S-based multitiered system

Browser support (HTTP and HTTPS) Internet Explorer 9 or 10
» Firefox 20.0.1

Chrome 26.0.1410.64 m

OS support *  Microsoft Windows XP (Professional) 32-bit and 64-bit with SP3 or
later
*  Windows Server 2003 (Standard, Enterprise, and Web), 32-bit and
64-bit

* Windows Server 2008 (Enterprise), 32-bit and 64-bit

* Microsoft Windows 7 (Professional, Enterprise, and Ultimate), 32-bit
and 64-bit

* Microsoft Windows 8 (Enterprise), 64-bit
* Microsoft Windows Server 2012 (Standard), 64-bit

VM support »  Support hypervisors include VMWare and other major ones such as
Hyper-V and XenServer

Standard server requirement (for 200 | 2.8 GHz dual-core CPU

devices) « 4 G RAM (32-bit OS) or 8 G RAM (64-bit OS)
* 20 G HD (free space)
e Static IP

Standard client requirement e 2 GHz CPU
« 2GRAM

* 3 G HD (free space)

Installation e Server is installed through an automated GUI-based installer
* Single server deployment
e Client is web-based and no installation is required

Language support * English
* Chinese
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Table 4. Hardware and software requirements (continued)

Item Specification
Management interface support e SNMP (v1, v2c, v3)
e TFTP

e Telnet/HTTP/HTTPS
*  Web management interface

Supported devices See Compatible Devices on page 12

DB MySQL (v5.5)
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Device Details

Device details that you can display

You can view many details for a device and its interfaces. For information about how to view
details, see View Device Details and Interface Details.

The detailed information that the application can provide depends on the type of device. The
Devices table can list the following devices in the Device Type column:

Switch. For information about the available details, see Switch Details on page 275 and
Interface Details on page 283.

Firewall. For information about the available details, see Firewall Details on page 276.

Standalone AP. For information about the available details, see Standalone AP Details
on page 277.

Controller-Managed AP. For information about the available details, see
Controller-Managed AP Details on page 278.

Wireless Controller. For information about the available details, see Wireless
Controller Details on page 279 and Interface Details on page 283.

WMS. For information about the available details for a wireless management system,
see Wireless Managements System Details on page 280.

Storage. For information about the available details for a storage system, see Storage
System Details on page 281.

Router. For information about the available details, see Router Details on page 282 and
Interface Details on page 283.

Unknown. For information about the available details for an unknown device, see
== Unknown Device Details on page 283.
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Switch Details

The following table lists the dashboard options and widgets or tables that are available for a
switch.

Table 5. Detailed information available for a switch

Dashboard Menu Option | Widget or Table

Device Details General Information

Average Response Time and Packet Loss (Today)

Average CPU and Memory Utilization (Today)

Inventory Information

Min/Max/Average Response Time

Latest 10 Alarms

CPU

Top 10 Interface by Traffic (Today)

Memory

Latest 10 Config Backups

Interface List Slot List

Note: Supported for M6100 managed switches only.

Slot List Interface List

Note: For more information, see Table 14 on page 283.

Traffic Monitor IP Traffic Monitor

ICMP Traffic Monitor

TCP Traffic Monitor

UDP Traffic Monitor

SNMP Traffic Monitor

Bandwidth Monitor Received Bytes Real-time Chart

Transmitted Bytes Real-time Chart

Selected interfaces

Config Files Config File Backup List

Credential Authentication Association

Device Details
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Firewall Details

The following table lists the dashboard options and widgets or tables that are available for a
firewall.

Table 6. Detailed information available for a firewall

Dashboard Menu Option |[Widget or Table

Device Details General Information

Average Response Time and Packet Loss (Today)

Min/Max/Average Response Time

Latest 10 Alarms

Top 10 Interface by Traffic (Today)

Latest 10 Config Backups

Interface List Interface List

Note: For more information, see Table 14 on page 283.

Traffic Monitor IP Traffic Monitor

ICMP Traffic Monitor

TCP Traffic Monitor

UDP Traffic Monitor

SNMP Traffic Monitor

Bandwidth Monitor Received Bytes Real-time Chart

Transmitted Bytes Real-time Chart

Selected interfaces

Config Files Config File Backup List

Credential Authentication Association

Device Details
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Standalone AP Details

The following table lists the dashboard options and widgets or tables that are available for a
standalone AP.

Table 7. Detailed information available for a standalone AP

Dashboard Menu Option | Dashboard Submenu Option, Widget, or Table

Device Details General Information

Average Response Time and Packet Loss (Today)

Average CPU and Memory Utilization (Today)

Inventory Information

Min/Max/Average Response Time

Wireless Info (Current)

CPU

Latest 10 Alarms

Memory

Latest 10 Config Backups

Radios and Network 2.4 GHz Radio and networks

SSID and authentication information

5 GHz Radio and networks

SSID and authentication information

Client List Active Client List
Note: For more information, see Monitor Wireless Clients and View Client Details
on page 89.

Top 10 Top 10 Client by Traffic (Current)

Top 10 SSID by Client Count (Current)

Top 10 SSID by Traffic (Today)

Device Details
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mation available for a standalone AP (continued)

Dashboard Menu Option

Dashboard Submenu Option, Widget, or Table

Wireless Monitor

WLAN Utilization

Monitor per SSID Wireless Client Count By SSID

Wireless Traffic (Received and Transmitted) By SSID

Wireless Frames (Received and Transmitted) By SSID

Monitor per Radio Wireless Traffic (Received and Transmitted) By Radio

Wireless Client Count By Radio

Wireless Packets (Received and Transmitted) By Radio

Wired Monitor

Total Traffic Wired Received/Transmitted Bytes

Wired Received/Transmitted Packets

Traffic by Protocol IP Traffic Monitor

ICMP Traffic Monitor

TCP Traffic Monitor

UDP Traffic Monitor

SNMP Traffic Monitor

Config Files

Config File Backup List

Credential

Authentication Association

Controller-Managed AP Details

The following table lists the dashboard options and widgets or tables that are available for a
controller-managed AP.

Note: Because of the nature of controller-managed APs, the application can
provide only limited information for controller-managed APs,
compared to standalone APs.

Table 8. Detailed information available for a controller-managed AP

Dashboard Menu Option

Dashboard Submenu Option, Widget, or Table

Controller Managed AP
Details

General Information

Latest 10 Alarms

Device Details
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Table 8. Detailed information available for a controller-managed AP (continued)

Dashboard Menu Option | Dashboard Submenu Option, Widget, or Table

Radios and Network 2.4 GHz Radio and Networks

SSID and authentication information

5 GHz Radio and Networks

SSID and authentication information

Client List Active Client List
Note: For more information, see Monitor Wireless Clients and View Client Details
on page 89.
Top 10 Top 10 Client by Traffic (Current)
Top 10 SSID by Client Count (Current)
AP Monitor Monitor per SSID Wireless Client Count By SSID
Monitor per Radio Wireless Client Count By Radio

Wireless Controller Details

The following table lists the dashboard options and widgets or tables that are available for a
wireless controller.

Table 9. Detailed information available for a wireless controller

Dashboard Menu Option | Dashboard Submenu Option, Widget, or Table

Controller Details General Information

Average Response Time and Packet Loss (Today)

Min/Max/Average Response Time

Inventory Information

Latest 10 Alarms

Latest 10 Config Backups

Profiles 802.11b/bg/ng Profiles
802.11a/na Profiles
Top 10 Top 10 Client by Traffic (Current)

Top 10 Controller Managed AP by Client Count (Current)

Top 10 SSID by Client Count (Current)

AP List Access Points

Device Details
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Table 9. Detailed information available for a wireless controller (continued)

Dashboard Menu Option | Dashboard Submenu Option, Widget, or Table

Client List Active Client List
Note: For more information, see Monitor Wireless Clients and View Client Details
on page 89.

Interface List Interface List

Note: For more information, see Table 14 on page 283.

Traffic Monitor IP Traffic Monitor

ICMP Traffic Monitor

TCP Traffic Monitor

UDP Traffic Monitor

SNMP Traffic Monitor

Bandwidth Monitor Received Bytes Real-time Chart

Transmitted Bytes Real-time Chart

Selected interfaces

Config File Config File Backup List

Credential Authentication Association

Wireless Managements System Details

The following table lists the dashboard options and widgets or tables that are available for a
wireless management system (WMS).

Table 10. Detailed information available for a WMS

Dashboard Menu Option | Widget or Table

Device Details General Information

Average Response Time and Packet Loss (Today)

Min/Max/Average Response Time

Inventory Information

Latest 10 Alarms

Latest 10 Config Backups

Interface List Interface List

Note: For more information, see Table 14 on page 283.
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Table 10. Detailed information available for a WMS (continued)

Dashboard Menu Option | Widget or Table

Config Files Config File Backup List

Credential Authentication Association

Storage System Details

The following table lists the dashboard options and widgets or tables that are available for a

storage system.

Table 11. Detailed information available for a storage system

Dashboard Menu Option | Dashboard Submenu Option, Widget, or Table

Device Details General Information

Average Response Time and Packet Loss (Today)

Min/Max/Average Response Time

Inventory Information

Volume Information

Latest 10 Alarms

Disk Information

Latest 10 Config Backups

Interface List Interface List

Note: For more information, see Table 14 on page 283.

Traffic Monitor IP Traffic Monitor

ICMP Traffic Monitor

TCP Traffic Monitor

UDP Traffic Monitor

SNMP Traffic Monitor

Bandwidth Monitor Received Bytes Real-time Chart

Transmitted Bytes Real-time Chart

Selected interfaces

Temperature Monitor Storage Temperature (°C)

Disk Temperature (°C)
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Table 11. Detailed information available for a storage system (continued)

Dashboard Menu Option | Dashboard Submenu Option, Widget, or Table

Disk and Fan Monitor Disk Utilization (%)

Fan Speed (RPM)

Disk Capacity
Config File Config File Backup List
Credential Authentication Association

Router Details

The following table lists the dashboard options and widgets or tables that are available for a
router.

Table 12. Detailed information available for a router

Dashboard Menu Option | Widget or Table

Device Details General Information

Average Response Time and Packet Loss (Today)

Min/Max/Average Response Time

Inventory Information

Top 10 Interface by Traffic (Today)

Latest 10 Alarms

Interface List Interface List

Note: For more information, see Table 14 on page 283.

Traffic Monitor IP Traffic Monitor

ICMP Traffic Monitor

TCP Traffic Monitor

UDP Traffic Monitor

SNMP Traffic Monitor

Credential Authentication Association

Device Details
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Unknown Device Details

The following table lists the dashboard option and widgets that are available for an unknown
device.

Table 13. Detailed information available for an unknown device

Dashboard Menu Option | Widget or Table

Device Details General Information

Average Response Time and Packet Loss (Today)

Min/Max/Average Response Time

Latest 10 Alarms

Interface Details

The interface details can display for switches, wireless controllers, wireless management
systems, and routers. The following table lists the dashboard options and widgets or tables
that are available for an interface.

Table 14. Detailed information available for an interface

Dashboard Menu Option | Widget or Table

Interface Details General Information

Traffic Information

Latest 10 Alarms

Monitor Data Interface Received/Transmitted Bytes

Interface Received/Transmitted Packets

Interface Utilization (%)

Interface Traffic Rate (bps)

Interface Inbound/Outbound Error Packets

Interface Inbound/Outbound Discards

Network Details VLAN Membership

Forwarding Database

Common STP Port Status

Device Details
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Index

A

access points, supported 14

account information, changing 22
administrator user name, default 19
administrator user security profile 238
alarms, managing 159—175
application notifications 109

audit logs 105

autorefreshing browser 254

backing up device configurations 112—122
basic spring view, network topology 198
browser, autorefreshing 254

browsers, supported 272

C

chart data, refreshing 252
charts, performance 99
childmaps 188

Chinese, language menu 18
colors, alarms 174

configurations, customizing, promoting, and restoring
122—-145

controlled devices. See devices.
controller-managed AP, described 30
controllers, supported 15
CPU alarms 163
credentials, devices
adding and modifying 34
described 15
critical alarms 159, 163
current alarms, viewing and managing 159
customizing screens
DashBoard View 98
Network Dashboard 103
Network Summary 70
Top 10, all devices 77
Top 10, wireless devices 83
Wireless Summary 83

D

dashboard (network), customizing 97—104
data retention period 247
data, refreshing 252
defaults
administrator user name 19
auto refresh settings 254
data retention periods 248
device credentials 32
idle time-out 251
license 257
Network Summary screen 69
real-time chart settings 252
report templates 221
Top 10 screen, all devices 74
Top 10 screen, wireless devices 81
user security profiles 238
Wireless Summary screen 81
world map 183
deregistering licenses 259
details viewing, devices 274—283
device metrics, monitoring 92—97
devices
adding to a map 191
configurations
backingup 112—122
restoring 122—145
upgrading 148—157
credentials
adding and modifying 34
described 15
details, viewing 85, 274—283
discovering 30—46
firmware, managing 111—157
groups
described 11
managing 63
IP addresses, discovery 32, 39
managing 47—67
rebooting 57
registering 261—271
reports 221
supported 12
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tables of 47—51

third-party 30
discovering devices 30—46
dynamic device groups 65

E

email server 23
English, language menu 18
event notifications, network 176
exporting
alarm configurations 163
alarm history 161
alarms 159
configuration files 140
device traps 177
firmware files 155
inventory and interface list tables 62
network events 176
system logs 179
exporting, external file server 146
external file server 145

F

file server, external 145
firewalls, supported 14
firmware versions, viewing 106
firmware, managing 111—157

G

global system settings, customizing 245—255
Gmail account, email server 25
groups, devices

described 11

managing 63

H

header size, sFlow 216
hierarchical maps 186
history retention period, sFlow 216
history, alarms 161
HTTP, device credentials
adding and modifying 34
described 16
HTTPS, device credentials 34
Hyper-V 272

idle time-out 251
importing

child maps 188

configuration files 138

firmware files 148

from external file server 146
informational alarms 159
interface details, viewing 85
inventory and interface list tables, exporting 62
inventory polling 249
inventory reports 221
IP addresses, device discovery 32, 39

J

jobs, managing 233—236

L

language, selecting 18
levels of alarms 159
licenses, managing 256—260
link tree view, network topology 198
links, adding
onamap 193
on a topology view 206
LLDP, device discovery 39
logging in
devices 56
NMS300 18
logging off users 244
logs
audit 105
network events 176
system (syslog) 179

M

major alarms 159
managed switches, supported 12
management systems, supported 15
managing

alarms 159—175

device registrations 261—271

devices 47—67

firmware 111—157

groups 63

jobs 233—236

licenses 256—260

maps 183—198
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monitors 92—97
network topologies 198—213
reports 220—232
security profiles (users) 238—241
sFlow 214
SNMP traps 177
topologies 198—213
traps 177
users 241—243
maps, managing 183—198
memory alarms 163
MIB browser 59
minor alarms 159
monitoring devices and network 68—92
monitors, managing 92—97

N

network dashboard, customizing 97—104
network event notifications 176
network summary, viewing and customizing 69—74
network topologies, managing 198—213
NMS300 server

described 10

monitoring 107

requirements 272
notification profiles, alarms 169
notifications

alarms 174

application 109

file backup results 113

network events 176

(0

observer and operator, security profiles 238
operating systems, supported 272

P

password, changing 20
performance, real-time 99
pinging devices 57
polling intervals, configuring 96, 249
port, sFlow server 216
profiles
alarm notification 169
backup 112
customer account for registration 262
discovery 33
user security 238

promoting configurations 127—134
protocols, device credentials 35

Q

quick discovery 31

R

radial view, network topology 198
ReadyDATA and ReadyNAS systems, supported 15
real-time chart, refreshing 252
real-time performance 99
rebooting devices 57
registering

devices 261—271

licenses 258
reports, managing 220—232
resources. See devices.
restoring device configurations 122—145
results, sFlow monitoring 218
resynchronizing registered devices 270
retention period 247
roles, users 238

S

sampling rate, sFlow 216
scheduling
backup jobs 117
discovery jobs 42
firmware upgrades 150
jobs 234
reports 228
restoring of configurations 123, 134
security profiles (users), managing 238—241
servers
email 23
NMS300
described 10
monitoring 107
requirements 272
sFlow 216
SMS 26
SMTP 24, 28
sFlow, managing sources and viewing result 214
smart switches, supported 13
SMS server 26
SMTP server 24, 28
SNMP MIB browser 59
SNMP traps, managing 177
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SNMP, device credentials
adding and modifying 34
described 16

software versions, viewing 106

software, managing 111—157

sources, sFlow 216

standalone AP, described 30

static device groups 63

storage systems
reports 221
supported 15

summary, sFLow 218

supported devices 12

switches, supported 12—14

synchronizing devices 54

syslogs 179
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W

wireless access points, supported 14
wireless clients, monitoring 89

wireless controllers and management systems, supported
15

wireless device and client reports 221
wireless summary, viewing and customizing 80—85

X

XenServer 272

system settings (global), customizing 245—255

T

technical support 2

Telnet, device credentials
adding and modifying 34
described 16

templates, reports 221

third-party devices 30

time-out, idle 251

Top 10 widgets
all devices 74—80
wireless devices 80—85

topologies, managing 198—213

tracing a route to a device 57

trademarks 2

traffic reports 221

traps, managing 177

types of users 11

U

upgrading device configurations 148—157

user name, default 19

user security profiles, managing 238—241

users
managing 241—243
types of 11

\'

VMWare 272
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