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Documentation Resources

Before installation, read the release notes for your switch. The release notes detail the
platform-specific functionality of the switching, routing, SNMP, configuration, management, and
other packages. In addition, see the following publications:

The installation guide for your switch:

- Installation NETGEAR ProSAFE Managed Switches, M4200 Series

- Installation NETGEAR ProSAFE Managed Switches, M4300 Series

The hardware installation guide for your switch:

- ProSAFE Managed Switch Series M4200 Hardware Installation Guide

- ProSAFE Managed Switch Series M4200 Hardware Installation Guide
M4200 and M4300 Series ProSAFE Managed Switches Software Setup Manual

M4200 and M4300 Series ProSAFE Managed Switches CLI Command Reference
Manual

M4200 and M4300 Web Management User Guide

Note: For more information about the topics covered in this manual, visit the
support website at netgear.com/support.

Note: Firmware updates with new features and bug fixes are made
available from time to time on downloadcenter.netgear.com. Some
products can regularly check the site and download new firmware, or
you can check for and download new firmware manually. If the
features or behavior of your product do not match what is described in
this guide, you might need to update your firmware.
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VLANSs

Virtual LANs

This chapter includes the following sections:

¢ VLAN Concepts

e Create Two VLANS

e Assign Ports to VLAN 2

* Create Three VLANs

* Assign Ports to VLAN 3

» Assign VLAN 3 as the Default VLAN for Port 1/0/2

» Create a MAC-Based VLAN

e Create a Protocol-Based VLAN

e Virtual VLANSs: Create an IP Subnet-Based VLAN

* Voice VLANs

e Configure GARP VLAN Registration Protocol

e Private VLANs

e Assign Private-VLAN Types (Primary, Isolated, Community)
e Configure Private-VLAN Association

e Configure Private-VLAN Port Mode (Promiscuous, Host)
e Configure Private-VLAN Host Ports

e Map Private-VLAN Promiscuous Port

* VLAN Access Ports and Trunk Ports
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VLAN Concepts

Adding virtual LAN (VLAN) support to a Layer 2 switch offers some of the benefits of both
bridging and routing. Like a bridge, a VLAN switch forwards traffic based on the Layer 2
header, which is fast. Like a router, it partitions the network into logical segments, which
provides better administration, security, and management of multicast traffic.

A VLAN is a set of end stations and the switch ports that connect them. You can have
different reasons for the logical division, such as department or project membership. The only
physical requirement is that the end station and the port to which it is connected both belong
to the same VLAN.

Each VLAN in a network has an associated VLAN ID, which appears in the IEEE 802.1Q tag
in the Layer 2 header of packets transmitted on a VLAN. An end station might omit the tag, or
the VLAN portion of the tag, in which case the first switch port to receive the packet can
either reject it or insert a tag using its default VLAN ID. A given port can handle traffic for
more than one VLAN, but it can support only one default VLAN ID.

The Private Edge VLAN feature lets you set protection between ports located on the switch.
This means that a protected port cannot forward traffic to another protected port on the same
switch. The feature does not provide protection between ports located on different switches.

The diagram in this section shows a switch with four ports configured to handle the traffic for
two VLANS. Port 1/0/2 handles traffic for both VLANSs, while port 1/0/1 is a member of VLAN
2 only, and ports 1/0/3 and 1/0/4 are members of VLAN 3 only. The script following the
diagram shows the commands you would use to configure the switch as shown in the
diagram.

Layer 3 switch

Port 1/0/2 VLAN Port 1/0/3 VLAN
Router Port 1/3/1

192.150.3.1

‘ Router Port 1/3/2
192.150.4.1

Port 1/0/1

Layer 2 p==
Switch =5

"%%%% VLAN10 W.  VLAN20

B —
Figure 1. Switch with 4 ports configured for traffic from 2 VLANs

The following examples show how to create VLANS, assign ports to the VLANS, and assign a
VLAN as the default VLAN to a port.

VLANSs
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Create Two VLANS

The example is shown as CLI commands and as a web interface procedure.

CLI: Create Two VLANSs

Use the following commands to create two VLANS and to assign the VLAN IDs while leaving
the names blank.

(Netgear Switch) #vlan database
(Netgear Switch) (Vlan)#vlan 2
(Netgear Switch) (Vlan)#vlan 3
(Netgear Switch) (Vlan)#exit

Web Interface: Create Two VLANSs

1. Create VLANZ.
a. Select Switching > VLAN > Basic > VLAN Configuration.

A screen similar to the following displays.

[oren | swoms | fumn | oo | seewny | ooy | amowee | rop | |

Auto-VolP  iSCSlI STP  Multicast MVR  Address Takle Ports LAG MLAG

=Basic ~ Reset Configuration 7]

=VLAN Configuration

* Advanced &

Internal VLAN Configuration

Internal VLAN Allocation Base 4003
Internal YLAN Allocation Policy ) Ascending @ Descending

WLAN Configuration

| WLANID VLANName VLANType Make Static
VLANZ Disable ~
o1 default Default Disable

b. Enter the following information:
* Inthe VLAN ID field, enter 2.
¢ Inthe VLAN Name field, enter VLAN2.
* Inthe VLAN Type list, select Static.
c. Click Add.
2. Create VLANS.
a. Select Switching > VLAN > Basic > VLAN Configuration.

VLANSs
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A screen similar to the following displays.

[ oo | owoms | Rowm | s | ooy | omowy | oo | oo | umc |

Auto-VolP  iSCSI  STP  Multicast MVR  Address Table Ports LAG MLAG

*Basic ~

- VLAN Configuration

= Advanced >

Reset Configuration

Internal VLAN Configuration

Intemnal VLAN Allocation Base 4093

Internal VLAN Allocation Policy (& Ascending @ Descending

VLAN Configuration

] VLANID VLANName VLAMType Make Static

3 VLAN3 Disable v
. 1
82

default
VLANZ

Default
Static

Disable
Disable

b. Enter the following information:
¢« |Inthe VLAN ID field, enter 3.
e Inthe VLAN Name field, enter VLANS.
* Inthe VLAN Type list, select Static.

c. Click Add.

Assign Ports to VLAN 2

This sequence shows how to assign ports to VLANZ2, and to specify that frames will always
be transmitted tagged from all member ports and that untagged frames will be rejected on
receipt.

CLI: Assign Ports to VLAN 2

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

#config
(Config)#interface range 1/0/1-1/0/2

(conf-if-range-1/0/1-1/0/2)#vlan participation include 2
(conf-if-range-1/0/1-1/0/2)#vlan acceptframe vlanonly

(conf-if-range-1/0/1-1/0/2)#vlan pvid 2
(conf-if-range-1/0/1-1/0/2)#exit
(Config)#vlan port tagging all 2
(Config)#

VLANSs
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Web Interface: Assign Ports to VLAN 2

1. Assign ports to VLAN2.
a. Select Switching > VLAN > Advanced > VLAN Membership.
A screen similar to the following displays.
I O T T

AutoVelP  ECS! STP Mulicast  WVR  Address Toble Ports  LAG  MLAG

Go To Intartacs
VLAN Tag Accoptabie Frame Types | Configured ingress Fitning Custent Ingrens Fitaring mg‘,“‘"\’

In the VLAN ID list, select 2.
Click Unit 1. The ports display.
d. Click the gray boxes under ports 1 and 2 until T displays.
The T specifies that the egress packet is tagged for the ports.
e. Click Apply to save the settings.
2. Specify that only tagged frames will be accepted on ports 1/0/1 and 1/0/2.
a. Select Switching > VLAN > Advanced > Port PVID Configuration.

A screen similar to the following displays.
[ osen | Swiching | Fouim | Qo5 | Sy | oioing | Mamenarce | Hap | oaer |

AutoVolP  iSCSI  STP  Multicast MVR  Address Table Ports  LAG MLAG

*Basic " VLAN ID 2~
* Advanced A Group Operation Untag All  ~
=VLAN Configuration VLAN Name WLAN2
VLAN Type Static
=VLAN Status
- Unit 1

=Port PVID
Configuration Ports 1

SRR
LD

10 12 14 16 18 20 22 24

=MAC Based VLAN

]

= Protocol Based VLAN
Group Configuration 2

b. Under PVID Configuration, scroll down and select the check box for Interface 1/0/1.

Then scroll down and select the Interface 1/0/2 check box.

VLANSs
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c. Enter the following information:

* Inthe Acceptable Frame Type polyhedron list, select VLAN Only.
e Inthe PVID (1 to 4093) field, enter 2.

d. Click Apply to save the settings.

Create Three VLANS

The example is shown as CLI commands and as a web interface procedure.

CLI: Create Three VLANSs

Use the following commands to create three VLANs and to assign the VLAN IDs while
leaving the names blank.

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch) #vlan database
Switch) (Vlan)#vlan 100
Switch) (Vlan)#vlan 101
Switch) (Vlan)#vlan 102
Switch) (Vlan)#exit

Web Interface: Create Three VLANS

1. Create VLAN10O.
a. Select Switching > VLAN > Basic > VLAN Configuration.

A screen similar to the following displays.

System Switching Routing QoS Security Monitaring [ETEE Help Index
Auto-VolP  iSCSI STP  Multicast MVR Address Table Ports  LAG  MLAG
- Basic % Reset Configuration (]
= Advanced ~
*VLAN Membership Internal VLAN Configuration
*VLAN Status Internal VLAN Allocation Base 4093
.EE:ﬁEXEm Internal VLAN Allocation Policy ( Ascending @ Descending

*MAC Based VLAN

* Protocol Based VLAN
Group Configuration

* Protocol Based VLAN
Group Membership

*IP Subnet Based
VLAN

* Port DVLAN
Cnnﬁuuratmn

VLAN Configuration

L VLANID VLAN Name
100
|1

WLAN100
default

VLAN Type Make Static
Disable

Default Disable

b. Enter the following information:
* Inthe VLAN ID field, enter 100.

* |nthe VLAN Name field, enter VLAN100.

c. Click Add.

VLANSs
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2. Create VLAN101.
a. Select Switching > VLAN > Basic > VLAN Configuration.

A screen similar to the following displays.

[“omen | owons | s | oo | ey | otomg | towmonwee | rop | |

AutoVolP  iSCSI  STP  Multicast MWVR  Address Table Ports LAG MLAG

- Basic hd Reset Configuration (7]
= Advanced -
“VLAN Membership Internal VLAN Configuration
*VLAN Status Internal VLAN Allocation Base 4093
*Port PVID Internal VLAN Allocation Policy (@ Ascending ® Descending

Configuration
=MAC Based VLAN
= Protocol Based VLAN

Group Configuration VLAN Cenfiguration

= Protocol Based VLAN
Group Membership ) VLANID VLAN Name VLANType Make Static

aumet Dased 101 VLAN01 Disable ~
«Port DVLAN 01 default Defa.ult Disable
Configuration O 100 VLAN100 Static Disable

b. Enter the following information:
e Inthe VLAN ID field, enter 101.

e Inthe VLAN Name field, enter VLAN101.
c. Click Add.
3. Create VLAN102.
a. Select Switching > VLAN > Basic > VLAN Configuration.
A screen similar to the following displays.

[ o | owimy | fetrs | @5 | ey | eiery | shemen | b | |

Auto-VolP iSCSI STP  Multicast MVR  Address Table Ports LAG MLAG

Internal VLAN Configuration
=Basic -

Internal VLAN Allocation Base
* Advanced = 4093

- VLAN Configuration Internal VLAN Allocation Policy () Ascending @ Descending
*VLAN Membership

* VLAN Status
«Part PVID VLAN Configuration
Configuration

+MAG Based VLAN L) VLANID VLANName VLANType Make Static

* Protocol Based VLAN i VLANTOZ Disable v
Group Configuration (TR default Default Disable

* Protocol Based VLAN g 100 VLAN100 Static Disable
Group Membership o 101 VLAN101 Static Disabls

*IP Subnet Based
VLAN

b. Enter the following information:
e Inthe VLAN ID field, enter 102.

* In the VLAN Name field, enter VLAN102.
c. Click Add.

VLANSs
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Assign Ports to VLAN 3

This example shows how to assign the ports that will belong to VLAN 3, and to specify that
untagged frames will be accepted on port 1/0/4. Note that port 1/0/2 belongs to both VLANSs
and that port 1/0/1 can never belong to VLAN 3.

CLI: Assign Ports to VLAN 3

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

(Config)#interface range 1/0/2-1/0/4

(conf-if-range-1/0/2-1/0/4)#vlan participation include 3

(conf-if-range-1/0/2-1/0/4)#exit
(Config)#interface 1/0/4

(Interface 1/0/4)#vlan acceptframe all
(Interface 1/0/4)#exit

(Config)#exit

Web Interface: Assign Ports to VLAN 3

1. Assign ports to VLANS.
a. Select Switching > VLAN > Advanced > VLAN Membership.
A screen similar to the following displays.

[ oon | swcg | o | o | sy | bontowy | bonomee | top | |

Auto-VolP  iSCSl  STP  Multicast MVR  Address Table Ports LAG MLAG

*Basic v

VLAN ID 3~
* Advanced 7 Group Operation Untag All v
* VLAN Configuration VLAN Name WLANZ
VLAN Type Static
= VLAN Status
- Port PVID - ot !
Configuration Ports 1 5. 7. 9.7 T A5 W 19288
*MAC Based VLAN Iilli“i“i"i“i"i"i“i"i“il
= Protocol Based VLAN li_"?"i"i“i“i_"i“i"il@

Group Configuration 2 4 6

b. In the VLAN ID list, select 3.

c. Click Unit 1. The ports display.

d. Click the gray boxes under ports 2, 3, and 4 until T displays.
The T specifies that the egress packet is tagged for the ports.

e. Click Apply to save the settings.

2. Specify that untagged frames will be accepted on port 1/0/4.
a. Select Switching > VLAN > Advanced > Port PVID Configuration.

VLANSs
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A screen similar to the following displays.
[ Swiciog | Routog ] o5 ] Secuty | Wonkoring ] antenance o | _ndex ]

AuteVeP  ECS STP Muhicast MVR  Addess Table Poris  LAG  MLAG

b. Scroll down and select the Interface 1/0/4 check box.
Now 1/0/4 appears in the Interface field at the top.

c. Inthe Acceptable Frame Types list, select Admit All.
d. Click Apply to save the settings.

Assign VLAN 3 as the Default VLAN for Port 1/0/2

This example shows how to assign VLAN 3 as the default VLAN for port 1/0/2.

CLI: Assign VLAN 3 as the Default VLAN for Port 1/0/2

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/2
(Netgear Switch) (Interface 1/0/2)#vlan pvid 3
(Netgear Switch) (Interface 1/0/2)#exit
(Netgear Switch) (Config)#exit

VLANSs
26



Managed Switches

Web Interface: Assign VLAN 3 as the Default VLAN for Port
1/0/2
1. Select Switching > VLAN > Advanced > Port PVID Configuration.

A screen similar to the following displays.

T T O = O 5 )

AdeVolP  (BCE ETP Mubicasi MVR  Addess Tabls Podz LAG MLAG

interdace BVID VLAN Membod VIANT. Aecaptable Frame Types | Ciutiguesd Ingriis Fiming, ‘Cutant Wogpyas Fitaing| | 100 Prioty.
: ag ypes g ing i g 7
- | ommlE frrmy T Disable = Divable o
1001 1 1 Admit All Disable Desabie 0
Gl 111 fteee lAamear [Owae ____lOwwe |0 |
VN3 ' ' None Ac Al Dhsable Desabie i

2. Under PVID Configuration, scroll down and select the Interface 1/0/2 check box. Now 1/0/2
appears in the Interface field at the top.

3. Inthe PVID (1 to 4093) field, enter 3.
4. Click Apply to save the settings.

Create a MAC-Based VLAN

The MAC-based VLAN feature allows incoming untagged packets to be assigned to a VLAN
and thus classify traffic based on the source MAC address of the packet.

You define a MAC to VLAN mapping by configuring an entry in the MAC to VLAN table. An
entry is specified using a source MAC address and the appropriate VLAN ID. The MAC to
VLAN configurations are shared across all ports of the device (i.e., there is a system-wide
table that has MAC address to VLAN ID mappings).

When untagged or priority tagged packets arrive at the switch and entries exist in the MAC to
VLAN table, the source MAC address of the packet is looked up. If an entry is found, the
corresponding VLAN ID is assigned to the packet. If the packet is already priority tagged it
will maintain this value; otherwise, the priority will be set to 0 (zero). The assigned VLAN ID is
verified against the VLAN table. If the VLAN is valid, ingress processing on the packet
continues; otherwise, the packet is dropped. This implies that you can configure a MAC
address mapping to a VLAN that has not been created on the system.

VLANSs
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CLI: Create a MAC-Based VLAN

1. Create VLANS.

(Netgear Switch)#vlan database
(Netgear Switch)(Vlan)#vlan 3
(Netgear Switch)(Vlan)#exit

2. Add port 1/0/23 to VLANS.

(Netgear Switch)#config

(Netgear Switch)(Config)#interface 1/0/23

(Netgear Switch)(Interface 1/0/23)#vlan participation include 3
(Netgear Switch)(Interface 1/0/23)#vlan pvid 3

(Netgear Switch)(Interface 1/0/23)#exit

3. Map MAC 00:00:0A:00:00:02 to VLANS.

(Netgear Switch)(Config)#exit

(Netgear Switch)#vlan data

(Netgear Switch)(Vlan)#vlan association mac 00:00:00A:00:00:02 3
(Netgear Switch)(Vlan)#exit

4. Add all the ports to VLAN3.

(Netgear Switch)#config

(Netgear Switch)(Config)#interface range 1/0/1-1/0/28

(Netgear Switch)(conf-if-range-1/0/1-1/0/28)#vlan participation include 3
(Netgear Switch)(conf-if-range-1/0/1-1/0/28)#exit

(Netgear Switch)(Config)#exit

VLANSs
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Web Interface: Assign a MAC-Based VLAN

1. Create VLANS.
a. Select Switching > VLAN > Basic > VLAN Configuration.

A screen similar to the following displays.

o | ooy | oy | o | ey | boows | borme | bop | o |

Auto-VolP

*VLAM Membership
=VLAN Status

- Basic v

= Advanced ~

=VLAN Configuration

iSCSI  STP  Multicast MVR  Address Table Ports  LAG  MLAG

Reset Configuration 7]

Internal VLAN Configuration

Internal VLAN Allocation Base

4093

=Port PVID » Ascending ® Descending

Configuration
=MAC Based VLAN

= Protocol Based VLAN
Group Configuration

Internal VLAN Allocation Policy

VLAN Configuration

*Protocol Based VLAN
Group Membership L) VLANID VLAN Name

*IP Subnet Based 3
VLAM

VLAN Type Make Static

VLAN3 Disable ~

.1 default Default Disable

=Port DVLAN
Configuration

b. Enter the following information:
* Inthe VLAN ID field, enter 3.
e Inthe VLAN Name field, enter VLANS3.
* Inthe VLAN Type list, select Static.

c. Click Add.

2. Assign ports to VLANS.

a. Select Switching > VLAN > Advanced > VLAN Membership.

A screen similar to the following displays.

[~ Spsen | ooy | oung | a5 | ooy | o |_omonwcs | iy | x|

Auto-VolP  iSCS|  STP  Multicast MVR  Address Table Pots LAG MLAG
- Basic ¥ | VLANID 3
* Advanced & Group Operation Untag All v
*VLAN Configuration VLAN Name VLANZ
*VLAN Membership VLAN Type Static
*VLAN Status
Unit 1

*Port PVID
Configuration

*MAC Based VLAN

*Protocol Based VLAN
Group Configuration 2748

8 10 12 14 16 18 20 22 24

b. In the VLAN ID list, select 3.
c. Click Unit 1. The ports display.
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d. Click the gray box before Unit 1 until U displays.
e. Click Apply.
3. Assign VPID3 to port 1/0/23.
a. Select Switching > VLAN > Advanced > Port PVID Configuration.

A screen similar to the following displays.

AdiaVolF  SCS STP Muhicasi MVR  AddmssTobls Pods LAG MLAG

+ Blasic v 12 1LAGS All Go To Interface

VLAN Tag Acceptable Framn Typns Configued Ingrens Fiting Cureeet ingewss Fatneing :;“";ff"""“

b. Scroll down and select the 1/0/23 check box.
c. Inthe PVID (1 to 4093) field, enter 3.
d. Click Apply to save the settings.
4. Map the specific MAC to VLANS.
a. Select Switching > VLAN > Advanced > MAC based VLAN.

A screen similar to the following displays.

[ srsen | sy | owr | o5 | ey | totomy | ttower | rip | |

AutoVolP  iSCSI STP  Multicast MVR  Address Table Ports LAG  MLAG

MAC Based VLAN Configuration

“Basic v | MAC Address VLAN ID
00:00:04:00:00:02 3

* Advanced =
=VLAN Configuration
*VLAN Membership
*VLAN Status

=Port PVID
Configuration

= MAC Based VLAN

*Protocol Based VLAN
Group Configuration

=Protocol Based VLAN
Group Membership

b. Enter the following information:
* Inthe MAC Address field, enter 00:00:0A:00:00:02.

e Inthe PVID (1 to 4093) field, enter 3.
c. Click Add.
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Create a Protocol-Based VLAN

Create two protocol VLAN groups. One is for IPX and the other is for IP/ARP. The untagged
IPX packets are assigned to VLAN 4, and the untagged IP/ARP packets are assigned to
VLAN 5.

CLI: Create a Protocol-Based VLAN

1. Create a VLAN protocol group vlan_ipx based on IPX protocol.

(Netgear Switch)#config

(Netgear Switch)(Config)#vlan protocol group 1

(Netgear Switch)(Config)#vlan protocol group name 1 "vlan_ipx"

(Netgear Switch)(Config)#vlan protocol group add protocol 1 ethertype ipx

2. Create a VLAN protocol group vlan_ipx based on IP/ARP protocol.

(Netgear Switch)(Config)#vlan protocol group 2

(Netgear Switch)(Config)#vlan protocol group name 2 "vlan_ip"

(Netgear Switch)(Config)#vlan protocol group add protocol 2 ethertype ip
(Netgear Switch)(Config)#vlan protocol group add protocol 2 ethertype arp
(Netgear Switch)(Config)#exit

3. Assign VLAN protocol group 1 to VLAN 4.

(Netgear Switch)#vlan database
(Netgear Switch)(VIan)#vlan 4
(Netgear Switch)(Vlan)#vlan 5
(Netgear Switch)(Vlan)#protocol group 1 4

4. Assign VLAN protocol group 2 to VLAN 5.

(Netgear Switch)(Vlan)#protocol group 2 5

5. Enable protocol VLAN group 1 and 2 on the interface.

(Netgear Switch)(Vlan)#exit

(Netgear Switch)#config

(Netgear Switch)(Config)#interface 1/0/11

(Netgear Switch)(Interface 1/0/11)#protocol vlan group 1
(Netgear Switch)(Interface 1/0/11)#protocol vlan group 2
(Netgear Switch)(Interface 1/0/11)#exit
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Web Interface: Create a Protocol-Based VLAN

1. Create VLAN4 and VLANS.
Create VLANA4.
a. Select Switching > VLAN > Basic > VLAN Configuration.

A screen similar to the following displays.

[ open | ovens | o | s | ooty | timeumg | oo | o | b |

Auto-VolP  1SCSI  STP  Multicast MVR  Address Table Ports  LAG MLAG

=Basic ~  Reset Configuration ]
= VLAN Configuration
* Advanced >

Internal VLAN Configuration

Internal VLAN Allocation Base 4093
Internal VLAN Allocation Policy & Ascending ® Descending

VLAN Configuration

L VLAMID VLAM Name  VLAN Type Wake Static
4 VLANA Disable ~
=1 default Default Disable

b. Enter the following information:
In the VLAN ID field, enter 4.
In the VLAN Name field, enter VLANA4.
In the VLAN Type list, select Static.
c. Click Add.
Create VLANS.
a. Select Switching > VLAN > Basic > VLAN Configuration.

A screen similar to the following displays.

[~ Spsen | owowg | Rowng | 05 | socwy | Vewarg | Momore | riip | naer |

Auto-VelP  iSCSI  STP  Multicast MVR  Address Table Ports LAG MLAG

- Basic ~ Reset Configuration 7]
-VLAN Configuration
* Advanced ~

Internal WLAMN Configuration

Internal VLAN Allocation Base 4093
Internal VLAN Allocation Policy  Ascending ® Descending

VLAN Configuration

L) VLANID VLANName  VLAN Type Make Static

5 WLANS Disable ~
o1 default Default Disable
g 4 VLANA Static Disable

VLANSs

32



Managed Switches

b. Enter the following information:
In the VLAN ID field, enter 5.
In the VLAN Name field, enter VLANS.
In the VLAN Type list, select Static.

c. Click Add.

2. Create the protocol-based VLAN group vian_ipx.

a. Select Switching > VLAN > Advanced > Protocol Based VLAN Group
Configuration.

A screen similar to the following displays.

[“orien | owiom | Founs | o5 | o | oty | s | iop | |

Auto-VolP  iSCSl S§TP  Multicast MVR  Address Table Ports LAG MLAG

Protocol Based VLAN Group Configuration

* Basic v

|| GroupID GroupMame Protocol VLANID Pors
“Advanced - 1 vian_ipx ipx 4

*VLAN Configuratiaon

*VLAN Membership

*VLAN Status

*Port PVID
Configuration

*MAC Based VLAN

» Protocol Based VLAN
Group Configuration

* Protocol Based VLAN
Group Membership

Enter the following information:

e Inthe Group ID field, enter 1.
e Inthe Group Name field, enter vlan_ipx.
e Inthe Protocol list, enter ipx.
* Inthe VLAN ID field, enter 4.
b. Click Add.
3. Create the protocol-based VLAN group vian_ip.

a. Select Switching > VLAN >Advanced > Protocol Based VLAN Group
Configuration.
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A screen similar to the following displays.
[ Sysem | oweieg | Fowns | Q5 | Secuiy | Nowwiog | Mamonarce |t | iox |

Auto-VolP  iSCSI STP  Multicast MVR Address Table Pots LAG MLAG

Protocol Based VLAMN Group Configuration

= Basic v

| GroupID Group Name  Protocol VLANID Ports
* Advanced ~ o
2 vian_ip ip,arp
=VLAN Configuration o 1 vian_ipx PX 4

=VLAN Membership
=VLAN Status

=Port PVID
Configuration

*MAC Based VLAN

= Protocol Based VLAN
Group Configuration

*Protocol Based VLAN
Group Membership

b. Enter the following information:
e Inthe Group ID field, enter 2.
e Inthe Group Name field, enter vlian_ip.
e Inthe Protocol list, select IP and ARP while holding down the Ctrl key.
* Inthe VLAN field, enter 5.
c. Click Add.
4. Add port 11 to the group vian_ipx.

a. Select Switching > VLAN > Advanced > Protocol Based VLAN Group
Membership.
A screen similar to the following displays.
| Spen | Swiciog | Fouis | Gus | Secwy | Monioig | Wamiewe | Hop | x|

AutoVolP  iSCSI STP  Multicast MVR  Address Table Ports LAG MLAG

Protocol Based VLAN Group Membership

*Basic ¥ GrouplD
*Advanced -

1 v
Group Name ian_ipx
=VLAM Configuration

Current members

*VLAM Membership
=VLAN Status

1 3 5
=Port PVID li"i"il
Configuration
ey

9 T 13 95 I 192y B

2 O
LI LU L]

10 12 14 16 18 20 22 24

=MAC Based VLAN

= Protocol Based VLAN - Unit 2

Group Configuration

PUI‘ls‘I357Q1113151?192123252?2931333537394143454?
Ll (T
e uusssvsssvessssvesvSYSY

10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48

b. Inthe Group ID list, select 1.

c. Click the gray box under port 11. A check mark displays in the box.
d. Click the Apply button.
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5. Add port 11 to the group vian_ip.

a. Select Switching > VLAN > Advanced > Protocol Based VLAN Group
Membership.

A screen similar to the following displays.

[“oren | e | own | oo | ey | worsomg | amemes | top | wom | |

AutoVolP  iSCSI  STP  Multicast MVR ~ Address Table Ports LAG MLAG

Protocol Based VLAM Group Membership

~Basic * Group ID 2 v
*Advanced = Group Name Tean
VAN Eonhgaration Current members
= VLAN Membership - -
*VLAM Status
Pots 1 3 5 7 8 11 13 15 17 13 2
o O 2 A A
MAC Based VLAN LILIL L LU LI L L L)
2 4 6 8 10 12 14 16 18 20 22 24
Grouy Comtguraion | MM urit2
F'nns‘\?}:v?g 13 15 17 19 21 23 75 7 33 35 37 39 41 43 45 47
= S A
VLR B Teessesse s rreR e e ewwww
2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48

b. In the Group ID list, select 2.
c. Click the gray box under port 11. A check mark displays in the box.
d. Click Apply.

Virtual VLANSs: Create an IP Subnet—-Based VLAN

In an IP subnet—based VLAN, all the end workstations in an IP subnet are assigned to the
same VLAN. In this VLAN, users can move their workstations without reconfiguring their
network addresses. IP subnet VLANS are based on Layer 3 information from packet headers.
The switch makes use of the network-layer address (for example, the subnet address for
TCP/IP networks) in determining VLAN membership. If a packet is untagged or priority
tagged, the switch associates the packet with any matching IP subnet classification. If no IP
subnet classification can be made, the packet is subjected to the normal VLAN classification
rules of the switch. This IP subnet capability does not imply a routing function or that the
VLAN is routed. The IP subnet classification feature affects only the VLAN assignment of a
packet. Appropriate 802.1Q VLAN configuration must exist in order for the packet to be
switched.
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Figure 2. IP subnet—based VLAN

CLI: Create an IP Subnet—-Based VLAN

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#vlan 2000

(Netgear Switch) (Vlan)#vlan association subnet 10.100.0.0 255.255.0.0 2000
(Netgear Switch) (VlIan)#exit

Create an IP subnet-based VLAN 2000.

(Netgear Switch) #config

(Netgear Switch) (Config)#interface range 1/0/1-1/0/24

(Netgear Switch) (conf-if-range-1/0/1-1/0/24)# vlan participation include 2000
(Netgear Switch) (conf-if-range-1/0/1-1/0/24)#exit

(Netgear Switch) (Config)#

Assign all the ports to VLAN 2000.

(Netgear Switch) #show mac-addr-table vlan 2000
MAC Address Interface Status
00:00:24:58:F5:56 1/0/1 Learned
00:00:24:59:00:62 1/0/24 Learned
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Web Interface: Create an IP Subnet-Based VLAN

1. Create VLAN 2000.
a. Select Switching > VLAN > Basic > VLAN Configuration.
A screen similar to the following displays.

AutoVolP  iSCSI STP  Multicast MVR  Address Table Ports LAG MLAG

[ orson | omwn | oens | oo | ewy | Moriomg | tmonms | vy | _bonc|

* Basic ~ Reset Configuration 7]
=VLAN Configuration
* Advanced "

Internal WLAMN Configuration

Internal VLAN Allocation Base 4093

Internal VLAN Allocation Policy & Ascending @ Descending

VLAN Configuration

| VLANID VLAMName VLAN Type Make Static

2000 Disable v

- 1 default Default Disable

b. Enter the following information:

* Inthe VLAN ID field, enter 2000.

e Inthe VLAN Type list, select Static.
c. Click Add.

2. Assign all the ports to VLAN 2000.
a. Select Switching > VLAN > Advanced > VLAN Membership.
A screen similar to the following displays.

Auto-VolP  iSCSI  STP  Multicast MVR  Address Table Ports LAG MLAG

[~ Spsen | owowg | Rowng | 5 | seomy | Verwemg | arorane | o | i ||

- Basic v

VLAN ID 2000 v
= Advanced o~ Group Operation Untag All  ~
=VLAN Configuration VLAN Name

YLANZ2000
=VLAN Membership VLAN Type

Static
=VLAN Status
=Port PVID

Unit 1

Configuration
=MAC Based VLAN

*Protocol Based VLAN
Group Configuration 2 4 6 8 10 12 14 16 18 20 22 24

b. In the VLAN ID list, select 2000.
c. Click Unit 1. The ports display.
d. Click the gray box before Unit 1 until U displays.
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e. Click Apply.
3. Associate the IP subnet with VLAN 2000.
a. Select Switching > VLAN > Advanced > IP Subnet Based VLAN.
A screen similar to the following displays.

Auto-VolP  iSCSI  STP  Multicast MWVR  Address Table Ports LAG MLAG

IP Subnet Based VLAN Cenfiguration

= Basic

L IP Address Subnet Mask VLAN ID
* Advanced &

=VLAN Configuration
=VLAM Membership

10.100.0.0 255.255.0.0 2000

=VLAN Status

=Port PVID
Configuration

*MAC Based VLAN

*Protocol Based VLAN
Group Configuration

=Protocol Based VLAN
Group Membership

=IP Subnet Based
VLAN

b. Enter the following information:
* Inthe IP Address field, enter 10.100.0.0.
* Inthe Subnet Mask field, enter 255.255.0.0.
e Inthe VLAN (1 to 4093) field, enter 2000.

c. Click Add.

Voice VLANSs

The voice VLAN feature enables switch ports to carry voice traffic with defined priority to
enable separation of voice and data traffic coming onto port. Voice VLAN ensures that the
sound quality of an IP phone does not deteriorate when the data traffic on the port is high.
Also, the inherent isolation provided by VLANs ensures that inter-VLAN traffic is under
management control and that clients attached to the network cannot initiate a direct attack on

voice components.

Note: For more information about voice VLANS, seeAuto VolP on page 255.
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Figure 3. Voice VLAN

The script in this section shows how to configure Voice VLAN and prioritize the voice traffic.
Here the Voice VLAN mode is in VLAN ID 10.

CLI: Configure Voice VLAN and Prioritize Voice Traffic

1. Create VLAN 10.

(Netgear Switch) #vlan database
(Netgear Switch) (Vlan)#vlan 10
(Netgear Switch) (Vlan)#exit
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2. Include the ports 1/0/1 and 1/0/2 in VLAN 10.

(Netgear Switch) (Config)#interface range 1/0/1-1/0/2

(Netgear Switch) (conf-if-range-1/0/1-1/0/2)#vlan participation include 10
(Netgear Switch) (conf-if-range-1/0/1-1/0/2)#vlan tagging 10

(Netgear Switch) (conf-if-range-1/0/1-1/0/2)#exit

3. Configure Voice VLAN globally.

(Netgear Switch) (Config)# voice vlan

4. Configure Voice VLAN mode in the interface 1/0/2.

(Netgear Switch) (Config)#interface 1/0/2
(Netgear Switch) (Interface 1/0/2)#voice vlan 10
(Netgear Switch) (Interface 1/0/2)#exit

5. Create the DiffServ class ClassVoiceVLAN.

(Netgear Switch) (Config)#class-map match-all ClassVoiceVLAN

6. Configure VLAN 10 as the matching criteria for the class.

(Netgear Switch) (Config-classmap)#match vlan 10

7. Create the DiffServ policy PolicyVoiceVLAN.

(Netgear Switch) (Config)#policy-map PolicyVoiceVLAN in

8. Map the policy and class and assign them to the higher-priority queue.

(Netgear Switch) (Config-policy-map)#class ClassVoiceVLAN
(Netgear Switch) (Config-policy-classmap)#assign-queue 3
(Netgear Switch) (Config-policy-classmap)#exit

9. Assign it to interfaces 1/0/1 and 1/0/2.

(Netgear Switch) (Config)#interface range 1/0/1-1/0/2
(Netgear Switch) (conf-if-range-1/0/1-1/0/2)# service-policy in PolicyVoiceVLAN
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Web Interface: Configure Voice VLAN and Prioritize Voice
Traffic

1. Create VLAN 10.
a. Select Switching > VLAN > Basic > VLAN Configuration.

A screen similar to the following displays.
Sysen | swicng | g | Qo5 | ooy | g | Wartorare | iy | nior |

Auto-VolP  iSCSI STP  Mulicast MVR  Address Table Ports  LAG  MLAG

=Basic ~ Reset Configuration [}
[ o]
* Advanced #
Internal VLAM Configuration
Internal VLAN Allocation Base 4093
Internal VLAM Allocation Palicy ) Ascending ® Descending

WLAN Configuration

] VLANID WLANMame  VLAN Type Make Static
10 Vaoice VLAN Disable ~
B 1 default Default Disable

b. In the VLAN ID field, enter 10.
c. Inthe VLAN Name field, enter Voice VLAN.
d. Click Add.
2. Include the ports 1/0/1 and 1/0/2 in VLAN 10.
a. Select Switching > VLAN > Advanced > VLAN Membership.

A screen similar to the following displays.

o | owews | Rows | G0 | ey | g | s | e | b |

Auto-VolP  iSCSI STP  Multicast MVR  Address Table Ports LAG MLAG

VLAN VLAN Membership
= Basic %
VLAN ID 0 ~
- Advanced =
vances Group Operation Untag All  ~
*VLAN Configuration VLAN Name Vaice VLAN
* VLAN Membership WLAN Type Static
*VLAN Status
- Unit 1
*Port PVID
Configuration Ports 9 11 13 15 17 18 21 23

* MAC Based VLAN

* Protocol Based VLAN
Group Configuration

0
0

6

LILILIL LI )

10 12 14 16 18 20 22 24

LT L
LLL)

NHHA

b. In the VLAN Membership table, in the VLAN ID list, select 10.
c. Select Port 1 and Port 2 as tagged.
d. Click Apply.
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3. Configure Voice VLAN globally.
a. Select Switching > VLAN > Advanced > Voice VLAN Configuration.
A screen similar to the following displays.

[“omen | ovioms | rwwrs | oo | Sewy | owomg | s | or | wom | |

Auto-VolP  iSCS| STP  Multicast MVR Address Table Poris LAG MLAG

*VLAN Membership Voice VLAN Global Admin
VAN Status Admin Mode ) Disable [} Enable
=Port PVID

Configuration

=MAC Based VLAN
Woice VLAN Configuration
= Protocol Based VLAN
Sidup Confiotralldn 123A1 Go To Interface

*Protocal Based VLAN
Group Membership

*IP Subnet Based
VLAN

a

; CoS Overrids  Operational | Authentication
Interface. Interface Mode Value Mode State Wode DSCP Value

v v v

'EunﬁDVLf\N B o1 Disable 0 Disable Disable Enable 0
SR O 1072 Disable 0 Disable Disable Enable 0
el O 10/3  Disable 0 Disable Disable Enable 0
onfiguration
. O 1/0/4 Disable 0 Disable Disable Enable 0
oy O 1055 Disable 0 Disable Disable  Enable 0
CAnp D & 1006 Disable [1} Disable Disable Enable 0
ort @ o Disable 0 Disable Disable Enable 0

Configuration

b. For Admin Mode, select the Enable radio button.
c. Click Apply.
4. Configure Voice VLAN mode in the interface 1/0/2.
a. Select Switching > VLAN > Advanced > Voice VLAN Configuration.
b. Select the 1/0/2 check box.
c. Inthe Interface Mode list, select VLAN ID.
d. In the Value field, enter 10.

A screen similar to the following displays.

[~ open | owons | rowns | o | ey | oriomg | tamws | op | v | |

Auto-VolP iSCS| STP  Multicast MVR  Address Table Ports LAG MLAG

*VLAN Membership Voice VLAN Global Admin
*VLAN Status Admin Moda () Disable @ Enable
= Port PVID

Configuration

*MAC Based VLAN
Voice VLAM Configuration
* Protocol Based VLAN

Group Configuration 123 A1 Go To Interface
* Protocol Based VLAN -
Group Membercip [ Interface Interface Mode  Value Soo veride | Gperational. | Juthentication | gt yoiug

*IP Subnet Based
VRN VLANID [ 10

.EmﬁDVLf_\N 101 Disable Disable Disable Enable
onnguration 11062 Disable Disable Disable Enable

“VaceML A O 103 Disable 0 Disable Disable Enable 0
onfiguration

O 10/ Disable 0 Disable Disable Enable ]

'&AﬂRﬁEﬁ;{i‘?ﬂh O w05 Dissble 0 Disable Disable Enable 0

GARP B O 10/ Disable 0 Disable Disable Enable ]

Cunﬁgurautli-[uﬂ [TV Disable 0 Disable Disable Enable ]

e. Click Apply.
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5. Create the DiffServ class ClassVoiceVLAN.
a. Select QoS > Advanced > DiffServ > Class Configuration.

A screen similar to the following displays.

o | owomy | Rawrs | o | seumy | ontemy | e | o | b |

CoS
- Diffserv Wizard =
¥ LI Class Name Class Type
= Basic v
ClassVoiceVLAN Al ~
- Advanced -~

= DiffServ Configuration
=1Pv6 Class Configuration
= Policy Configuration

= Semvice Interface
Configuration

= Senvice Statistics

b. In the Class Name field, enter ClassVoiceVLAN.
c. Inthe Class Type list, select All.

d. Click Add. The Class Name screen displays, as shown in the next step in this
procedure.

6. Configure matching criteria for the class as VLAN 10.
a. Select QoS > DiffServ > Advanced > Class Configuration.

A screen similar to the following displays.

CoS
= Diffe Wizard
St L) Class Name Class Type
-Basic >
v
= Advanced
) ClassVoiceVLAN All

= DiffServ Configuration
*|Pv6 Class Configuration
* Policy Configuration

* Semvice Interface
Configuration

= Semvice Statistics

b. Click the class ClassVoiceVLAN.
c. In the DiffServ Class Configuration table, select VLAN.
d. In the VLAN ID field, enter 10.
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A screen similar to the following displays.

[~ orson [ omom | owna | o | ey | voriomg | ammwee | op | e |

CoS ¢

« Diffserv Wizard Class Name
»Basic v Class Type
= Advanced ~

= DiffServ Configuration

* Class Configuration DiffServ Class Configuration

=IPv6 Class Configuration

' Match Every

= Policy Configuration
' Reference Class

= Senvice Interface
Configuration Class Of Senvice )
= Senice Statistics ® VLAN 10 (1 to 4093)
Secondary Class of Service |
' Secondary VLAN (1 to 4093)
» Ethenet Type Annle
+ Source MAC Address

Click Apply.

7. Create the DiffServ policy PolicyVoiceVLAN.

a.

® o o o

Select QoS > DiffServ > Advanced > Policy Configuration.

A screen similar to the following displays.

Sysen | Swiching | o | 065 | Socury | Wontorng | Wamtorrce | oy | _ndox |
CoS

= Diffserv Wizard

L} Policy Name Policy Type Member Class
poas q PalicyVoiceVian In ClassVoiceVLAN ~
= Advanced ~

* DiffServ Configuration
* Class Configuration
*IPv6 Class Configuration

» Policy Configuration

* Senvice Interface
Configuration

* Senvice Statistics

In the Policy Name field, enter PolicyVoiceVLAN.
In the Policy Type list, select In.

In the Member Class list, select ClassVoiceVLAN.
Click Add.

The Policy Configuration screen displays, as shown in the next step in this procedure.

8. Map the policy and class and assign them to the higher-priority queue.
a. Select QoS > DiffServ > Advanced > Policy Configuration.
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A screen similar to the following displays.

[ormen | swoins | oung | oo | seum | vimows | wamermea | i | an_|

CoS ¢
= Diffs Wizard
FREA e LI Palicy Name Policy Type Member Class
-Basic >
= Advanced :
[ PolicyVoiceVlan In ClassVoiceVLAN

= DiffServ Configuration
= Class Configuration

=IPv6 Class Configuration

= Palicy Configuration

= Senvice Interface
Configuration

= Senvice Statistics

b. Click the Policy PolicyVoiceVLAN.
A screen similar to the following displays.

[opon | owews | rouns | oo | Sy | ortoms | e | top | o |

CoS

- Diffserv Wizard Policy Name

=Basic bt Policy Type

= Advanced = Member Class Name

* DiffServ Configuration
* Class Configuration

*IPv6 Class Configuration  palicy Attribute

P BB AL L Palicy Attribute @ Assign Queue 3

* Senice Interface
Configuration © Drop

* Semvice Statistics & Mark VLAN CoS
) Mark CoS As Secondary CoS
@ Mark IP Precedence

c. In the field next to the Assign Queue radio button, select 3.
d. Click Apply.
9. Assign it to interfaces 1/0/1 and 1/0/2.
a. Select QoS > DiffServ > Advanced > Service Interface Configuration.
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A screen similar to the following displays.

Switching QoS Security Maintenance Help
[oysen | suiching | Rowing | s [ Secuiy | Worworng | Mamerance | e | _naex ]|

CoS

Senice Interface Configuration

- Diffserv Wizard 123 LAGS Al P —
= Basic ~
- Advanced ~ | Interface Eolon Al Direction Operational Status

Name Name

= DiffServ Configuration PolicyVoiceVian ~ ~

B — e ----
=IPvE Class Configuration &) 1102
= Policy Configuration o s

O /0

= Semice Interface
e

] 1/0H
= Senice Statistics =i
o v

b. Select the check boxes for Interfaces 1/0/1 and 1/0/2.
c. Set the Policy Name field as PolicyVoiceVLAN.
d. Click Apply.

Configure GARP VLAN Registration Protocol

Generic Attribute Registration Protocol (GARP) VLAN Registration Protocol (GVRP) provides
IEEE 802.1Q-compliant VLAN pruning and dynamic VLAN creation on 802.1Q-tagged ports.
With GVRP, a switch can exchange VLAN configuration information with other GVRP
switches, prune unnecessary broadcast and unknown unicast traffic, and create and manage
VLANSs dynamically on switches that are connected through 802.1Q-tagged ports.

GVRP Switch A GVRP Switch B

Figure 4. GVRP configuration
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CLI: Enable GVRP

1. On Switch A, create VLANs 1000, 2000, and 3000, and add port 1/0/24 as a tagged port
to VLANs 1000, 2000, and 3000.

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#vlan 1000,2000,3000

(Netgear Switch) (Vlan)#exit

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/24

(Netgear Switch) (Interface 1/0/24)#vlan participation include 1000
(Netgear Switch) (Interface 1/0/24)#vlan participation include 2000
(Netgear Switch) (Interface 1/0/24)#vlan participation include 3000
(Netgear Switch) (Interface 1/0/24)#vlan tagging 1000,2000,3000

2. On Switch A, enable GVRP.

(Netgear Switch) #set gvrp adminmode

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/24

(Netgear Switch) (Interface 1/0/24)#set gvrp interfacemode

3. On Switch B, enable GVRP.

(Netgear Switch) #set gvrp adminmode

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/11

(Netgear Switch) (Interface 1/0/11)#set gvrp interfacemode
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4. On Switch B, verify that VLANs 1000, 2000, and 3000 were created.

(Netgear Switch) #show vlan

Maximum VLAN Entries...... ... iiion. 1024
VLAN Entries Currently in Use.... . ... .. ....... 5

VLAN 1D VLAN Name VLAN Type

1 default Default

2 Auto VolP AUTO VolP

1000 Dynamic (GVRP)
2000 Dynamic (GVRP)
3000 Dynamic (GVRP)

(Netgear Switch) #show vlan 1000

VLAN 1D: 1000

VLAN Name:

VLAN Type: Dynamic (GVRP)

Interface Current Configured Tagging

1/0/1 Exclude Autodetect Untagged
1/0/2 Exclude Autodetect Untagged
1/0/3 Exclude Autodetect Untagged
1/0/4 Exclude Autodetect Untagged
1/0/5 Exclude Autodetect Untagged
1/0/6 Exclude Autodetect Untagged
1/0/7 Exclude Autodetect Untagged
1/0/8 Exclude Autodetect Untagged
1/0/9 Exclude Autodetect Untagged
1/0/10 Exclude Autodetect Untagged
1/0/11 Include Autodetect Tagged
1/0/12 Exclude Autodetect Untagged
1/0/13 Exclude Autodetect Untagged
1/0/14 Exclude Autodetect Untagged
1/0/15 Exclude Autodetect Untagged
1/0/16 Exclude Autodetect Untagged
VLANs
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Web Interface: Configure GVRP on switch A
1. On Switch A, create VLANs 1000, 2000, and 3000:

a. Select Switching > VLAN > Advanced > VLAN Configuration.

A screen similar to the following displays.

o | vy | Rows | wo | seumy | onkery | e | oo | b |

AutoVolP  iSCSI  STP  Multicast MVR  Address Table Ports  LAG  MLAG

= Basic ~ Reset Configuration (7]
= VLAN Configuration

* Advanced s

Internal VLAN Configuration

Internal VLAN Allocation Base
Internal VLAM Allocation Policy

4003
) Ascending ® Descending

WLAN Configuration

[| VLANID VLANName VLANType Make Static
1000
o 1

Disable ~

default Default Disable

b. In the VLAN ID field, enter 1000.
c. Click Add.

d. Repeat Step a through Step c to create VLANs 2000 and 3000.

2. Add port 1/0/24 as a tagged port to VLANs 1000, 2000, and 3000:

a. Select Switching > VLAN > Advanced > VLAN Membership.

A screen similar to the following displays.

[ omen | v | o | oo | Seonty | oromg | anrwee | o | o ||

iSCSI  STP  Mulicast MVR Address Table Ports LAG MLAG

Auto-VolP

*Basic v

VLAN 1D

1000 ~

* Advanced = Group Operation Untag Al ~
=VLAN Configuration VLAN Name VLAN100D
=VLAN Status

=Port PVID - A

Configuration Ports 1 3 5. ¥ 9. % 1315 %W 19 2123

*MAC Based VLAN E“i"i“i"i"i“i"i"i“i"i"il

= Protocol Based VLAN Iilli"i“i"i"i“i"i"il@@

Group Configuration 2 4 B8 8 10 12 14 16 18 20 22 24

a. From the VLAN ID menu, select 1000.
b. Click Unit 1.

The ports display.
c. Click the gray box under port 24 until T displays.
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T specifies that the switch tags egress packets for port 24.
d. Click Apply.
3. Enable GVRP globally:
a. Select Switching > VLAN > Advanced > GARP Switch Configuration.
A screen similar to the following displays.

[ “omen | owovs | Rowms | oo | ooy | oniamg | tanonme | g | o ||

AutoVolP  iSCSI STP  Multicast MVR  Address Table Pois LAG MLAG

el GARP Switch Configuration

=VLAN Configuration
=VLAN Membership
=VLAN Status

GVRP Mode » Disable @ Enable
GMRP Mode @ Disable () Enable

=Port PVID
Configuration

=MAC Based VLAN

=Protocol Based VLAN
Group Configuration

= Protocol Based VLAN
Group Membership

*IP Subnet Based
VLAN

= Port DVLAN
Configuration

=Voice VLAN
Configuration

b. Next to GVRP Mode, select the Enable radio button.
c. Click Apply.
4. Enable GVRP on port 1/0/24.
a. Select Switching > VLAN > Advanced > GARP Port Configuration.
A screen similar to the following displays.

Auto-VolP  iSCSI  STP  Multicast MVR  Address Table Ports LAG MLAG
*Advanced GARP Port Configuration
. 123 LAGS Al Go To Interface
*VLAN Membership
VLAN Status || Interface Port GVRP Mode Port GMRP Mode Join Timer Leave Timer Leave All Timer
+Port PVID 1/0/24 | Enable ~ Disable ~ 20 60 1000
Coniouon O 101  Disable Disable 20 60 1000
*MAC Based VLAN o o2 Disable Disable 20 60 1000
«Protocol Based VLAN E 103 Disable Disable 20 60 1000
Group Configuration O 10 Disable Disable 20 60 1000
+ Protocol Based VLAN O 10/s Disable Disable 20 50 1000
Group Membership 0 o Disable Disable 20 80 1000
-IP Subnet Based O o Disable Disable 20 60 1000
VLAN O s  Disable Disable 20 50 1000
- Port DVLAM @ 1059 Disable Disable 20 80 1000
Configuration [ 10/10  Disabls Disabls 20 50 1000
=Voice VLAN O 17011 Disable Disable 20 60 1000
Comglrstion O 1012  Disable Disable 20 50 1000
* GARP Switch [ 1013  Disable Disable 20 80 1000
Caniguation O 1014  Disable Disable 20 50 1000
O 1/0/15  Disable Disable 20 50 1000
Configuration T e B st Wh Sy

b. Scroll down and select the check box that corresponds to interface 1/0/24.
The Interface field in the table heading displays 1/0/24.
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c. From the Port GVRP Mode menu, select Enable.
d. Click Apply.

Web Interface: Configure GVRP on Switch B

1. Enable GVRP globally:
a. Select Switching > VLAN > Advanced > GARP Switch Configuration.

A screen similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
AutoVolP  iSCSI  STP  Multicast MVR  Address Table Ports  LAG  MLAG

* Advanced
*VLAN Configuration

GARP Switch Configuration

GVRP Mode » Disable @ Enable
Al ey GMRP Mode @ Disable ) Enable
=VLAN Status
*Port PVID

Configuration
*MAC Based VLAN

*Protocol Based VLAN
Group Configuration

*Protocol Based VLAN
Group Membership
*IP Subnet Based
VLAN

*Port DVLAN
Configuration

*Voice VLAN
Configuration

b. Next to GVRP Mode, select the Enable radio button.
c. Click Apply.

2. Enable GVRP on port 1/0/11.
a. Select Switching > VLAN > Advanced > GARP Port Configuration.

A screen similar to the following displays.

|

AutoVolP iSCSI STP  Mulicast MVR  Address Table Pots LAG MLAG

*Advanced GARP Port Configuration
i 12 3 LAGS Al Go Ta Interface
*VLAN Membership
VLAN Status || Interface Port GVRP Mode Port GMRP Mode Join Timer Leave Timer Leave Al Timer
=Port PVID 101 Enable ~ Disable ~ 20 60 1000
Conigdzhon O 101 Disable Disable 20 60 1000
*MAC Based VLAN [0 102 Disable Disable 20 60 1000
= Protocol Based VLAN 8 103 Disable Disable 20 60 1000
Group Configuration O 104 Disable Disable 20 60 1000
+ Protocol Based YLAN O 05 Disable Disable 20 60 1000
Group Membership 0 s Disable Disable 20 60 1000
«|P Subnet Based O v Disable Disable 20 60 1000
VLAN O 1o Disable Disable 20 60 1000
«Port DVLAN 0 1/0/9 Disable Disable 20 60 1000
Configuration [ 1/0M0  Disable Disable 20 60 1000
=Voice VLAN ¥ 1011 Disable Disable 20 60 1000
Configuration O 1012 Disable Disable 20 60 1000
* GARP Switch © 140113  Disable Disable 20 60 1000
Ll O 1014 Disable Disable 2 60 1000

D 10115  Disable Disable 20 60 1000
Configuration = amar R ne Lt An o innn
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b. Scroll down and select the check box that corresponds to interface 1/0/11.
The Interface field in the table heading displays 1/0/11.

c. From the Port GVRP Mode menu, select Enable.
d. Click Apply.

Private VLANSs

The Private VLANS feature separates a regular VLAN domain into two or more subdomains.
Each subdomain is defined (represented) by a primary VLAN and a secondary VLAN. The
primary VLAN ID is the same for all subdomains that belong to a private VLAN. The
secondary VLAN ID differentiates subdomains from each other and provides Layer 2 isolation
between ports of the same private VLAN.

There are three types of VLAN within a private VLAN:

e Primary VLAN. it forwards the traffic from the promiscuous ports to isolated ports,
community ports, and other promiscuous ports in the same private VLAN. Only one
primary VLAN can be configured per private VLAN. All ports within a private VLAN
share the same primary VLAN.

e Community VLAN. is a secondary VLAN. It forwards traffic between ports which
belong to the same community and to the promiscuous ports. There can be multiple
community VLANS per private VLAN.

* Isolated VLAN. is a secondary VLAN. It carries traffic from isolated ports to
promiscuous ports. Only one isolated VLAN can be configured per private VLAN.

There are three types of port designation within a private VLAN:

 Promiscuous port. belongs to a primary VLAN and can communicate with all
interfaces in the private VLAN, including other promiscuous ports, community ports,
and isolated ports.

e Community ports. These ports can communicate with other community ports and
promiscuous ports.

* Isolated ports. These can ONLY communicate with promiscuous ports.
The following figure shows how private VLANs can be extended across multiple switches

through inter-switch/stack links that transport primary, community, and isolated VLANs
between devices.

VLANSs
52



Managed Switches

Isolated Isolated Isalated
VLAMN VLAM VLAM

Figure 5. Private VLANs

The following figure illustrates the private VLAN traffic flow. Five ports A, B, C, D, and E make
up a private VLAN. Port A is a promiscuous port which is associated with the primary VLAN
100. Ports B and C are the host ports which belong to the isolated VLAN 101. Ports D and E
are the community ports which are associated with community VLAN 102. Port F is the
inter-switch/stack link. It is configured to transmit VLANs 100, 101 and 102. Colored arrows
represent possible packet flow paths in the private VLAN domain.

Promiscuous port
VLAN 1D = 100
(primary)

1/0/1

A

Switch

Inter-switch/stack link
F Carries VLANs 100,

101, and 102
1/0/6

i}
.
CE

Primary VLAN - 100
— [solated VLAN - 101
Community VLAN - 102

Isolated porls
VLAN ID =101
(secondary)

Figure 6. Packet flow within a Private VLAN domain
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Assign Private-VLAN Types (Primary, Isolated,

Commu

nity)

The example is shown as CLI commands and as a web interface procedure.

CLI: Assign Private-VLAN Type (Primary, Isolated,
Community)

Use the following commands to assign VLAN 100 to primary VLAN, VLAN 101 to isolated

VLAN, and VLAN 102 to community VLAN.

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

#config

(Config)#vlan 100

(Config)(Vlan) #private-vlan primary
(Config)(Vlan) #exit

(Config)#vlan 101

(Config)(Vlan) #private-vlan isolated
(Config)(Vlan) #exit

(Config)#vlan 102

(Config)(Vlan) #private-vlan community
(Config)(Vlan) #end

Web Interface: Assign Private-VLAN Type (Primary,
Isolated, Community)

1. Create VLAN 10.

a. Select Security > Traffic Control > Private VLAN > Private VLAN Type
Configuration.

A screen similar to the following displays.

[ oo | swws | R | aos | soomty | oriomg | amrreo | o | e |

Management Security  Access  Port Authentication Control ~ ACL

Traffic Control Private VLAN Type Configuration

=MAC Filter

= Port Security

= Private Group
= Protected Port

= Private Vlan

- Private Vlan Type 0 102 Unconfigured
Configuration

* Private Vlan
Association
Configuration

L] VLANID Private VLAN Type
100 Primary b

B 1 Unconfigured
¥ 100 Unconfigured
- @ 101 Unconfigured
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b. Under Private VLAN Type Configuration, select the VLAN ID 100 check box. Now
100 appears in the interface field at the top.

c. Inthe Private VLAN Type field, select Primary from the menu.
d. Click Apply to save the settings
2. Assign VLAN 101 as an isolated VLAN.
a. Select Security > Traffic Control > Private VLAN > Private VLAN Type

Configuration.

A screen similar to the following displays.

[ opon | owes | owrs | ao | Swewry | tiaing | omorwns | 1o | iex ||

Management Security  Access  Port Authentication Control  ACL

Traffic Control Private WLAN Type Configuration

= MAC Filter v

LJ
=Port Security -
= Private Group v 1
= Protected Port C,
= Private Vlan ~ I«

" =
» Private Vian Type =

VLAN ID Private VLAN Type

Isolated 5
Unconfigured
Primary
Unconfigured
Unconfigured

b. Under Private VLAN Type Configuration, select the VLAN ID 101 check box.

Now 101 appears in the interface field at the top.

c. Inthe Private VLAN Type field, select Isolated from the menu.
d. Click Apply to save the settings
3. Assign VLAN 102 to community VLAN.
a. Select Security > Traffic Control > Private VLAN > Private VLAN Type

Configuration.

A screen similar to the following displays.

e | Swewo | Rawrs | @s | sev | ooy | e | rop | |

Management Security  Access  Port Authentication Control  ACL

Traffic Control Private VLAN Type Configuration

=MAC Filter v

L
= Port Security %,
- Private Group v h
= Protected Port C\
* Private Vlan ~ et

[
= Private Vlan Type =
Configuration

VLAN ID Private VLAN Type

102

)| 1

100
101
102

Community ~
Unconfigured
Primary
Isolated
Unconfigured
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b. Under Private VLAN Type Configuration, select the VLAN ID 102 check box. Now
102 appears in the interface field at the top.

c. Inthe Private VLAN Type field, select Community from the menu.
d. Click Apply to save the settings.

Configure Private-VLAN Association

The example is shown as CLI commands and as a web interface procedure.

CLI: Configure Private-VLAN Association

Use the following commands to associate VLAN 101-102 (secondary VLAN) to VLAN 100
(primary VLAN).

(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)

#config
(Config)#vlan 100

(Config)(Vlan) #private-vlan association 101-102
(Config)(Vlan) #end

Web Interface: Configure Private-VLAN Association

1. Associate VLAN 101-102 (secondary VLAN) to VLAN 100 (primary VLAN).

a. Select Security > Traffic Control > Private VLAN > Private VLAN Association
Configuration.

A screen similar to the following displays.
[ Sren | Suwcig | Rosng | ao5 | ooy | Motomg | artoarce | iop | oir ||

Management Security  Access  Port Authentication Control ~ ACL

Private VLAN Association

SMAC Eltes | Primary VLAN Secondary VLAN(s)  lsolated VLAN Community VLAN(s)

100 ~ [101-102 |
¥ 100

=Port Security v
= Private Group
= Protected Port
= Private Vlan -~

=Private Vlan Type
Configuration

=Private Vian
Assaciation
‘Configuration

b. Under Private VLAN Association Configuration, select the VLAN ID 100.
c. Inthe Secondary VLAN(s) field, type 101-102.
d. Click Apply to save the settings.
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Configure Private-VLAN Port Mode (Promiscuous, Host)

The example is shown as CLI commands and as a web interface procedure.

CLI: Configure Private-VLAN Port Mode (Promiscuous, Host)

Use the following commands to assign port 1/0/1 to promiscuous port mode and ports
1/0/2-1/0/5 to host port mode.

(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)

#config

(Config)#interface 1/0/1

(Interface 1/0/1)#switchport mode private-vlan promiscuous
(Interface 1/0/1)#exit

(Config)#interface 1/0/2-1/0/5

(Interface 1/0/2-1/0/5)#switchport mode private-vlan host
(Interface 1/0/2-1/0/5)#end

Web Interface: Configure Private-VLAN Port Mode
(Promiscuous, Host)

1. Configure port 1/0/1 to promiscuous port mode.

a. Select Security > Traffic Control > Private VLAN > Private VLAN Port Mode
Configuration.

A screen similar to the following displays.

S | Smows | Rowrs | @5 | oo | ooy | oo | rop | |

* Private Vlan
Association
Configuration

O 104 General
O 1os General
10 General
O o General

Management Security  Access  Port Authentication Control ~ ACL
Traffic Control Private Vlan Port Mode Configuration
*MAC Fiter ¥ 12 3LAGS All Go To Interface
*Port Security - =
|| Interface Port Vian Mode
* Private Group -
101 Promiscuous ~
* Protected Port
 1/001 General
* Private Vlan -~ o 102 Canerd
= Private Vlan Type [ Pl Tk} General
Configuration

= Private Vlan Port Mode =
Configuration O s General

J
= Private Vlan Host 1/0/9 General
Interface Configuration ] 1/010 General

= Private Vlan 14011 General
Promiscuous Interface ] 14012 General
e ) 1043 | General

b. Under Private VLAN Port Mode Configuration, select the 1/0/1 interface check

box.

Now 1/0/1 appears in the Interface field at the top.

c. Inthe Port VLAN Mode field, select Promiscuous from the menu.
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d. Click Apply to save the settings.
2. Configure ports 1/0/2-1/0/5 to host port mode.

a. Select Security > Traffic Control > Private VLAN > Private VLAN Port Mode
Configuration.

A screen similar to the following displays.

[ orsen [ omom | own | a0 | swom | vowomg | ammwes | op | |

Management Security  Access  Port Authentication Control  ACL
Private Vlan Port Mode Configuration
*MAC Filter ¥ 123LAGS Al Go To Interface E3
*Port Security ~
|| Interfface Port Vian Mode
*Private Group -
Host =
*Protected Port
0 oM Promiscuous
sl ~ @ W2 General
= Private Vlan Type ¥ 1703 General
Eanfnokie @ 104 General
* Private Vlan Wl 105 General
Association .
Configuration 8 e General
= O 1o General
= Private Vlan Port Mode 2
Configuration 108 General
= Private Vlan Host "_: MU#IS Ceperal
Interface Configuration O /010 General

b. Under Private VLAN Port Mode Configuration, select the 1/0/2 to 1/0/5 interface
check box.

c. Inthe Port VLAN Mode field, select Host from the menu.
d. Click Apply to save the settings.

Configure Private-VLAN Host Ports

The example is shown as CLI commands and as a web interface procedure.

CLI: Configure Private-VLAN Host Ports

Use the following commands to associate isolated ports 1/0/2-1/0/3 to a private-VLAN
(primary=100, secondary=101). Community ports 1/0/4-1/0/5 to a private-VLAN (primary=
100, secondary=102).

(Netgear Switch) #config
(Netgear Switch) (Config)#interface 1/0/2-1/0/3

(Netgear Switch) (Interface 1/0/2-1/0/3)#switchport private-vlan host-association
100 101

(Netgear Switch) (Interface 1/0/2-1/0/3)#exit
(Netgear Switch) (Config)#interface 1/0/4-1/0/5

(Netgear Switch) (Interface 1/0/4-1/0/5)#switchport private-vlan host-association
100 102

(Netgear Switch) (Interface 1/0/4-1/0/5)#end
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Web Interface: Assign Private-VLAN Port Host Ports

1. Associate isolated ports 1/0/2-1/0/3 to a private-VLAN (primary=100, secondary=101).
Select Security > Traffic Control > Private VLAN > Private VLAN Host Interface

a.

c.
d.
e.

Configuration.

A screen similar to the following displays.

o | vy | Rewrs | @5 | oo | oy | oo | iop | e |

Management Security  Access  Port Authentication Control ~ ACL
Traffic Control Private VLAN Host Interfface Configuration
*MAC Filter ¥ 123LAGs AN Go To Interface
= Port Security A TR TR
. m- lost Primary VLAN lost Secondary VLAN o
- Private Group - L} Interface (2 to 4093) (210 4093) Operational VLAN(s)
=Protected Port 100 104
= Private Vlan ~ o won 0 0
* Private Vlan Type I__"_! i 0 9
Configuration Il 1/0/3 0 0
* Private Vlan L_i A 0 9
Association ) 1os 0 0
Configuration o 1056 0 0
* Private Vian Port Mode 8 o7 0 0
Configuration o 1o 0 0
» Private Vian Host O 1/0/9 0 0
Interface Configuration -
1 4/0iM0 n 0

Under Private VLAN Host Interface Configuration, select the 1/0/2 and 1/0/3

interface check box.

In the Host Primary VLAN field, enter 100.

In the Host Secondary VLAN field, enter 101.

Click Apply to save the settings.

Associate isolated ports 1/0/4-1/0/5 to a private-VLAN (primary=100, secondary=102).

a. Select Security > Traffic Control > Private VLAN > Private VLAN Host Interface

Configuration.

A screen similar to the following displays.

[~ open [ swows | romrs | a0 | Sy | oriomg | o | rip | e

Control  ACL

Management Security  Access  Port Authentication
Traffic Contral Private VLAN Host Interface Configuration
*MAC Filter v 12 3 LAGS Al
*Port Security v
= Host Primary VLAN
*Private Group - L lilitesiane {2 to 4093)
*Protected Port 100
*Private Vlan ~ 10 0
= Private Vlan Type b2 i
Configuration 103 100
* Private Vlan ‘L 104 0
Association ¢ 1/0/5 0
Configuration o 1006 0
= Private Vlan Port Mode a1 0
Configuration o 1o 0
= Private Vlan Host o /09 0
Interface Configuration
1010 0

Go To Interface
Hast Secondary VLAN
(2 to 4093)
102
0
101
101

S as oo

Operational VLAN(s)

100-101
100-101

b. Under Private VLAN Host Interface Configuration, select the 1/0/4 and 1/0/5

interface check box.
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c. In the Host Primary VLAN field, enter 100.
d. Inthe Host Secondary VLAN field, enter 102.
e. Click Apply to save the settings.

Map Private-VLAN Promiscuous Port

The example is shown as CLI commands and as a web interface procedure.

CLI: Map Private-VLAN Promiscuous Port

Use the following commands to map private-VLAN promiscuous port 1/0/1 to a primary VLAN
(100) and to secondary VLANs (101-102).

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/1

(Netgear Switch) (Interface 1/0/1)#switchport private-vlan mapping 100 101-102
(Netgear Switch) (Interface 1/0/1)#end

Web Interface: Map Private-VLAN Promiscuous Port

1. Map private-VLAN promiscuous port 1/0/1 to a primary VLAN (100) and to selected
secondary VLANs (101-102).

a. Select Security > Traffic Control > Private VLAN > Private VLAN Promiscuous
Interface Configuration.

A screen similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
Management Security  Access  Port Authentication Control  ACL
Traffic Control Private VLAN Promiscuous Interface Configuration
NAL:Elter ¥ 123LAGS Al Go Ta Interface
HotSeouty " Promi Pri VLAN Promis Secondary VLAN(s)
. romiscuous Primary romiscuous Secondary s c Y
- Private Group . LI Interface (2 1o 4093) Range[2-4093] Operational VLAN(s)
- Protected Port 1011 100 101-102
= Private Vlan IS 101 0
* Private Vian Type = R 0 100-101
Configuration O 1/0/3 0 100-101
* Private Vian 0 10 0 100,102
Association 14055 0 100,102
Configuration o e 0
* Private Vian Port Mode a o 0
Configuration o s 0
= Private Vlan Host O 1/0/9 0
Interface Configuration o 1Mo 0
» Private Vian o 1011 0
Promiscuous Interface =
Configuration B 1012 0

b. Under Private VLAN Promiscuous Interface Configuration, select the 1/0/1
interface check box. Now 1/0/1 appears in the Interface field at the top.

c. Inthe Promiscuous Primary VLAN field, enter 100.
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d. Inthe Promiscuous Secondary VLAN field, enter 101-102.
e. Click Apply to save the settings

VLAN Access Ports and Trunk Ports

Using switch ports can minimize potential configuration errors. Switch ports also facilitate the
configuration of a VLAN by reducing the number of commands that you must enter. To
configure a port that is connected to an end user, use a switch port in access mode. To
configure a port that is connected to another switch, use a switch port in trunk mode.

In addition, to access mode and trunk mode, you can configure switch ports in general mode,
which is the default mode and does not restrict the configuration so you can configure the
port as needed.

The switch supports the following switch port modes, each with its own VLAN membership
rules:
* Access mode. In access mode, the following rules apply to switch ports:

- Ports belong to a single VLAN, for which the VID is the configured PVID.

- Ports are intended for end-point connections, which, in general, do not operate with
LANSs and operate with tagged traffic.

- Ports accept both tagged and untagged traffic. (You cannot configurable whether the
ports accepts tagged or untagged traffic.)

- All egress traffic must be sent untagged.
- Ingress filtering is always enabled.

- Ports are intended for connecting end stations to the switch, especially when end
stations are incapable of generating VLAN tags.

e Trunk mode. In trunk mode, the following rules apply to switch ports:
- Ports can belong to as many VLANSs as needed.
- Ports accept both incoming tagged and untagged traffic.
- Allincoming untagged frames are tagged with the native VLAN as the VID.

- Egress frames are sent tagged for all VLANSs other than the native VLAN. Frames that
belong to the native VLAN are sent without a VLAN tag.

- Ingress filtering is always enabled. If incoming frames are tagged correctly (that is,
tagged with a VID of one of the VLANS to which the port belongs), they are admitted.

- Ports are intended for connections between switches, for which the traffic is generally
tagged.

- If you configure a list with allowed VLANS, a trunk port becomes a member of VLANs
that are defined in the list with allowed VLANSs.

* General mode. In general mode, the following rules apply to switch ports:

- By default, all ports are designated as general mode ports and belong to the default
VLAN.

- Ports conform to NETGEAR legacy switch behavior for switch ports.
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- You configure various VLAN parameters such as membership, tagging, and PVID by
using legacy commands.

- You can enable or disable ingress filtering.

The following figure shows a configuration with access ports and a trunk port.

PC1 1/0/1 access port

\in\iAN 1000

Switch

1/0/3 trunk port

/ that allows
LANs 1000 and 2000
PC2 1/0/2 access port

in VLAN 2000

Figure 7. Access and trunk ports

CLI: Configure a VLAN Trunk
1. Create VLAN 1000 and 2000.

(Netgear Switch) #vlan database
(Netgear Switch) (Vlan)#vlan 1000
(Netgear Switch) (Vlan)#vlan 2000
(Netgear Switch) (Vlan)#exit

2. Configure port 1/0/1 as an access port.

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/1

(Netgear Switch) (Interface 1/0/1)#switchport mode access
(Netgear Switch) (Interface 1/0/1)#switchport access vlan 1000
(Netgear Switch) (Interface 1/0/1)#exit

(Netgear Switch) (Config)#
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3. Configure port 1/0/2 as an access port.

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/2

(Netgear Switch) (Interface 1/0/2)#switchport mode access
(Netgear Switch) (Interface 1/0/2)#switchport access vlan 2000
(Netgear Switch) (Interface 1/0/2)#exit

(Netgear Switch) (Config)#

4. Configure port 1/0/3 as a trunk port.

(Netgear Switch) (Interface 1/0/3)#switchport mode trunk
(Netgear Switch) (Interface 1/0/3)#switchport trunk allowed vlan 1000,2000

5. Configure all incoming untagged packets to be tagged with the native VLAN ID.

|(Netgear Switch) (Interface 1/0/3)#switchport trunk native vlan 1000

Web Interface: Configure a VLAN Trunk
1. Create VLAN 1000
a. Select Switching > VLAN > Advanced > VLAN Configuration.
A screen similar to the following displays.

“spien | swiwg | Rowg | o5 | Seuy | ek | ariewxs | rep | e ||

AutoVolP iSCSI STP  Multicast MVR  Address Table Ports LAG MLAG MRP

=
«Basic ~ Reset Configuration
=VLAN Configuration
* Advanced e

Internal VLAN Configuration

Intenal VLAN Allocation Base 4093

Internal VLAN Allocation Policy Ascending @ Descending

WVLAN Configuration

.| VLANID VLAN Name VLAN Type Make Static
1000 Disable ~
1 default Default Disable

b. In the VLAN ID field, enter 1000.
Click Add.
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A screen similar to the following displays.

“Spren | Swivg | Romm | 0o | Seuy | ortomg | e | o | x|

[ AutoVolP  iSCSI STP  Multicast MVR  Address Table Ports LAG MLAG MRP

+Basic X Reset Configuration =
*VLAN Configuration
=Advanced v

Intemal VLAN Cenfiguration

Internal VLAN Allocation Base 4093

Internal VLAN Allocation Policy © Ascending ® Descending

VLAN Configuration

| VLANID VLAN Name VLAN Type Make Static

§ 2000 Disable ~
8 1 default Default Disable
& 1000 VLAN1000 Static Disable

d. Inthe VLAN ID field, enter 2000.
e. Click Add.
2. Configure port 1/0/1 as an access port in VLAN 1000.
a. Select Switching > VLAN > Advanced > VLAN Trunking Configuration.

A screen similar to the following displays.

[ Smen | vy | Rowrg | 0 | seury | Womorg | tarimxe | b0 | b | |
AutoVolP iSCSI STP Multicast MVR Address Table Pots LAG MLAG MRP : :
Switchport Configuration
*Basic v 12 3LAG Al Go To Interface Go
“Advanced | [interface | Switchport Mode | Native VLAN Tagging| Access VLAN ID| Native VLAN ID | Trunk Allowed VLANs
-VLAN Configuation ST »cce== - Il [Rabs O |0
W o General Disable 1 1 1-4083
& 10/ General Disable 1 1 1-4093
*VLAN Membership & 103 General Disable 1 1 1-4093
=VLAN Status @ o4 General Disable 1 1 1-4093
=Port PVID Cenfiguration & vos General Disable 1 1 1-4093
+MAC Based VLAN & 1oe General Disable 1 1 1-4093
B vo7 General Disable 1 1 1-4093
'éﬁﬁ%&?@ﬁa\{;gﬁ” @ W8  General Disable 1 1 1-4093
= voe General Disable 1 1 1-4093
'g:‘;‘f;ﬂfnﬁsb:im*” @ 010 General Disable 1 1 1-4093
= won General Disable 1 1 1-4093
P Silnet Daad VAN O 012 General Disable 1 1 1-4093
=Port DVLAN & 13 General Disable 1 1 1-4093
Configuration @ won4 General Disable 1 1 1-4093
-gg\:ég:flﬁ\gn @ 1015  General Disable 1 1 1-4093
& wore General Disable 1 1 1-4093
-gi«nﬂﬁl;usr;::nh @ 1017  General Disable 1 1 1-4093
& 18 General Disable 1 1 1-4083
'S:Eﬁ!;u'?:triion @ 1/019  General Disable 1 1 14093
& w020 General Disable 1 1 1-4083

b. Select the check box that corresponds to interface 1/0/1.
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The Interface field in the table heading displays 1/0/1.

c. Inthe Switchport Mode field, select Access.
d. Inthe Access VLAN ID field, select 1000.
e. Click Apply.
3. Configure port 1/0/2 as an access port in VLAN 2000.
a. Select Switching > VLAN > Advanced > VLAN Trunking Configuration.

A screen similar to the following displays.

“Sysen | sviwn | otns | 005 | oty | Mowomg | Mo | op | i | |

AutoVolP iSCSI STP  Multicast MVR  Address Table Ports LAG MLAG MRP
* Basic ¥ 12 3 LAG All Go To Interface (€]
FedEnoa * 1 Interface Switchport Mode | Native VLAN Tagging | Access VLAN ID || Native VLAN (D | Trunk Allowed VLANS
*VEAN Bonéigeestion 102 Access ~ || [Disable 2000 1~ 1-4093
*VLAN Trunking @ 1o Access Disable 1000 1 1-4093
Configuration
7 i . W 102 General Disable 1 1 1-4093
*VLAN Membership 0 103  General Disable 1 1 1-4093
=VLAN Status [T General Disable 1 1 1-4093
-Port PVID Configuration M1 General Disable 1 1 1-4093
i 2
-MAC Based VLAN 11016 General Disable 1 1 1-4093
W7 General Disable 1 1 1-4093
= Protocol Based VLAN i
Gioup Configuration @ s General Disable 1 1 1-4093
/9 General Disable 1 1 1-4093
= Protocol Based VLAN ny : y
Gioup Membership 11010 General Disable 1 1 1-4093
1711 General Disable 1 1 1-4093
+IF Stbinet Bazed VIAN 10112 General Disable 1 1 1-4093
. EOI‘[FDVLAN B w3 General Disable 1 1 1-4093
enfiguration 7 014 General Disable 1 1 1-4093
-gow§VL?N @ 1015  General Disable 1 1 1-4093
oniguration O 1016  General Disable 1 1 1-4093
*GARP Switch O 1017 General Disable 1 1 1-4093
Configuration 3
] 1018 General Disable 1 1 1-4093
*GARP Port @ 10119 General Disable 1 1 1-4093
Configuration
& 1/0/20 General Disable 1 1 1-4093
110421 General Disable 1 1 1-4093

b. Select the check box that corresponds to interface 1/0/2.
The Interface field in the table heading displays 1/0/2.
c. Inthe Switchport Mode field, select Access.
d. In the Access VLAN ID field, select 2000.
e. Click Apply.
4. Configure port 1/0/3 as a trunk port that allows VLANs 1000 and 2000.
a. Select Switching > VLAN > Advanced > VLAN Trunking Configuration.

A screen similar to the following displays.
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| “syen | Swen | oug | @5 | e | vaniamg | Manioraee | top | i | |

Auto-VolP  iSCSI  STP  Multicast MVR  Address Table Ports LAG MLAG MRP
Switchport Configuration
+Basic ¥ 123LAGAI Go To Interface | Go |
“Advanced * [/ interface | Switchport Mode | Native VLAN Tagging | Access VLAN ID | Native VLAN ID | Trunk Allowed VLANS

“YLAN Gonfiguraiion 9o Il tuk - [Disable 1 v 2000 ~ 1000,2000

3 101 Access Disable 1000 1 1-4093

] 102 Access Disable 2000 1 1-4093

*VLAN Membership 4 1003  General Disable 1 1 1-4003

=VLAN Status @ 104 General Disable 1 1 1-4093

«Port PVID Configuration O 1/0/5 General Disable 1 1 1-4093

+MAC Based VLAN -] 106 General Disable 1 1 1-4093

O o7 General Disable 1 1 1-4093

‘gggg;%ﬁgﬁ” o 108 General Disable 1 1 1-4093

o 109 General Disable 1 1 1-4093

'gﬂgﬁﬂfﬁﬂﬁm | 1010 General Disable 1 1 1-4093

2ot General Disable 1 1 1-4093

*IP Subnet Based VLAN @ 1012  General Disable 1 1 1-4093

+Port DVLAN © 1013  General Disable 1 1 1-4093

Configuration O 1014 General Disable 1 1 1-4093

-ggi:r? st @ wons General Disable 1 1 1-4093

ulration & 1/0M16 General Disable 1 1 1-4093

'Sﬁﬁﬁ;ﬁ? ] 10117  General Disable 1 1 1-4093

| 1/0/18 General Disable 1 1 1-4093

'ggﬁzu’::t?m T 1019 General Disable 1 1 1-4093

O 1/0/20 General Disable 1 1 1-4093

T 1021 General Disable 1 1 1-4093

b. Select the check box that corresponds to interface 1/0/3.
The Interface field in the table heading displays 1/0/3.

c. Inthe Switchport Mode field, select Trunk.
d. In the Native VLAN ID field, select 2000.

Note: In this step, you configure incoming untagged packets to be tagged
with VLAN ID 2000. If you want the switch to drop untagged packets,
ignore this step.

e. Inthe Trunk Allowed VLANSs field, enter 1000,2000.
f. Click Apply.

VLANSs
66



LAGS

Link Aggregation Groups

This chapter includes the following sections:

e Link Aggregation Concepts
e Add Ports to LAGs
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Link Aggregation Concepts

Link aggregation allows the switch to treat multiple physical links between two endpoints as a
single logical link. All the physical links in a given LAG must operate in full-duplex mode at the
same speed. LAGs can be used to directly connect two switches when the traffic between
them requires high bandwidth and reliability, or to provide a higher-bandwidth connection to a
public network. Management functions treat a LAG as if it is a single physical port. You can
include a LAG in a VLAN. You can configure more than one LAG for a given switch.

Port 1/0/3
LAG_10
Subnet 3

Port 1/0/2
LAG_10

Server

Layer 3 Switch [Z=Rz8z8z82828270

Port 1/0/8 Port 1/0/9
LAG 20 LAG_20
Layer 2 Switch [ masaasas ™
| Subnet 2 Subnet 3

Figure 8. Example network with two LAGs

LAGs offer the following benefits:

Increased reliability and availability. If one of the physical links in the LAG goes down,
traffic is dynamically and transparently reassigned to one of the other physical links.

Better use of physical resources. Traffic can be load-balanced across the physical links.

Increased bandwidth. The aggregated physical links deliver higher bandwidth than each
individual link.

Incremental increase in bandwidth. A physical upgrade could produce a tenfold increase
in bandwidth; LAG produces a twofold or fivefold increase, which is useful if only a small
increase is needed.

LAGs
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Add Ports to LAGs

The example is shown as CLI commands and as a web interface procedure.

CLI: Add Ports to the LAGs

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 0/2
(Netgear Switch) (Interface 0/2)#addport 1/1
(Netgear Switch) (Interface 0/2)#exit
(Netgear Switch) (Config)#interface 0/3
(Netgear Switch) (Interface 0/3)#addport 1/1
(Netgear Switch) (Interface 0/3)#exit
(Netgear Switch) (Config)#interface 0/8
(Netgear Switch) (Interface 0/8)#addport 1/2
(Netgear Switch) (Interface 0/8)#exit
(Netgear Switch) (Config)#interface 0/9
(Netgear Switch) (Interface 0/9)#addport 1/2
(Netgear Switch) (Interface 0/9)#exit
(Netgear Switch) (Config)#exit

Web Interface: Add Ports to LAGs

1. Add ports to lag_10.
a. Select Switching > LAG > LAG Membership.

A screen similar to the following displays.

System Switching Routing QoS Security Meonitoring Maintenance Help Index
VLAN  Auto-VolP  iSCSI  STP  Multicast MVR  Address Table Ports MLAG
- LAG Configuration LAG D T
=LAG Membership LAG Name i
LAG Description

Admin Mode
Link Trap
STP Mode
Static Mode
Hash Mode

Enable ~
Disable ~
Enable ~
Disable ~
Src/Dest MAC, VLAN, EType, incoming port v

B it 1

Ports 1 3 5 7 9: 41 13 15 I 1 21 23
O
1
2 4 B 8 10 12 14 16 18 20 22 24

b. Inthe LAG ID list, select LAG 1.
c. Click Unit 1. The ports display.
d. Click the gray boxes under port 2 and 3.
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Two check marks display in the box.
e. Click the Apply button to save the settings.
2. Add ports to lag_20.
a. Select Switching > LAG > LAG Membership.

A screen similar to the following displays.
e e

VLAN  Auto-VolP iSCSI  STP  Multicast MVR  Address Table Ports
LAG Momborsi
=LAG Configuration LAGID
Lag2 v
LAG Description
Admin Mode Erabia: %
Link Trap Diaable +
STP Mode Erisbla) &
Static Mode Brakhia &
Hash Mode Src/Dest MAC. VLAN, EType. incoming port
-UmH ~
Ports 1 3 h ¥ & "1 13 15 I 19 2F 2
2 O O
LU LU L L L]
2 4 6 8 10 12 14 16 18 20 22 24

Under LAG Membership, in the LAG ID list, select LAG 2.
Click Unit 1. The ports display.

d. Click the gray boxes under ports 8 and 9.
Two check marks display in the boxes.

e. Click Apply to save the settings.
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Port routing, default routes, and static
routes

This chapter includes the following sections:

e Port Routing Concepts

e Port Routing Configuration

e Enable Routing for the Switch

e Enable Routing for Ports on the Switch
e Add a Default Route

e Add a Static Route
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Port Routing Concepts

The first networks were small enough for the end stations to communicate directly. As
networks grew, Layer 2 bridging was used to segregate traffic, a technology that worked well
for unicast traffic, but had problems coping with large quantities of multicast packets. The
next major development was routing, where packets were examined and redirected at
Layer 3. End stations needed to know how to reach their nearest router, and the routers had
to interpret the network topology so that they could forward traffic. Although bridges tended to
be faster than routers, using routers allowed the network to be partitioned into logical
subnetworks, which restricted multicast traffic and also facilitated the development of security
mechanisms.

An end station specifies the destination station’s Layer 3 address in the packet’s IP header,
but sends the packet to the MAC address of a router. When the Layer 3 router receives the
packet, it will minimally:

e Look up the Layer 3 address in its address table to determine the outbound port.
e Update the Layer 3 header.
¢ Re-create the Layer 2 header.

The router’s IP address is often statically configured in the end station, although the switch
supports protocols such as DHCP that allow the address to be assigned dynamically.
Likewise, you can assign some of the entries in the routing tables used by the router
statically, but protocols such as RIP and OSPF allow the tables to be created and updated
dynamically as the network configuration changes.

Port Routing Configuration

The switch always supports Layer 2 bridging, but Layer 3 routing must be explicitly enabled,
first for the switch as a whole, and then for each port that is to be part of the routed network.

The configuration commands used in the example in this section enable IP routing on ports
1/0/2,1/0/3, and 1/0/5. The router ID will be set to the switch’'s management IP address, or to
that of any active router interface if the management address is not configured.

After the routing configuration commands have been issued, the following functions will be
active:

« |P forwarding, responsible for forwarding received IP packets.

e ARP mapping, responsible for maintaining the ARP Table used to correlate IP and MAC
addresses. The table contains both static entries and entries dynamically updated based
on information in received ARP frames.

* Routing Table Object, responsible for maintaining the common routing table used by all
registered routing protocols.

You can then activate RIP or OSPF, used by routers to exchange route information, on top of
IP Routing. RIP is more often used in smaller networks, while OSPF was designed for larger
and more complex topologies.
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The following figure shows a Layer 3 switch configured for port routing. It connects three
different subnets, each connected to a different port.

Layer 3 switch
acting as a router

T W e,
== gu¥ufulfnfal= '

Port 1/0/2 Port 1/0/5
192.150.2.2 192.64.4.1
- =
Port 1/0/3
192.130.3.1
" L b il ﬂw Fj"‘_‘:‘.‘.-u.l.hw ;\) e e e bbb -
= m:ﬂh:ﬂ;—) e P PP L Y PP = =
Subnet 2 Subnet 3 Subnet 5

Figure 9. Layer 3 switch configured for port routing

Enable Routing for the Switch

The example is shown as CLI commands and as a web interface procedure.

CLI: Enable Routing for the Switch

The following script shows the commands that you use to configure the switch to provide the
port routing support shown in Figure 9, Layer 3 switch configured for port routing on page 73.

Use the following command to enable routing for the switch. Execution of the command
enables IP forwarding by default.

(Netgear Switch) #config
(Netgear Switch) (Config)#ip routing
(Netgear Switch) (Config)#exit

Port Routing
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Web Interface: Enable Routing for the Switch

1. Select Routing > IP > Basic > IP Configuration.
A screen similar to the following displays.

Routing Table IPvé  VLAN ARP RIP 0OSPF OSPFv3 Router Discovery VRRP  Multicast  IPvG Multicast

“ IP Configuration

*Basic -~ Default Time to Live 64

Routing Mode () Enable @ Disable

* Statistics ICMP Echo Replies @ Enable () Disable

= Advanced v ICMP Redirects & Enable @ Disable
ICMP Rate Limit Interval 1000 (0 to 2147483647 ms)
ICMP Rate Limit Burst Size 100 (1 to 200)
Maximum Next Hops 16
Maximum Routes 12288
Select to configure Global Default Gateway @
Global Default Gateway

2. For Routing Mode, select the Enable radio button.
3. Click Apply to save the settings.

Enable Routing for Ports on the Switch

Use the following commands or the web interface to enable routing for ports on the switch.
The default link-level encapsulation format is Ethernet. Configure the IP addresses and
subnet masks for the ports. Network-directed broadcast frames will be dropped. The
maximum transmission unit (MTU) size is 1500 bytes.

Port Routing
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CLI: Enable Routing for Ports on the Switch

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/2

(Netgear Switch) (Interface 1/0/2)#routing

(Netgear Switch) (Interface 1/0/2)#ip address 192.150.2.1 255.255.255.0
(Netgear Switch) (Interface 1/0/2)#exit

(Netgear Switch) (Config)#interface 1/0/3

(Netgear Switch) (Interface 1/0/3)#routing

(Netgear Switch) (Interface 1/0/3)#ip address 192.150.3.1 255.255.255.0
(Netgear Switch) (Interface 1/0/3)#exit

(Netgear Switch) (Config)#interface 1/0/5

(Netgear Switch) (Interface 1/0/5)#routing

(Netgear Switch) (Interface 1/0/5)#ip address 192.150.5.1 255.255.255.0
(Netgear Switch) (Interface 1/0/5)#exit

(Netgear Switch) (Config)#exit

Web Interface: Enable Routing for Ports on the Switch
1. Assign IP address 192.150.2.1/24 to interface 1/0/2.
a. Select Routing > IP > Advanced > IP Interface Configuration.

A screen similar to the following displays.

[ oren [ omomn | owrg | ws | oy | woma | o | o | o |

Routing Table IPv6 VLAN ARP RIP DSPF DSPFvd Router Discovery VRRP  Multicast  IPvE Multicast
“ IP Interface Configuration
*Basic ¥ 123VLANS Al
e i IP Add; Conf Subi Routi Admini i
e 1 ress Configuration ubnet louting ministrative
+IP Configuration |_J Pot  Description VLAN ID Method IP Address bk Mode Mo

* Statistics 1052 Manual ~ 19215024 2565,265.265.0 Enable ~ | Enabls ~

lg lnterfa%g O 10 None 0.0.0.0 0.0.0.0 Disable Enable
ol i @ 1102 None 0.0.0.0 0.0.0.0 Disable Enable

* Secondary IP @ o3 Mone 0000 0.00.0 Disable Enable

o Naone 0.0.0.0 0000 Disable Enable
O os None 0000 0000 Disable Enable

b. Scroll down and select the interface 1/0/2 check box.
Now 1/0/2 appears in the Interface field at the top.

c. Under the IP Interface Configuration, enter the following information:
* Inthe IP Address field, enter 192.150.2.1.
* Inthe Subnet Mask field, enter 255.255.255.0.
* Inthe Routing Mode field, select Enable.

Port Routing
75



Managed Switches

d. Click Apply to save the settings.
2. Assign IP address 192.150.3.1/24 to interface 1/0/3.
a. Select Routing > IP> Advanced > IP Interface Configuration.

A screen similar to the following displays.

o | ooy | oy | 00 | ey | ey | b | hop | mer | |

Routing Table IP¥6  VLAN ARP RIP OSPF DSPFv3 Router Discovery VRRP  Multicast  IPv6 Multicast

“ IP Interface Configuration

+Basic ¥ 123 VLANS Al
= Advanced ~ P e Sibriet Row Adimini
] y Addre__ss iguration et louting Administrative
- IP Configuration A Er | Donot phia VLAND | pethod i fiiess Mask Mode Mode
" Statistics - ~ v
= Fg Enteﬁat%_e O won None 0.0.0.0 0.0.0.0 Disable Enable
oGt O 102 Manual 192.150.2.1 265.255.265.0  Enable Enable
* Secondary IP S Pl ] Marnual 19215031 255 255 255.0 Enable Enable
O /o None 0.0.0.0 0.0.0.0 Disable Enable
L os MNone 0.0.0.0 0.0.0.0 Disable Enable

b. Scroll down and select the interface 1/0/3 check box.
Now 1/0/3 appears in the Interface field at the top.
c. Enter the following information:
e Inthe IP Address field, enter 192.150.3.1.
e Inthe Subnet Mask field, enter 255.255.255.0.
* Inthe Routing Mode field, select Enable.
d. Click Apply to save the settings.
3. Assign IP address 192.150.5.1/24 to interface 1/0/5.
a. Select Routing > IP > Advanced > IP Interface Configuration.

A screen similar to the following displays.

(oo | swiws | o | s | ooy | oty | Moo | top | b |
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Routing Table IPv6  VLAN ARP RIP OSPF DSPF/3  Router Discovery VRRP  Multicast  |Pv6 Multicast
“ IP Interface Configuration
*Basic ¥ 123 VLANS Al
. . 1P Address Confi Subns Routi Admini i
< T 1 ess Configuration subnet ting ministrative
*IP Configuration Lh ot Uasciptior VLANID Method 1P Address Mask Mode Made
- Statistics 1/0/5 Manual ~ 192.150.5.1 255.265.255.0 Enable ~ || Enable ~
= Fg fl%terfﬂli_e O 10 None 0.0.0.0 0.0.0.0 Disable Enable
S s O 1052 Manual 192.150.2.1 2552652560 Enable Ensble
S anutiauylk o 103 Manual 192.150.3.1 2652662560  Enable Enable
/04 None 0.0.0.0 0.0.0.0 Disable Enable
¥ 105 None 0.0.0.0 0.0.0.0 Disable Enable
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b. Scroll down and select the interface 1/0/5 check box.
Now 1/0/5 appears in the Interface field at the top.
c. Enter the following information:
* Inthe IP Address field, enter 192.150.5.1.
e Inthe Subnet Mask field, enter 255.255.255.0.
* Inthe Routing Mode field, select Enable.
d. Click Apply to save the settings.

Add a Default Route

When IP routing takes place on a switch, a routing table is needed for the switch to forward
the packet based on the destination IP address. The route entry in the routing table can
either be created dynamically through routing protocols like RIP and OSPF, or be manually
created by the network administrator. The route created manually is called the static or
default route.

A default route is used for forwarding the packet when the switch cannot find a match in the
routing table for an IP packet. The following example shows how to create a default route.

CLI: Add a Default Route

(FSM7338S) (Config) #ip route default?
<nexthopip> Enter the IP Address of the next router.
(FSM7328S) (Config)#ip route default 10.10.10.2

Note: IP subnet 10.10.10.0 should be configured using either port routing
(Enable Routing for Ports on the Switch on page 74) or VLAN routing
(see Set Up VLAN Routing for the VLANSs and the Switch on
page 86).
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Web Interface: Add a Default Route

1. Select Routing > Routing Table > Basic > Route Configuration.

A screen similar to the following displays.

[oren | swoms | omm | o | Seomy | Mowomg | Moo | o | we | |

P IPv6 VLAN ARP RIP OSPF 0SPFv3 RouterDiscovery VRRP Multicast |Pvé Multicast

Routing Table Configure Routes

*Basic

] Route Type Network Address Subnst Mask Next Hop P Address  Preference Description
= Advanced

= Route Configuration

*Route Preferences

Default b} 10.10.10.2

Learned Routes

Metwork Address  Subnet Mask Protocol Route Type Next Hop Interface Next Hop IP Address  Preference  Metric

2. Inthe Route Type list, select DefaultRoute.
3. Inthe Next Hop IP Address field, enter one of the routing interface’s IP addresses.

e The Network Address and Subnet Mask fields will not accept input as they are not
needed.

* The Preference field is optional. A value of 1 (highest) will be assigned by default if
not specified.

4. Click the Add button on the bottom of the screen.

This creates the default route entry in the routing table.

Add a Static Route

When the switch performs IP routing, it forwards the packet to the default route for a
destination that is not in the same subnet as the source address. However, you can set a
path (static route) that is different than the default route if you prefer. The following procedure
shows how to add a static route to the switch routing table.
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CLI: Add a Static Route

The following commands assume that the switch already has a defined a routing interface
with a network address of 10.10.10.0, and is configured so that all packets destined for
network 10.10.100.0 take the path of routing port.

(FSM7328S) #show ip route

Total Number of Routes. ... .. ... ..o iaaoaaa. 1

Network Subnet Next Hop Next Hop
Address Mask Protocol Intf IP Address
10.10.10.0 255.255.255.0 Local  1/0/3  10.10.10.1

To delete the static route, simply add the no keyword in the front of the ip route command.

Web Interface: Add a Static Route

1. Select Routing > Routing Table > Basic > Route Configuration.

A screen similar to the following displays.

o | oy | s | G | ooy | ot | e | op | wo ||

IP. IPv6 VLAN ARP RIP 0OSPF OSPFv3 Router Discovery VRRP  Multicast [PvE Multicast

Routing Table Configure Routes

-Basic

LI Raute Type Metwork Address Subnet Mask Next Hop IP Address  Preference Description

* Advanced A
Static v 1010200 255.255.255.0 192.168.1.1

“Route Preferences

Learned Routes

Network Address Subnet Mask Protocol Route Type Next Hoplnterface: Next Hop IP Address Preference Metric

2. In the Route Type list, select Static.
3. Fillin the Network Address field.

Note that this field should have a network IP address, not a host IP address. Do not enter

something like 10,100.100.1. The last number should always be 0 (zero).

4. Inthe Subnet Mask field, enter a value that matches the subnet range that you want to use.

5. The Preference field is optional. A value of 1 is entered by default if you do not enter a
number.

6. Click the Add button on the bottom of the screen. The screen is updated with the static
route shown in the routing table.

7. To remove a route entry, either static or default, select the check box to the left of the entry,

and click the Delete button on the bottom of the screen.
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VLAN routing for a VLAN and for the
switch

This chapter includes the following sections:

¢ VLAN Routing Concepts
e Create Two VLANS
e Set Up VLAN Routing for the VLANs and the Switch

80



Managed Switches

VLAN Routing Concepts

You can configure the switch with some ports supporting VLANSs and some supporting
routing. You can also configure it to allow traffic on a VLAN to be treated as if the VLAN were
a router port.

When a port is enabled for bridging (the default) rather than routing, all normal bridge
processing is performed for an inbound packet, which is then associated with a VLAN. Its
MAC destination address (DA) and VLAN ID are used to search the MAC address table. If
routing is enabled for the VLAN and the MAC DA of an inbound unicast packet is that of the
internal bridge-router interface, the packet is routed. An inbound multicast packet is
forwarded to all ports in the VLAN, and also to the internal bridge-router interface if it was
received on a routed VLAN.

Since a port can be configured to belong to more than one VLAN, VLAN routing might be
enabled for all of the VLANSs on the port, or for a subset. VLAN routing can be used to allow
more than one physical port to reside on the same subnet. It could also be used when a
VLAN spans multiple physical networks, or when more segmentation or security is required.

The next section shows you how to configure the switch to support VLAN routing and how to
use RIP and OSPF. A port can be either a VLAN port or a router port, but not both. However,
a VLAN port can be part of a VLAN that is itself a router port.

Create Two VLANSs

This section provides an example of how to configure the switch to support VLAN routing.
The configuration of the VLAN router port is similar to that of a physical port. The main
difference is that, after the VLAN has been created, you must use the show ip vlan
command to determine the VLAN's interface ID so that you can use it in the router
configuration commands.

The diagram in this section shows a Layer 3 switch configured for port routing. It connects
two VLANS, with two ports participating in one VLAN, and one port in the other. The script
shows the commands that you use to configure the switch to provide the VLAN routing
support shown in the diagram.

VLAN Routing
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Port 1/0/2 VLAN
Router port 1/3/1
192.150.3.1

Port 1/0/3 VLAN
Router port 1/3/2
192.150.4.1

Port 1/0/1

------

VLAN 10 VLAN 20

Figure 10. Layer 3 switch configured for port routing

CLI: Create Two VLANSs

The following code sequence shows an example of creating two VLANSs with egress frame
tagging enabled.

(Netgear Switch) #vlan data

(Netgear Switch) (Vlan)#vlan 10

(Netgear Switch) (Vlan)#vlan 20

(Netgear Switch) (Vlan)#exit

(Netgear Switch) #conf

(Netgear Switch) (Config)#interface range 1/0/1-1/0/2

(Netgear Switch) (conf-if-range-1/0/1-1/0/2)#vlan participation include 10
(Netgear Switch) (conf-if-range-1/0/1-1/0/2)#vlan pvid 10
(Netgear Switch) (conf-if-range-1/0/1-1/0/2)#exit

(Netgear Switch) (Config)#interface 1/0/3

(Netgear Switch) (Interface 1/0/3)#vlan participation include 20
(Netgear Switch) (Interface 1/0/3)#vlan pvid 20

(Netgear Switch) (Interface 1/0/3)#exit

(Netgear Switch) (Config)#exit
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Web Interface: Create Two VLANs
1. Create VLAN 10 and VLANZ20.
a. Select Switching > VLAN > Advanced > VLAN Configuration.

A screen similar to the following displays.

[~ orsen | omom | rown | a0 | Swwy | vowomg | e | rop | e |

AutoMolP  iSCSl  STP  Multicast MVR  Address Table Ports LAG  MLAG

*Basic ~ Reset Configuration 7]
=VLAN Configuration
* Advanced i

Internal VLAN Configuration

Internal VLAN Allocation Base 4093
Internal VLAM Allocation Policy ) Ascending ® Descending

VLAM Configuration

| VLANID VLANName VLANType Make Static
10 VLAN10 Disable ~
Bl default Default Disable

In the VLAN ID field, enter 10.

In the VLAN Name field, enter VLAN10.

In the VLAN Type list, select Static.

Click Add.

Select Switching > VLAN > Advanced > VLAN Configuration.

-~ Do o o0 T

A screen similar to the following displays.

[“oren [ ooy | ouen | 0 | Sy | owowy | orormee |ty | o |

Auto-VolP ISCSI  STP  Multicast MVR  Address Table Ports  LAG  MLAG

= Basic ~  Reset Configuration @
=VLAN Configuration
= Advanced 2

Internal VLAM Configuration

Intemnal VLAN Allocation Base 4093
Internal VLAN Allocation Policy (@ Ascending ® Descending

VLAN Configuration

|| VLANID VLANName VLANType Make Static

20 VLAN20 Disable ~
=1 default Default Disable
@ 10 VLAN10 Static Disable

g. Inthe VLAN ID field, enter 20.

h. In the VLAN Name field, enter VLANZ20.
i. Inthe VLAN Type list, select Static.

j.  Click Add.

VLAN Routing
83



Managed Switches

2. Add ports to the VLAN10 and VLANZ20.
a. Select Switching > VLAN > Advanced > VLAN Membership.
A screen similar to the following displays.

oun | owoms | G | oo | seemy | voniama | vianwns | rup | |

Auto-VolP  iSCS| STP  Multicast MVR  Address Table Pots  LAG  MLAG

*Basic ¥ | VLANID 10 ~
* Advanced & Group Operation Untag Al ~
=VLAN Configuration VLAN Name

VLAND

=VLAN Membership VLAN Type Static

*VLAN Status

-UmH
*Port PVID
Configuration Pots 1 '3 § ¥ 9 11 13 15 17 19 2% 23
*MAC Based VLAN E“i“i"i“i“i"i"i“i"i"il
*Protacol Based VLAN Ii"i“i"i"i“i"i"i“i"i“il
Group Configuration 2 4 6 8 10 12 14 16 18 20 22 24

b. Inthe VLAN ID field, select 10.

Click the Unit 1. The ports display.
d. Click the gray boxes under ports 1 and 2 until T displays.

The T specifies that the egress packet is tagged for the port.
e. Click Apply.
f. Select Switching > VLAN > Advanced > VLAN Membership.

A screen similar to the following displays.

Sysm | Swichng | g | Q5 | ooy | Womomg | Wamoroo | iy | _miox |

Aulo-VolP  iSCSI STP  Multicast MVR Address Table Ports LAG MLAG

- Basic ¥ VLAN 1D

205
= Advanced b Group Operation Untag Al ~

=VLAN Configuration WVLAN Name WLANZD

= VLAN Membership VLAN Type Static

=VLAN Status

- Unit 1
*Port PVID
Configuration Parts 1 5 89 11 13 15 17 19 21 23

*MAC Based VLAN

1
1
= Protocol Based VLAN l;"?l

Group Configuration

g. Inthe VLAN ID list, select 20.
h. Click Unit 1. The ports display.
i. Click the gray box under port 3 until T displays.

The T specifies that the egress packet is tagged for the port.
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Click Apply.

3. Assign PVID to VLAN10 and VLANZ20.
a. Select Switching > VLAN > Advanced > Port PVID Configuration.

™ a o o

f.

g.

A screen similar to the following displays.
' I T T

AuloVolP  BCE STP Multicast WMVR  AddresaTable  Pots  LAG  MLAG

VLAN PVID Conbgurstion
3 L Go To Inertoce =3
| intertace VIO VLAN Membar VLAN Tag Accaptabla Frame Types Condgured Ingress Fitering  Current Ingress Filtering ;“l';':]"‘“"'
o) 1011 1 1,10 10 Admit AR Digabls Dixable 0
107 1 1,10 10 Admat AN Digable
101 120 brii] Achmat Al Dixable Dixable ]
1104 1 1 Rone Admit All Disable Disabie [}

Scroll down and select 1/0/1 and 1/0/2 check boxes.

In the PVID (1 to 4093) field, enter 10.

Click Apply to save the settings.

Select Switching > VLAN > Advanced > Port PVID Configuration.
A screen similar to the following displays.
mm_

AdoVolP 1SCH 5TP Moticast  MVR  Addroas Tuble  Foy  LAG

VLIAN FVID Configuration
*Bas 123 LAGS Al Go To interface E3|
* Adkva
| intwtace | PVID . VLA Mambac VLAN Tag Accopiable Frame Typas  Conbgiund ingress Fittaring Current Ingeeds Fitaang ;ﬂ";':""ﬂ"'
wa | 120 20 Admit AE ¥ Dicatin
wh 110 10 Admit All Drsable Drsable
w2 10 Adrmt Al Dsable Drsabie
¥ 10 120 20 Admat All Disable Disabe 0
Al 0 Honn i Dhsable D

Scroll down and select the 1/0/3 check box.
In the PVID (1 to 4093) field, enter 20.

h. Click Apply to save the settings.
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Set Up VLAN Routing for the VLANs and the Switch

The example is shown as CLI commands and as a web interface procedure.

CLI: Set Up VLAN Routing for the VLANs and the Switch

1. The following code sequence shows how to enable routing for the VLANS:

(Netgear Switch) #vlan data
(Netgear Switch) (Vlan)#vlan routing 10
(Netgear Switch) (Vlan)#vlan routing 20
(Netgear Switch) (Vlan)#exit

This returns the logical interface IDs that will be used instead of the slot/port in
subsequent routing commands. Assume that VLAN 10 is assigned the ID 3/1, and VLAN
20 is assigned the 1D 3/2.

2. Enable routing for the switch.

(Netgear Switch) #config
(Netgear Switch) (Config)#ip routing
(Netgear Switch) (Config)#exit

3. The next sequence shows an example of configuring the IP addresses and subnet masks
for the virtual router ports.

(Netgear Switch) (Config)#interface vlan 10

(Netgear Switch) (Interface-vlan 10)#ip address 192.150.3.1 255.255.255.0
(Netgear Switch) (Interface-vlan 10)#exit

(Netgear Switch) (Config)#interface vlan 20

(Netgear Switch) (Interface-vlan 20)#ip address 192.150.4.1 255.255.255.0
(Netgear Switch) (Interface-vlan 20)#exit

(Netgear Switch) (Config)#exit
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Web Interface: Set Up VLAN Routing for the VLANs and the
Switch
1. Select Routing > VLAN> VLAN Routing.

A screen similar to the following displays.
I T I I e e e |

Routing Table P IPvé ARP RP OSPF OSPF3 RouterDiscovery VRRP Multicast [Pv6 Multicast
VLAN Routing Configuration
VLA Roniing Wiz [ VLANID Pot MACAddress IP Address Subret Mask
- VLAN Routing
10 19215031 255.255.255.0

2. Enter the following information:

* Inthe VLAN ID (1 to 4093) list, select 10.

e Inthe IP Address field, enter 192.150.3.1.

* Inthe Subnet Mask field, enter 255.255.255.0.
3. Click Add to save the settings.
4. Select Routing > VLAN > VLAN Routing.

A screen similar to the following displays.

[~ Sren | swowg | o | 0 | Sewy | Woriomn | Wrower | ow | |

Routing Table IP IPv6 ARP RIP OSPF OSPFv3 RouterDiscovery VRRP  Multicast  IPv6 Multicast
VLAN Routing Configuration
AR e | VLANID Port MACAddiess | IP Address Subnet Mask
= VLAN Routing
20 v 192.150.4.1 255.255.255.0
o 10 0/4/1 20:0C:C8:4D:95:99 192.150.3.1 255.255 265 0

5. Enter the following information:
e Select 10 in the VLAN ID (1 to 4093) field.
e Inthe IP Address field, enter 192.150.4.1.
* In the Subnet Mask field, enter 255.255.255.0.

6. Click Add to save the settings.
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RIP

Routing Information Protocol

This chapter includes the following sections:

¢ Routing Information Protocol Concepts

e Enable Routing for the Switch

e Enable Routing for Ports

* Enable RIP on the Switch

* Enable RIP for Ports 1/0/2 and 1/0/3

» Configure VLAN Routing with RIP Support
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Routing Information Protocol Concepts

Routing Information Protocol (RIP) is a protocol that routers can use to exchange network
topology information. It is characterized as an interior gateway protocol, and is typically used
in small to medium-sized networks. A router running RIP sends the contents of its routing
table to each of its adjacent routers every 30 seconds. When a route is removed from the
routing table, it is flagged as unusable by the receiving routers after 180 seconds, and
removed from their tables after an additional 120 seconds.

There are two versions of RIP (the switch supports both):

e RIPv1 defined in RFC 1058.
- Routes are specified by IP destination network and hop count.
- The routing table is broadcast to all stations on the attached network.
* RIPv2 defined in RFC 1723.
- Route specification also includes subnet mask and gateway.
- The routing table is sent to a multicast address, reducing network traffic.
- Authentication is used for security.

You can configure a given port to do the following:

* Receive packets in either or both formats.

» Send packets formatted for RIPv1 or RIPv2, or send RIPv2 packets to the RIPv1
broadcast address.

e Prevent any RIP packets from being received.
* Prevent any RIP packets from being sent.

Layer 3 switch
acting as a router

|"'_1lll v= !lt-p-"i

Bl Ly Iy l-_..-
Port 1/0/2 Port 1/0/5
192.150.2.2 192.64.4.1
' o o
Port 1/0/3
192.130.3.1
v‘.{.h'w I .:-h"-. g --h“"‘.
'H"\ \ "‘xh_‘ e
b1 \
.1 ) E
T s bl = ¢ T i i e e CI | e s ke :] 4
Eeerml sssnsssnansda il A = P PR - = = = 'I Eer—sdasadassanssdtt
| ! |
i "4 b ;-:-'yf -'j:":'{l
-’-H\@ "'?:_-... .:?-.E‘-'EFEHT_E_T&. "‘u?_.:,-}. o —— _H-:-fgbx;céf}’ L\%‘:J‘E'" _—— ___{?-"ﬁ.gt:e -
Subnet Subnet 3 Subnet 5

Figure 11. Network with RIP on ports 1/0/2 and 1/0/3
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Enable Routing for the Switch

The example is shown as CLI commands and as a web interface procedure.

CLI: Enable Routing for the Switch

(Netgear Switch) #config
(Netgear Switch) (Config)#ip routing
(Netgear Switch) (Config)#exit

Web Interface: Enable Routing for the Switch

1. Select Routing > IP > Basic > IP Configuration.

A screen similar to the following displays.

[ o | vy | Rowm | @ | sewwy | ooy | vhewen | op | |

Routing Table IPv6  VLAN ARP RIP OSPF OSPR3 RouterDiscovery VRRP Mulicast  IPv6 Multicast

“ IP Configuration

= Basic ~  Default Time to Live 64

Routing Mode ® Enable () Disable

* Statistics ICMP Echo Replies @® Enable & Disable

= Advanced v ICMP Redirects ) Enable ® Disable
ICMP Rate Limit Interval 1000 (0 to 2147483647 ms)
ICMP Rate Limit Burst Size 100 (1 to 200)
Maximum Next Hops 16
Maximum Routes 12288
Select to configure Global Default Gateway (]
Global Default Gateway

2. For Routing Mode, select the Enable radio button.
3. Click Apply to save the settings.
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Enable Routing for Ports

The example is shown as CLI commands and as a web interface procedure.

CLI: Enable Routing and Assigning IP Addresses for Ports
1/0/2and 1/0/3

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

#config

(Config)#interface 1/0/2

(Interface 1/0/2)#routing

(Interface 1/0/2)#ip address 192.150.2.1 255.255.255.0
(Interface 1/0/2)#exit

(Config)#interface 1/0/3

(Interface 1/0/3)#routing

(Interface 1/0/3)#ip address 192.150.3.1 255.255.255.0
(Interface 1/0/3)#exit

(Config)#exit

Web Interface: Enable Routing for the Ports

1. Assign IP address 192.150.2.1/24 to interface 1/0/2.
a. Select Routing > Advanced > IP Interface Configuration.

A screen similar to the following displays.

(o | ovns | o | s | ey | oomy | Mmoo | vp | b |

Routing Table

“ IP Interface Configuration

- Basic
= Advanced
=P Configuration
* Statistics
|_- M'Uij1 None 0.0.0.0 0.0.0.0 Disable Enable
102 None 0.0.0.0 0.0.0.0 Disable Enable

= Secondary IP

IPv6  VWLAN ARP° RIP DSPF O0OSPFR3  Router Discovery VRRP  Multicast  [Pv6 Muliicast

X 12 VLANS All
~

e iy |P Address Configuration Subnet Routing Administrative
|| Port  Description VLAN 1D Method IP Address Rk Mods Mode

102 Manual ~ 19215021 255 255 2550 Enable ~ |8 Enable v

17013 MNone 0000 0000 Disable Enable
1704 Mone 0000 0000 Disable Enable
O /05 None 0.0.0.0 0.0.0.0 Disable Enable

b. Scroll down and select the Interface 1/0/2 check box. Now 1/0/2 appears in the
Interface field at the top.

c. Enter the following information:
In the IP Address Configuration Method field, select Manual.
In the IP Address field, enter 192.150.2.1.
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¢ |nthe Subnet Mask field, enter 255.255.255.0.
e Inthe Routing Mode field, select Enable.
d. Click Apply to save the settings.
2. Assign IP address 192.150.3.1/24 to interface 1/0/3.
a. Select Routing > Advanced >IP Interface Configuration.

A screen similar to the following displays.

o | owows | o | as | oo | ok | Mweo | o | b | |

Routing Table IPve  VLAN ARP RIP OSPF OSPFv3 Router Discovery WVRRP  Multicast  IPv6 Multicast
“ IF Interface Configuration
=Basic ¥ 12 Al
= Advanced # 1P Add Confi g Subn Routi Administrati
| - ress Configuration ubnet ouling ministrative
+IP Configuration __FiRot Description VLAN ID Method IP Address Riaek Mode Wi
- Statistics 1503 Manual ~ 192.150.3.1 2552552550 Enable ~ || Enable ~
x Fg F"(EI'FB%P O 1won None 0.0.0.0 0.0.0.0 Disable Enable
Sk o 102 Manual 192.150.2.1 255.255.255.0  Enable Enable
*Saepiidan (P ¥ 1073 None 0.000 0000 Disable Enable
O 1/ora None 0.000 0.0.0.0 Disable Enable
Ol os None 0.0.0.0 0.0.0.0 Disable Enable

b. Scroll down and select the interface 1/0/3 check box.
Now 1/0/3 appears in the Interface field at the top.
c. Enter the following information:
In the IP Address Configuration Method field, select Manual.
¢ Inthe IP Address field, enter 192.150.3.1.
* Inthe Subnet Mask field, enter 255.255.255.0.
* Inthe Routing Mode field, select Enable.
d. Click Apply to save the settings.
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Enable RIP on the Switch

Note: Unless you have previously disabled RIP, you can skip this step since
RIP is enabled by default.

CLI: Enable RIP on the Switch

This sequence enables RIP for the switch. The route preference defaults to 15.

(Netgear Switch) #config

(Netgear Switch) (Config)#router rip
(Netgear Switch) (Config router)#enable
(Netgear Switch) (Config router)#exit
(Netgear Switch) (Config)#exit

Web Interface: Enable RIP on the Switch

1. Select Routing > RIP > Basic > RIP Configuration.

A screen similar to the following displays.

[~ orsen [ owomn | owrn | a0 | e | oniom | tmnme | rp | e |

Routing Table [P IPv6  VLAN ARP OSPF  OSPFv3  Router Discovery VRRP  Multicast  IPv6 Multicast

*Basic ~ RIP Admin Mode » Disable @ Enable

= RIP Configuration

* Advanced #

2. For RIP Admin Mode, select Enable radio button.
3. Click Apply to save the setting.
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Enable RIP for Ports 1/0/2 and 1/0/3

The example is shown as CLI commands and as a web interface procedure.

CLI: Enable RIP for Ports 1/0/2 and 1/0/3

This command sequence enables RIP for ports 1/0/2 and 1/0/3. Authentication defaults to
none, and no default route entry is created. The commands specify that both ports receive
both RIPv1 and RIPv2 frames, but send only RIPv2-formatted frames.

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

#config

(Config)#interface 1/0/2

(Interface 1/0/2)#ip rip

(Interface 1/0/2)#ip rip receive version both
(Interface 1/0/2)#ip rip send version rip2
(Interface 1/0/2)#exit

(Config)#interface 1/0/3

(Interface 1/0/3)#ip rip

(Interface 1/0/3)#ip rip receive version both
(Interface 1/0/3)#ip rip send version rip2
(Interface 1/0/3)#exit

(Config)#exit

Web Interface: Enable RIP for Ports 1/0/2 and 1/0/3

1. Select Routing > RIP > Advanced > RIP Configuration.

A screen similar to the following displays.

oo | wowg | oy | 05 | Swom | towors | Voo | iop | b | |

* Basic

- Advanced

Routing Table 1P IPv6 VLAN ARP OSPF  OSPFv3d  Router Discovery. WVRRP  Multicast  |Pv6 Multicast

“ RIF Interface Configuration

=RIP Configuration

= Interface Configuration

*Route Redistribution

12 Al

__| Interface Send Version Receive Version RIP Mode  Authentication Type Authentication Key Authentication Key 1D

= i Enable ~ i
O on RIP-2 Both Disable MNone 0
/072 RIP-2 Both Disable None 0
11013 RIP-2 Both Disable None 0

2. Scroll down and select the Interface 1/0/2 and 1/0/3 check box.
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3. Enter the following information:
e For RIP Admin Mode, select the Enable radio button.
* |Inthe Send Version field, select RIP-2.

4. Click Apply to save the settings.

Configure VLAN Routing with RIP Support

Routing Information Protocol (RIP) is one of the protocols that routers can use to exchange
network topology information. It is characterized as an interior gateway protocol, and is
typically used in small to medium-sized networks.

Layer 3 switch

PR

Port 1/0/2 VLAN Router port 1/0/5
Router port 1/3/1 192.150.4.1
192.150.3.1
Port 17073 VAN yvew
ort Router

Router port 1/3/2
192.150.4.1

Layer 2 s s

switch switch

[T Elemes T

N |

VLAN 10 VLAN 20

Figure 12. VLAN routing RIP configuration example

This example adds support for RIPv2 to the configuration created in the base VLAN routing
example. A second router, using port routing rather than VLAN routing, has been added to
the network.

CLI: Configure VLAN Routing with RIP Support

1. Configure VLAN routing with RIP support on the switch.

(Netgear Switch) #vlan data

(Netgear Switch) (Vlan)#vlan 10
(Netgear Switch) (Vlan)#vlan 20
(Netgear Switch) (Vlan)#vlan routing 10
(Netgear Switch) (Vlan)#vlan routing 20
(Netgear Switch) (Vlan)#exit

(Netgear Switch) #conf
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(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

(Config)#ip routing

(Config)#vlan port tagging all 10

(Config)#vlan port tagging all 20

(Config)#interface 1/0/2

(Interface 1/0/2)#vlan participation include 10
(Interface 1/0/2)#vlan pvid 10

(Interface 1/0/2)#exit

(Config)#interface 1/0/3

(Interface 1/0/3)#vlan participation include 20
(Interface 1/0/3)#vlan pvid 20

(Interface 1/0/3)#exit

#config

(Config)#interface vlan 10

(Interface vlan 10)#ip address 192.150.3.1 255.255.255.0
(Interface vlan 10)#exit

(Config)#interface vlan 20

(Interface vlan 20)#ip address 192.150.4.1 255.255.255.0
(Interface vlan 20)#exit

2. Enable RIP for the switch.
The route preference defaults to 15.

(Netgear Switch) (Config)#router rip
(Netgear Switch) (Config router)#enable
(Netgear Switch) (Config router)#exit

3. Configure the IP address and subnet mask for a nonvirtual router port.

(Netgear Switch) (Config)#interface 1/0/5
(Netgear Switch) (Interface 1/0/5)#ip address 192.150.5.1 255.255.255.0
(Netgear Switch) (Interface 1/0/5)#exit

4. Enable RIP for the VLAN router ports.

Authentication defaults to none, and no default route entry is created.

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

(Config)#interface vlan 10
(Interface vlan 10)#ip rip
(Interface vlan 10)#exit
(Config)#interface vlan 20
(Interface vlan 20)#ip rip
(Interface vlan 20)#exit
(Config)#exit
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Web Interface: Configure VLAN Routing with RIP Support
1. Configure a VLAN and include ports 1/0/2 in the VLAN:
a. Select Routing > VLAN > VLAN Routing Wizard.

A screen similar to the following displays.

[ oo | swows | o | ws | ooy | oviomy | e | oo | b | |

Routing Table 1P IPv6 ARP RIP OSPF OSPFJ RouterDiscovery VRRP Multicast IPv6 Multicast
VLAN Routing Wizard
g e S ;
rEBNReY I ek 102.150.3.1
Network Mask 255.955.955.0
- Unit 1

11 13 15 47 19 21 23 25 27 23 31 33 35 37 39 41 43 45 47

A O O O O
sssssssEs s s RS Nw Y

12 14 16 18 20 38 42 44 46 48

b. Enter the following information:
e In the VLAN ID field, enter 10.
* Inthe IP Address field, enter 192.150.3.1.
* Inthe Network Mask field, enter 255.255.255.0.
c. Click Unit 1. The ports display:
d. Click the gray box under port 2 until T displays.
The T specifies that the egress packet is tagged for the port.

e. Click Apply to save the VLAN that includes ports 2.
2. Configure a VLAN, and include port 1/0/3 in the VLAN:
a. Select Routing > VLAN > VLAN Routing Wizard.

A screen similar to the following displays.

(o | oves | o | s | ooy | owamy | wmweco | ibp | b | |

Routing Table 1P IPv6 ARP RIP OSPF OSPFw3 Router Discovery VRRP  Multicast  IPv6 Multicast
= VLAN Routing Wizard Vian ID
20
=VLAN Routin
g IP Address 192,150 4.1
Meawork Mack 2862852850
Ml nit 1
Ports 1 9 11 13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47

T A A
LU L L L L L L L L L

& 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48
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b. Enter the following information:
e Inthe Vlan ID field, enter 20.
e Inthe IP Address field, enter 192.150.4.1.
* Inthe Network Mask field, enter 255.255.255.0.
c. Click Unit 1. The ports display.
d. Click the gray box under port 3 until T displays.
The T specifies that the egress packet is tagged for the port.

e. Click Apply to save the VLAN that includes port 3.
3. Enable RIP on the switch (you can skip this step since the RIP is enabled by default).
a. Select Routing > RIP > Basic > RIP Configuration.

A screen similar to the following displays.

(oo | vy | Rowm | ws | eowy | ooty | v | op | |

Routing Table IP IPv6 VLAN ARP OSPF OSPFv3  Router Discovery VRRP  Multicast  |Pv6 Multicast
=Basic ~ RIP Admin Maode Disable @ Enable
* RIP Configuration

* Advanced <

b. For RIP Admin Mode, select the Enable radio button.
c. Click Apply to save the setting.
4. Enable RIP on VLANs 10 and 20.
a. Select Routing > RIP > Advanced > RIP Configuration.

A screen similar to the following displays.
[ Sy | kg | 05 | Sey | Moo | Mowee | e e [

Fouting Tabla P IP% VLAN ARP OSPF  OBPR  Router Discowry VRRP  Multicast  IPvE Multican
[cpome [ corn |
f
Ga To Imertace m
.r\ Type Aty ion Koy Key IO Dad Packets Recened | Bad Rostes Recoved  Lipdati
i - nabi
+Interlace Combgurabon
Sl Aty £ an 10 RP2 Both Dhsabile Hane ]
12 VLANS A Ga To Ietadface [ oo |

b. Click the VLANS on the top of table.
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Scroll down and select the interface vlan10 and vlan 20 check boxes.
Enter the following information:

For RIP Mode, select the Enable radio button.
Click Apply to save the settings.
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929



OSPF

Open Shortest Path First

This chapter includes the following sections:

Open Shortest Path First Concepts
Inter-area Router

OSPF on a Border Router

Stub Areas

NSSA Areas

VLAN Routing OSPF

OSPFv3

Note: OSPF is available on the M4300 series switches only.
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Open Shortest Path First Concepts

For larger networks, Open Shortest Path First (OSPF) is generally used in preference to RIP.
OSPF offers several benefits to the administrator of a large or complex network:
e Less network traffic:

- Routing table updates are sent only when a change has occurred.

- Only the part of the table which has changed is sent.

- Updates are sent to a multicast, not a broadcast, address.
* Hierarchical management, allowing the network to be subdivided.
The top level of the hierarchy of an OSPF network is known as an autonomous system (AS)
or routing domain, and is a collection of networks with a common administration and routing
strategy. The AS is divided into areas: Intra-area routing is used when a source and
destination address are in the same area, and inter-area routing across an OSPF backbone

is used when they are not. An inter-area router communicates with border routers in each of
the areas to which it provides connectivity.

The switch operating as a router and running OSPF determines the best route using the
assigned cost and the type of the OSPF route. The order for choosing a route if more than
one type of route exists is as follows:

* Intra-area.

* Inter-area.

* External type 1: The route is external to the AS.

* External type 2: The route was learned from other protocols such as RIP.

Inter-area Router

The examples in this section show you how to configure the switch first as an inter-area
router and then as a border router. They show two areas, each with its own border router
connected to one inter-area router.

The following figure shows a network segment with an inter-area router connecting areas
0.0.0.2 and 0.0.0.3. The sample script shows the commands used to configure the switch as
the inter-area router in the diagram by enabling OSPF on port 1/0/2 in area 0.0.0.2 and port
1/0/3 in area 0.0.0.3.
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Layer 3 switch acting as
an inter-area router

Port 1/0/3
192.150.3.1

Port 1/0/2
192.150.2.1

Figure 13. Network segment with an inter-area router connecting areas 0.0.0.2 and 0.0.0.3

CLI: Configure an Inter-area Router

1. Enable routing for the switch.

(Netgear Switch) #config
(Netgear Switch) (Config)#ip routing
(Netgear Switch) (Config)#exit

2. Assign IP addresses to ports.

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/2

(Netgear Switch) (Interface 1/0/2)#routing

(Netgear Switch) (Interface 1/0/2)#ip address 192.150.2.1 255.255.255.0
(Netgear Switch) (Interface 1/0/2)#exit

(Netgear Switch) (Config)#interface 1/0/3

(Netgear Switch) (Interface 1/0/3)#routing

(Netgear Switch) (Interface 1/0/3)#ip address 192.150.3.1 255.255.255.0
(Netgear Switch) (Interface 1/0/3)#exit

(Netgear Switch) (Config)#exit
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3. Specify the router ID, and enable OSPF for the switch. Set disable1583 compatibility to
prevent a routing loop.

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

#config

(Config)#router ospf

(Config router)#enable

(Config router)#router-id 192.150.9.9
(Config router)#no 1583compatibility
(Config router)#exit

(Config)#exit

4. Enable OSPF,

and set the OSPF priority and cost for the ports.

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

#config

(Config)#interface 1/0/2

(Interface 1/0/2)#ip ospf

(Interface 1/0/2)#ip ospf areaid 0.0.0.2
(Interface 1/0/2)#ip ospf priority 128
(Interface 1/0/2)#ip ospf cost 32
(Interface 1/0/2)#exit

(Config)#interface 1/0/3

(Interface 1/0/3)#ip ospf

(Interface 1/0/3)#ip ospf areaid 0.0.0.3
(Interface 1/0/3)#ip ospf priority 255
(Interface 1/0/3)#ip ospf cost 64
(Interface 1/0/3)#exit

(Config)#exit
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Web Interface: Configure an Inter-area Router
1. Enable IP routing on the switch.
a. Select Routing > IP > Basic > IP Configuration.

A screen similar to the following displays.
[ sson | mowg | Fosng | a5 | ooy | Mortomg | Watorrco | o | e |

Routing Table IPv6  VLAN ARP RIP OSPF OSPFv3 Router Discovery VRRP Multicast |Pv6 Multicast

“ IP Configuration

- Basic ~  Default Time to Live 64

Routing Mode @ Enable (O Disable

* Statistics ICMP Echo Replies ® Enable () Disable

= Advanced ~ ICMP Redirects & Enable ® Disable
ICMP Rate Limit Interval 1000 (0 to 2147483647 ms)
ICMP Rate Limit Burst Size 100 {1 to 200)
Maximum Mext Hops 16
Maximum Routes 12288
Select to configure Global Default Gateway =]
Global Default Gateway

b. For Routing Mode, select the Enable radio button.
c. Click Apply to save the settings.
2. Assign IP address 192.150.2.1 to port 1/0/2.
a. Select Routing > IP > Advanced > IP Interface Configuration.

A screen similar to the following displays.
[ Sen | sweg | Romng | o5 | ooy | ontomg | artmcs | by | b | |

Routing Table IPv6 VLAN ARP RIP OSPF OSPFvd  Router Discovery VRRP  Multicast  IPv6 Multicast

“ IP Interface Configuration

*Basic v 124l
i - 1P Address Configurati Subni Routi Administrati
. . 5 : B55 guration ubnet outing nistrative
-IP Configuration Ll o iR scriprion EOH: Method R Mask Mode Mode
- Statistics 1012 Manual ~ 18215021 255.255.255.0 Enable ~ || Enable ~
-lglnter‘fac;e O 1o None 0.0.0.0 0.0.0.0 Disable Enable
HREANG @ 02 None 0.0.00 0000 Dissble  Enable
~Secondary 1P o 13 Nons 0000 0000 Disable Enable
0 om Mone 0000 0000 Disable Enable
O s None 0.0.0.0 0.0.0.0 Disable Enable

b. Scroll down and select the interface 1/0/2 check box.

Now 1/0/2 appears in the Interface field at the top.
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c. Enter the following information:
e Inthe IP Address field, enter 192.150.2.1.
 |nthe Subnet Mask field, enter 255.255.255.0.
* Inthe Administrative Mode field, select Enable.

d. Click Apply to save the settings.

3. Assign IP address 192.150.3.1 to port 1/0/3:

a. Select Routing > IP > Advanced > IP Interface Configuration.

A screen similar to the following displays.

Raouting Table IPvé VLAN ARP RIP OSPF 0OSPFv3 Router Discovery VRRP  Multicast  IPv6 Multicast
“ IP Interface Configuration
= Basic ¥ 12 Al
B g IP Add Confi i Subn Routi Admini
. iy , \ddress Configuration ubnet outing ministrative
«IP Configuration L} Mot Description VLANID Method IP Address Mask Made N
" Statistics 14043 Manual ~ 182.150.3.1 255255.255.0 Enable ~ | Enable ~
lg lnﬁer{a('{ga 8 1o None 0.0.0.0 0.0.0.0 Disable Enable
(R R | 1002 Manual 192.150.2.1 2550652650 Enable Enable
*Serondary [ ¥ 1013 None 0.0.0.0 0.0.0.0 Disable Enable
L 1/04 MNone 0.0.0.0 0.0.0.0 Disable Enable
ol 105 None 00.0.0 0000 Disable Enable

b. Scroll down and select the interface 1/0/3 check box.
Now 1/0/3 appears in the Interface field at the top.
c. Enter the following information:
e Inthe IP Address field, enter 192.150.3.1.
e Inthe Network Mask field, enter 255.255.255.0.
* Inthe Administrative Mode field, select Enable.
d. Click Apply to save the settings.
4. Specify the router ID, and enable OSPF for the switch.
a. Select Routing > OSPF > Advanced > OSPF Configuration.
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A screen similar to the following displays.

[ oo | o | @s | ety | Mowomy | tiwmenwes |

Routing Table 1P

*Common Area
Configuration

» Stub Area Configura

*NSSA Area
Configuration

IPvé  VLAN ARP RIP

OSPFv3  Router Discovery VRRP  Multicast

IPv6 Multicast

Metric Type

tion

QSPF Configuration

OSPF Default Route Advertise Configuration
*Basic e Default Information Originate ® Disable () Enable
= Advanced ~ Always & True @ False
Metric 0 (0 to 16777214)

) External Type 1 ® External Type 2

= Area Range Router ID E
Configuration i (12215929
Admin Mode =
*Interface Configuration Enable
ASBR Mode
*Interface Statistics SE— i
ompatibility v
= Neighbor Table Bt
ABR Status
*Link State Database
i Opagque LSA Status Enalle &
= Virtual Linl
Configuration Exit Overflow Interval (secs) 0 (0 to 2147483647)
*Route Redistribution SPF Delay Time(secs) 5 (0 to 65535)
*NSF OSPF Summary SPF Hold Time(secs) 10 (0 to 65535)

b. Under OSPF Configuration, enter the following information:
e Inthe Router ID field, enter 192.150.9.9.
* Inthe OSPF Admin Mode field, select Enable.
e Inthe RFC 1583 Compatibility field, select Disable.
c. Click Apply to save the settings.

5. Enable OSPF on port 1/0/2.
a. Select Routing > OSPF > Advanced > Interface Configuration.

A screen similar to the following displays.

[“omen | owoes | foamy | o5 | Soomy | s | ens | rip | o | |
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Routing Table P IPv6é VLAN ARP RIP OSPFv3 Router Discovery VRRP  Multicast  1Pvé Multicast
OSPF OSPF Interface Configuration
Hase ~| 1zaAl
e . Subnet Admi Router Retransmit Hello  Dead  Iftransit Del
Ui min outer rans o ransi \ay
=0SPF Configuration o fiierEace] i Sckkess Maslk e Mode Priority  Interval Interval  Interval  Interval
*Common Area 102 192.150.21 | 255.266:255.0 | 0.00.2 || Enable 128 5 10 40 1
Configuration
] O w1 0000 0.0.0.0 0 Disable 1 5 10 40 1
*Stub Area Configuration @ 102 19215021 2552852850 0 Disable 1 5 10 40 1
*NSSA Area O 1oi3 19215031 2562562550 0 Disable 1 5 10 40 1
Corfigaration O 1o | 0000 0000 0 Disable 1 5 10 40 1
-férea% Range O wvws 0000 0.0.0.0 ] Disable 1 5 10 40 1
Grguakin O 1066 0000 0.000 0 Disable 1 5 10 0 1
O 17 0000 0000 0 Disable 1 5 10 40 1
*Interface Statistics O vwe 0000 0000 0 Disable 1 5 10 40 1
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b. Scroll down and select the interface 1/0/2 check box.
Now 1/0/2 appears in the Interface field at the top.
¢ |nthe OSPF Area ID field, enter 0.0.0.2.
* Inthe OSPF Admin Mode field, select Enable.
e Inthe Priority field, enter 128.
* Inthe Metric Cost field, enter 32.

c. Click Apply to save the settings.

6. Enable OSPF on port 1/0/3.
a. Select Routing > OSPF > Advanced > Interface Configuration.

A screen similar to the following displays.

“sren | swowy | oy | 5 | ey | Mooy | Woromee | op | b | |

Routing Table 1P IPv6  VLAN ARP RIP OSPFv3 Router Discovery VRRP  Multicast  1PvB Multicast
QSPF Interface Configuration
*Basic ¥ooq2al
e - Subnet Admi Ri Rety Hell Dead  Iftransit Delay
i ubnef min outer etransmit [+3 LET ransit Delay
= OSPF Configuration e e RS Botkest Mask Gt Mode Priority  Interval Interval Interval  Interval
* Comman Area 1013 192150 3.1 | 266.256.956.0 | 0.0.02 || Disable v |[[255 j 5 10 40 1
Configuration —
@ 101 0000 0000 0 Disable 1 5 10 40 1
~SalliAvea Configdration O 102 19215021 2562662560 0002 Enable 128 5 10 40 1
*NSSA Area 100/ 192.150.3.1 266.256.255.0 0 Disable 1 5 10 40 1
Configuration O 104 0.0.00 0.0.0.0 0 Disable 1 5 10 40 1
'éra?; Rantga 0 17045 0.0.0.0 0.0.0.0 0 Disable 1 5 10 40 1
CRIHES O vus 0000 0000 0 Disable 1 5 10 40 1
+Interface Configuration O w7 0000 0000 0 Disable 1 5 10 40 1
*Interface Statistics = 1o 0.0.0.0 0.0.0.0 0 Disable 1 5 10 40 1

b. Scroll down and select the interface 1/0/3 check box.
Now 1/0/3 appears in the Interface field at the top.
* In the OSPF Area ID field, enter 0.0.0.3.
* Inthe OSPF Admin Mode field, select Enable.
* Inthe Priority field, enter 255.
* Inthe Metric Cost field, enter 64.
c. Click Apply to save the settings.
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OSPF on a Border Router

The example is shown as CLI commands and as a web interface procedure. For an OSPF
sample network, see Figure 13 on page 102.

CLI: Configure OSPF on a Border Router

1. Enable routing for the switch.

(Netgear Switch) #config
(Netgear Switch) (Config)#ip routing

2. Enable routing and assign IPs for ports 1/0/2, 1/0/3, and 1/0/4.

(Netgear Switch) (Config)#interface 1/0/2

(Netgear Switch) (Interface 1/0/2)#routing

(Netgear Switch) (Interface 1/0/2)#ip address 192.150.2.2 255.255.255.0
(Netgear Switch) (Interface 1/0/2)#exit

(Netgear Switch) (Config)#interface 1/0/3

(Netgear Switch) (Interface 1/0/3)#routing

(Netgear Switch) (Interface 1/0/3)#ip address 192.130.3.1 255.255.255.0
(Netgear Switch) (Interface 1/0/3)#exit

(Netgear Switch) (Config)#interface 1/0/4

(Netgear Switch) (Interface 1/0/4)#routing

(Netgear Switch) (Interface 1/0/4)#ip address 192.64.4.1 255.255.255.0
(Netgear Switch) (Interface 1/0/4)#exit

3. Specify the router ID, and enable OSPF for the switch.
Set disable 1583compatibility to prevent a routing loop.

(Netgear Switch) (Config)#router ospf

(Netgear Switch) (Config router)#enable

(Netgear Switch) (Config router)#router-id 192.130.1.1
(Netgear Switch) (Config router)#no 1583compatibility
(Netgear Switch) (Config router)#exit

(Netgear Switch) (Config)#exit
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4. Enable OSPF for the ports, and set the OSPF priority and cost for the ports.

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/2

(Netgear Switch) (Interface 1/0/2)#ip ospf

(Netgear Switch) (Interface 1/0/2)#ip ospf areaid 0.0.0.2
(Netgear Switch) (Interface 1/0/2)#ip ospf priority 128
(Netgear Switch) (Interface 1/0/2)#ip ospf cost 32
(Netgear Switch) (Interface 1/0/2)#exit

(Netgear Switch) (Config)#interface 1/0/3

(Netgear Switch) (Interface 1/0/3)#ip ospf

(Netgear Switch) (Interface 1/0/3)#ip ospf areaid 0.0.0.2
(Netgear Switch) (Interface 1/0/3)#ip ospf priority 255
(Netgear Switch) (Interface 1/0/3)#ip ospf cost 64
(Netgear Switch) (Interface 1/0/3)#exit

(Netgear Switch) (Config)#interface 1/0/4

(Netgear Switch) (Interface 1/0/4)#ip ospf

(Netgear Switch) (Interface 1/0/4)#ip ospf areaid 0.0.0.2
(Netgear Switch) (Interface 1/0/4)#ip ospf priority 255
(Netgear Switch) (Interface 1/0/4)#ip ospf cost 64
(Netgear Switch) (Interface 1/0/4)#exit

(Netgear Switch) (Config)#exit

Web Interface: Configure OSPF on a Border Router

1. Enable IP routing on the switch.
a. Select Routing > IP > Basic > IP Configuration.

A screen similar to the following displays.

[ oo | vy | Rows | ws | ooy | oy | e | op | |

Routing Table IPv6  VLAN ARP RIP OSPF O0SPFv3 Router Discovery VRRP  Multicast IPv6 Multicast

“ IP Configuration

*Basic -~ Default Time to Live 64

Routing Mode @ Enable O Disable

= Statistics ICMP Echo Replies @ Enable () Disable

= Advanced ~  ICMP Redirects Enable @® Disable
ICMP Rate Limit Interval 1000 {0 to 2147483647 ms)
ICMP Rate Limit Burst Size 100 (1 to 200)
Maximum Next Hops 16

Maximum Routes 12288
Select to configure Global Default Gateway

Global Default Gateway

b. For Routing Mode, select the Enable radio button.
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c. Click Apply to save the settings.
2. Assign IP address 192.150.2.2 to port 1/0/2.
a. Select Routing > IP > Advanced > IP Interface Configuration.

A screen similar to the following displays.
Sysen | Swicomg | owng | w5 | ooy | Montomg | Mmoo | top | i | |

Routing Table [Pv6 VLAN ARP RIP OSPF OSPFv3 Router Discovery VRRP  Multicast  [Pv6 Multicast
“ IP Interface Configuration
= Basic g 12 Al
el g P Aderess Configurati Subn Rout Administrati
S : ess Configuration et louting ministrative
*IP Configuration Ll Pert  Description VLAN ID Method |P Address Mask fiddas Viidle
* Stalistics 102 Manual ~ 192.150.2.2 255.255.255.0 Enable | Enable -~
lg Irgerfac;e & 101 None 0.0.00 0.0.00 Disable Enable
= R ¥ 102 None 00.00 0.00.0 Disable  Enable
~Secondary IP o 10 None 0.0.00 0.0.0.0 Disable Enable
L 1/0/4 MNone 0000 0000 Disable Enable
@ 1/os None 0.0.0.0 0.0.0.0 Disable Enable

b. Scroll down and select the interface 1/0/2 check box.
Now 1/0/2 appears in the Interface field at the top.

c. Enter the following information:
* Inthe IP Address Configuration Method field, select Manual.
¢ Inthe IP Address field, enter 192.150.2.2.
* Inthe Network Mask field, enter 255.255.255.0.
« |nthe Admin Mode field, select Enable.

d. Click Apply to save the settings.

3. Assign IP address 192.130.3.1 to port 1/0/3:
a. Select Routing > IP > Advanced > IP Interface Configuration.

A screen similar to the following displays.

oo | omowo | Rowm | oo | s | s | Moo | vep | b | |

Routing Table IPvé  VLAN ARP RIP DSPF OSPR3 Router Discovery VRRP  Multicast  IPv6 Multicast
“ IP Intarface Configuration
*Basic ¥ o1zAl
e - IP Address Confi i Subn Routi Admini i
5 Ll ess Configuration et outing ministrative
+IP Configuration || Port Description VLAN ID Method IP Address Mask Mode Mode
- Statistics 1103 IWanual ~ 18213031 255.255.255.0 Enable ~ ||| Enable ~
f(l::' iﬂﬁtEl‘faf;_E 01/ None 0.0.0.0 0.0.0.0 Disable Enable
SomEe = o 1o Manual 192 150.2.2 2562552550  Enable Enable
“oeganay [P @ 103 None 0000 0000 Disable Enabls
O 1o Naone 0.0.0.0 0.0.0.0 Disable Enable
g’ 105 None 0.0.0.0 0.0.0.0 Disable Enable
OSPF
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Scroll down and select the interface 1/0/3 check box.

Now 1/0/3 appears in the Interface field at the top.

Enter the following information:

* Inthe IP Address Configuration Method field, select Manual.
e Inthe IP Address field, enter 192.130.3.1.

* Inthe Network Mask field, enter 255.255.255.0.

* Inthe Admin Mode field, select Enable.

Click Apply to save the settings.

4. Assign IP address 192.64.4.1 to port 1/0/4.
a. Select Routing > IP > Advanced > IP Interface Configuration.

d.

A screen similar to the following displays.

System Switching Rauting QoS Security Monitoring Maintenance Help Index
Routing Table IPv6  VLAN ARP RIP OSPF O0OSPR3  Router Discovery VRRP  Multicast  IPv6 Multicast
“ IP Interface Configuration
= Basic ¥ 124l
paRER g 1P Add Confi i Subn Routi Administrati
ress Configuration ubnet outing ministrative
«IP Configuration L\ Pert Description VLAN ID Method IP Address RiAsk M Mode
= Statistics 1/0/4 Manual ~ 19284 41 255.255.255.0 Enable v ||| Enable ~
g Imerfac;jg 0 1on Mone 0.0.0.0 0.0.0.0 Disable Enable
bl 0 102 Manual 192.150.2.2 2552552550 Enable Enable
*Secondary IP O 103 Manual 182 130.3:1 2552562560  Enable Enable
I 1/0/4 None 0000 0000 Disable Enable
O 1/0/5 Naone 0.0.0.0 0.00.0 Disable Enable

Scroll down and select the interface 1/0/4 check box. Now 1/0/4 appears in the
Interface field at the top.

Enter the following information:

* Inthe IP Address Configuration Method field, select Manual.
¢ |Inthe IP Address field, enter 192.64.4.1.

* In the Network Mask field, enter 255.255.255.0.

* Inthe Admin Mode field, select Enable.

Click Apply to save the settings.

5. Specify the router ID, and enable OSPF for the switch.
a. Select Routing > OSPF > Advanced > OSPF Configuration.
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A screen similar to the following displays.

[“omen | meig | Rous | oo | socwy | ortomy | emorse | iop | x|

Routing Table P IPv6 VLAN ARP RIP OSPFv3  Router Discovery VRRP  Multicast  IPv6 Multicast
Default Route Advertise Configuration
- Basic ¥ Default Information Originate @ Disable © Enable
* Advanced ~ Always ) True @ False
Metric 0 (0 to 16777214)
=Comman Area Metric Type o External Type 1 @ External Type 2
Configuration
= Stub Area
Configuration
=NSSA Area QOSPF Configuration
Configuration
« Avea Range Router ID 182.120.1.1
Configuration Admin Mode Enabls
= Interface Configuration ASBR Mode
-Interface Statistics RFC 1583 Compatibility Disable ~
=MNeighbor Table ABR Status
=Link State Database Opaque LSA Status Enible v
*Virtual Link Exit Overflow Interval (secs) 0 (0 to 2147483647)

Confiniratinn

b. Under OSPF Configuration, enter the following information:
¢ |nthe Router ID field, enter 192.130.1.1.
« |nthe OSPF Admin Mode field, select Enable.
e Inthe RFC 1583 Compatibility field, select Disable.
c. Click Apply to save the settings.
6. Enable OSPF on the port 1/0/2.
a. Select Routing > OSPF > Advanced > Interface Configuration.

A screen similar to the following displays.
[ Syem | wchng | Rowng | Qo5 | Seany | Montomg | Mamenance | hep | hex | |

Routing Table 1P IPv6 VLAN ARP RIP OSPF3  Router Discovery VRRP  Multicast  IPv6 Multicast

= Advanced
= OSPF Configuration

OSPF Interface Configuration

12 Al
* Common Area
Configuration =
- Subnet Admin Router  Retransmit Hello Dead lftransit Delay
* Stub Area L e Mask A Mode Priority  Interval Interval Interval Interval

Configuration

10z 19216022 | 266.255.266.0| | 0002 || Enavle ~ |[[128 |5 10 40 1
*NSSA Area g = =
Configuration @ 101 0000 0000 0 Disable EG 10 40 1
@ 102 19215022 2552552550 0 Enable 1 5 0 40 1
= Area Range = .
Configuration @ 1053 19213031 2552552550 0 Disable 1 5 0 40 1
T Ot 1926441 266266250 0 Disable 1 5 0 40 1
@ 15 0000 0000 0 Disable 1 5 0 40 1
eitace Statistics O %6 0000 0000 0 Disable 1 5 10 40 1

b. Under Interface Configuration, scroll down and select the interface 1/0/2 check box.
Now 1/0/2 appears in the Interface field at the top.
* Inthe OSPF Area ID field, enter 0.0.0.2.
« |nthe OSPF Admin Mode field, select Enable.
e Inthe Router Priority (0 to 255) field, enter 128.
e In the Metric Cost field, enter 32.
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c. Click Apply to save the settings.
7. Enable OSPF on port 1/0/3.
a. Select Routing > OSPF > Advanced > Interface Configuration.

A screen similar to the following displays.

[ormon | swown | osr | oo | ey | vorwomg | Mammwer [ rop | e | |

RoutingTable [P IPv6 VLAN ARP RIP OSPFv3  Router Discovery VRRP  Multicast  IPv6 Multicast

* Advanced
= OSPF Configuration

QSPF Interface Configuration

12Al
* Common Area
Configuration

. s Subnet Admin Router Retransmit  Hello Dead Iftransit Delay
« Stub Area i i ol e Mask SlEail) Mode Priority Interval Interval Interval  Intenval
Configuration
1073 192130:3°0 "255 265955 0NN 0.0.0.3 |8 Enable v |§255 5 10 40 1
*NSSA Area
Configuration (ST 0000 0.0.0.0 0 Disable 1 5 10 40 1
0 102 192.150.2.2 2552552650 0.0.0.2 Enable 128 5 10 40 1
= Area Range -
Configuration I 1/0/3 192.130.3.1 255.255.255.0 0 Disable 1 5 10 40 1
. Interface Configuration L.l 1/0/4 1926441 2552652550 0 Disable 1 5 10 40 1
— = 105 0000 0.0.0.0 0 Disable 1 5 10 40 1
RiERER SEEtes O 406 0000 0000 0 Disable 1 5 P

b. Under Interface Configuration, scroll down and select the interface 1/0/3 check box.
Now 1/0/3 appears in the Interface field at the top.

¢ |nthe OSPF Area ID field, enter 0.0.0.3.
* Inthe OSPF Admin Mode field, select Enable.
e Inthe Priority field, enter 255.
e Inthe Metric Cost field, enter 64.

c. Click Apply to save the settings.

8. Enable OSPF on port 1/0/4.

a. Select Routing > OSPF > Advanced > Interface Configuration.

A screen similar to the following displays.

| “oron | ooy | oy | 05 | ey | ooy | Woowen | iop | mex | |

RoutingTable P IPv6 VLAN ARP RIP 0OSPF3  Router Discovery VRRP  Multicast  IPvé Multicast

*Advanced
= OSPF Configuration

OSPF Interface Configuration

12 Al
* Common Area
Configuration -
! Subnet Admin Router Retransmit Hello Dead  litransit Delay
= Stub Area LA iteac ] Bl el 55 Mask Gl Mode Priority  Interval Interval Interval Interval
Configuration

1/0/4 192:64:4.1 ' 255.256:255.0 (1 0.0.0.2 | Enable ~ |[1255 10 40 1

5

*NSSA Area —
Configuration O w1 0000 0,000 0 Disable 1 5 10 40 1
O 102 19215022 2552552550 0002 Enable 128 |5 10 0 1

* Area Range o

Configuration O 103 19213031 2552552550 0003 Enable 256 5 10 0 1
FE— @ 1/0/4 1926441 2552552550 0 Disable 1 5 10 40 1
O wws 0000 0000 0 Disable 1 5 10 0 1
IeRACE BRsticy O s 0000 0.000 0 Disable 1 5 10 0 1

b. Under Interface Configuration, scroll down and select the interface 1/0/4 check box.
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Now 1/0/4 appears in the Interface field at the top.
* Inthe OSPF Area ID field, enter 0.0.0.2.
* |nthe OSPF Admin Mode field, select the Enable.
e Inthe Priority field, enter 255.
e In the Metric Cost field, enter 64.
c. Click Apply to save the settings.

Stub Areas

The example is shown as CLI commands and as a web interface procedure.

Layer 3 Layer 3

switch switch
Port 2/0/11 L Port 2/0/19 Port 1/0/15 A

R tEfeta Y. [ sapatararara
=S e e e E| |—!-"-|-1:-*-'- §

Figure 14. Area 1 is a stub area

CLI: Configure Area 1 as a Stub Area on A1

1. Enable routing on the switch.

(Netgear Switch) #config
(Netgear Switch) (Config)#ip routing

2. Set the router ID to 1.1.1.1.

(Netgear Switch) (Config)#router ospf
(Netgear Switch) (Config-router)#router-id 1.1.1.1

3. Configure area 0.0.0.1 as a stub area.

(Netgear Switch) (Config-router)#area 0.0.0.1 stub

4. Switch A injects a default route only to area 0.0.0.1.

(Netgear Switch) (Config-router)#no area 0.0.0.1 stub summarylsa
(Netgear Switch) (Config-router)#exit
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5. Enable OSPF area 0 on ports 2/0/11.

(Netgear Switch) (Config)#interface 2/0/11
(Netgear Switch) (Interface 2/0/11)#routing
(Netgear Switch) (Interface
(Netgear Switch) (Interface
(Netgear Switch) (Interface

2/0/11)#ip ospf
2/0/11)#exit

2/0/11)#ip address 192.168.10.1 255.255.255.0

6. Enable OSPF area 0.0.0.1 on 2/0/19.

(Netgear Switch) (Config)#interface 2/0/19
(Netgear Switch) (Interface 2/0/19)#routing
(Netgear Switch) (Interface 2/0/19)#ip address 192.168.20.1 255.255.255.0
(Netgear Switch) (Interface 2/0/19)#ip ospf
(Netgear Switch) (Interface 2/0/19)#ip ospf areaid 0.0.0.1
(Netgear Switch) (Interface 2/0/19)#exit
(Netgear Switch) (Config)#ex
(Netgear Switch) #show ip ospf neighbor interface all
Router ID IP Address Neighbor Interface State
4.4.4.4 192.168.10.2 2/0/11 Full
2.2.2.2 192.168.20.2 2/0/19 Full
(Netgear Switch) #show ip route
Total Number of Routes. ... ... ... oooooaao.. 4
Network Subnet Next Hop Next Hop
Address Mask Protocol Intf IP Address
14.1.1.0 255.255.255.0 OSPF Inter 2/0/11 192.168.10.2
14.1.2.0 255.255.255.0 OSPF Inter 2/0/11 192.168.10.2
192.168.10.0 255.255.255.0 Local 2/0/11 192.168.10.1
192.168.20.0 255.255.255.0 Local 2/0/19 192.168.20.1
OSPF
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Web Interface: Configure Area 1 as a Stub Area on A1

1. Enable IP routing on the switch.
a. Select Routing > IP > Basic > IP Configuration.

A screen similar to the following displays.

[ oren [ owom | oum | oo | ey | vowomg | s | ow | o |

Routing Table IPé  VLAN ARP RIP OSPF ©OSPFv3 Router Discovery VRRP Multicast IPv6 Multicast

“ IP Configuration

- Basic 4 Default Time to Live 64

Routing Mode @ Enable (O Disable

* Statistics ICMP Echo Replies ® Enable () Disable

= Advanced ~ ICMP Redirects & Enable ® Disable
ICMP Rate Limit Interval 1000 (0 to 2147483647 ms)
ICMP Rate Limit Burst Size 100 {1 to 200)
Maximum Next Hops 16
Maximum Routes 12288
Select to configure Global Default Gateway =]
Global Default Gateway

b. For Routing Mode, select the Enable radio button.
c. Click Apply to save the settings.
2. Assign IP address 192.168.10.1 to port 2/0/11.
a. Select Routing > IP > Advanced > IP Interface Configuration.

A screen similar to the following displays.

oo | oy | oy | 05 | Swomy | teows | Womwe | b | e |

Roitting Table IP6 VLAN ARP RIP OSPF OSPF RouterDiscovery VRRP  Multicast  IPv6 Multicast
“ IP Interface Configuration
*Easio ¥ o1zal
R B 1P Address Configurati Subnet Routi Administrati
o i’ 1 ess iguration ubnet outing ministrative
-IP Configuration |_| Patt  Description VLAN ID Method 1P Address Mask Mods Mode
- Statistics 210111 Manual ~ 192 168.10.1 255.255.255.0 Enable ~ || Enable ~
fg‘ lﬂtEffo;? O zon Naone 0.0.0.0 0.0.0.0 Disable Enable
S @ 22 None 0000 0000 Disable Enable
*Seaondary (B 0 203 None 0000 0000 Disable Enable
O 2om None 0.0.00 0.0.00 Disable Enable
U 2/ None 0.0.0.0 0.0.0.0 Disable Enable
O 2nre MNone 0000 0000 Disable Enable
O 20m None 0.0.0.0 0.00.0 Disable Enable
O 2o None 0.0.0.0 0,000 Disable Enable
O o9 Mone 0000 0000 Disable Enable
O 2/0m0 Hone 0000 0000 Disable Enable
¥ 2011 None 0.0.0.0 0.0.0.0 Disable Enable

b. Scroll down and select the interface 2/0/11 check box.
Now 2/0/11 appears in the Interface field at the top.

c. Enter the following information:
* Inthe IP Address Configuration Method field, select Manual.
¢ Inthe IP Address field, enter 192.168.10.1.
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e Inthe Network Mask field, enter 255.255.255.0.
* Inthe Admin Mode field, select Enable.
d. Click Apply to save the settings.
3. Assign IP address 192.168.20.1 to port 2/0/19:
a. Select Routing > IP > Advanced > IP Interface Configuration.

A screen similar to the following displays.

[open | v | oumg | o | Sewy | towowo | domowwne | bwp | wm |

Rauting Table IPv6  VIAN ARP RIP OSPF DSPF/3 Router Discovery VRRP Mulicast  IPv6 Multicast
“ IP Interface Configuration
= Basic ~ 1241
e A 1P Adds Configurati Subn Routi Administrati
i ddress Configuration ubnet outing iministrative
*IP Configuration | ot Descqption MESNE Method Ik fodecas Mask Mode Mode
= Statistics 2/0/19 Manual ~ 192 168.20.1 255.265.255.0 Enable ~ || Enable ~
4 I{I::‘Ofme!fal%_e O 2/ None 0.0.00 0.0.0.0 Disable Enable
Bhichon @ 20002 None 0000 0000 Disable  Ensbls
* Secondary IP £ 203 None 0.0.00 0.000 Disable Enable
0 21004 HNone 0.0.0.0 0.0.0.0 Disable Enable
& 206 None 0.000 0.0.0.0 Disable Enable
& 20/ MNone 0.000 0.0.0.0 Disable Enable
@ 2o MNone 0000 0000 Disable Enable
@ 2o/ None 0.0.0.0 0.0.0.0 Disable Enable
L 2/0/9 None 0.0.00 0.0.0.0 Disable Enable
= 25010 Mone 0000 0000 Disable Enable
& 2011 Manual 192.168.10.1 255 255 2650 Enable Enable

b. Scroll down and select the interface 2/0/19 check box.
Now 2/0/19 appears in the Interface field at the top.

c. Enter the following information:
* Inthe IP Address Configuration Method field, select Manual.
e Inthe IP Address field, enter 192.168.20.1.
* |n the Network Mask field, enter 255.255.255.0.
« |nthe Admin Mode field, select Enable.

d. Click Apply to save the settings.

4. Specify the router ID, and enable OSPF for the switch.
a. Select Routing > OSPF > Basic > OSPF Configuration.
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A screen similar to the following displays.

[ omen | owows | powms | a0 | sy | voniow | s | rip | e ||

RoutingTable IP IPv6 VLAN ARP RIP 0OSPFvd  Router Discovery VRRP  Multicast  IPv6 Multicast
= Basic ~  Admin Mode » Disable @ Enable

= OSPF Configuration Router D 1441
* Advanced *

b. Under OSPF Configuration, in the Router ID field, enter 1.1.1.1.
c. Click Apply to save the settings.
5. Enable OSPF on the port 2/0/11.
a. Select Routing > OSPF > Advanced > Interface Configuration.
A screen similar to the following displays.

o | owows | o | wo | oy | Menkry | Moo | tep | bae | |

Routing Table [P IPv6 VLAN ARP RIP DSPFv3  Router Discovery VRRP  Multicast Py Multicast
QSPF Interface Configuration
*Hasic vl o1zan
el - Subnat Ad Raout Retr: it Hell Dead Iftransit Del
. U min er  Retransmi ello lea ransit Delay
* OSPF Configuration L linteaRcel (i Addiess Mask Saal Mode Priarity  Interval Interval Interval Interval
* Common Area 21011 192 168.10 1 | 256 2552650 0.00.0 |& Enable ~ | 1 5 10 40 1
Configuration
O 201 0.0.0.0 0.0.0.0 0 Disable 1 5 10 40 1
* Stub Area =
Configuration o 202 0.0.0.0 0.0.0.0 0 Disable 1 L 10 40 a
NSSA A O 203 0.0.0.0 0.0.0.0 0 Disable 3 5 10 40 1
¥ rea .
Configuration O 20 0.0.0.0 0.0.0.0 0 Disable # 5 10 40 1
N 0 2o 0.0.0.0 0.0.0.0 0 Disable 1 5 10 40 1
* Area Range e
Configuration O 2006 0000 0.0.0.0 0 Disable 1 5 10 40 1
" @ 2o 0.0.0.0 0.0.0.0 0 Disable 1 5 10 40 1
» Interface Configuration _
O 208 0.0.0.0 0.0.0.0 0 Disable 1 5 10 40 1
A HEC e SEa s O 209 0000 0.0.0.0 0 Disable 1 3 10 40 1
* Neighbor Table O 2010 0.0.0.0 0.00.0 0 Disable 1 5 10 40 &
S S DA ¥ 20/11 192168101 2652652560 O Disable 1 5 10 40 1
0 2012 0.0.0.0 0.0.0.0 0 Disable 1 B 10 40 i

b. Under Interface Configuration, scroll down and select the interface 2/0/11 check box.
Now 2/0/11 appears in the Interface field at the top.
e Inthe OSPF Area ID field, enter 0.0.0.0.
* Inthe Admin Mode field, select Enable.
c. Click Apply to save the settings.
6. Enable OSPF on the port 2/0/19.
a. Select Routing > OSPF > Advanced > Interface Configuration.
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A screen similar to the following displays.

I R R e A e e R B |

RoutingTable 1P IPveé VLAN ARP RIP OSPFv3  Router Discovery VRRP  Multicast  |Pv6 Multicast
OSPF Interface Configuration
*Basic Y12
e - Subnel Admi Rout Ret it Hell Dead lftransit Del
- - imin outer  Retransmit  Hello & ansit Delay
* OSPF Configuration L Hnlertacel i Acdress Mask el Mode Priority  Interval Interval  Interval  Interval
* Common Area 2/0/9 | 192.168.20.1 |265.256.266.0 0001 || Enable ~ |1 5 10 40 1
Configuration = L
o 201 0.0.0.0 0.0.0.0 0 Disable 1 5 10 40 1
= Stub Area [ -
Configuration 2002 0.0.0.0 0.0.0.0 0 Disable 1 i 10 40 1
HSSA A O, 270/3 0.0.0.0 0.0.0.0 0 Disable % 5 10 40 1
- rea - .
Configuration O 204 0000 0.0.0.0 0 Disable 1 5 10 40 1
. L 2r0i5 0000 0000 0 Disable k) i 10 40 ;)
e O 206 0000 0.0.0.0 0 Disable 1 5 10 40 1
il 0 I
e Consa |: 2107 0.0.0.0 0.0.0.0 0 Disable 3 5 10 40 1
: 0 2r0/8 0.000 0.0.0.0 0 Disable 1 5 10 40 1
HAnliGs Sy O 208 0000 0.0.0.0 0 Disable 1 5 10 40 1
= Neighbor Table L 270110 0.0.0.0 0.0.0.0 0 Disable 1 i 10 40 1
TR O 20m 192168101 2552862660 0 Enable 1 5 10 40 1
Ll 2/0/12 0.0.0.0 0.0.0.0 0 Disable 1 L 10 40 1

Under Interface Configuration, scroll down and select the interface 2/0/19 check box.
Now 2/0/19 appears in the Interface field at the top.
In the OSPF Area ID field, enter 0.0.0.1.
In the OSPF Admin Mode field, select Enable.
c. Click Apply to save the settings.
7. Configure area 0.0.0.1 as a stub area.
a. Select Routing > OSPF > Advanced > Stub Area Configuration.

A screen similar to the following displays.

(orson | omom | oms | w0 | ey | Mooy | omewes | ey | mx | |

Rauting Table.  IP

* Basic

* Advanced

IPv6  VLAN ARP RIP

OSPFv3  Router Discovery VRRP  Multicast  IPv6 Multicast

OSPF Stub Area Configuration

LI ArealD
0.001

SPF Runs Avea Border Router Count. Area LSA Count  Area LSA Checksum Import Summary LSAs

Disable ~

= OSPF Configuration

= Common Area
Configuration

= Stub Area
Configuration

b. Enter the following information:
In the Area ID field, enter 0.0.0.1.
In the Import Summary LSAs field, select Disable.

c. Click Add to save the settings.

OSPF
119



Managed Switches

CLI: Configure Area 1 as a Stub Area on A2

1. Enable routing on the switch.

(Netgear Switch) #config
(Netgear Switch) (Config)#ip routing
(Netgear Switch) (Config)#router ospf

2. Set the router ID to 2.2.2.2.

(Netgear Switch) (Config-router)#router-id 2.2.2.2

3. Configure area 0.0.0.1 as a stub area.

(Netgear Switch) (Config-router)#area 0.0.0.1 stub

4. Enable OSPF area 0.0.0.1 on the 1/0/15.

(Netgear Switch) (Config-router)#exit

(Netgear Switch) (Config-router)#exit

(Netgear Switch) (Config)#interface 1/0/15

(Netgear Switch) (Interface 1/0/15)#routing

(Netgear Switch) (Interface 1/0/15)#ip address 192.168.20.2 255.255.255.0
(Netgear Switch) (Interface 1/0/15)#ip ospf

(Netgear Switch) (Interface 1/0/15)#ip ospf areaid 0.0.0.1

(Netgear Switch) (Interface 1/0/15)#exit
(Netgear Switch) (Config)#exit
(Netgear Switch) #show ip route

Total Number of Routes....... oo oreoii i 2
Network Subnet Next Hop Next Hop
Address Mask Protocol Intf IP Address
0.0.0.0 0.0.0.0 OSPF Inter 1/0/15 192.168.20.1
192.168.20.0 255.255.255.0 Local 1/0/15 192.168.20.2
OSPF
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Web Interface: Configure Area 1 as a Stub Area on A2
1. Enable IP routing on the switch.
a. Select Routing > IP > Basic > IP Configuration.

A screen similar to the following displays.

[~ oen [ swows | omra | a0 | ey | oriomg | o | rp | e

Routing Table IPvé  VLAN ARP RIP OSPF OSPFvJ Router Discovery VRRP  Multicast  IPv6 Multicast

IP Configuration

* Basic 4 Default Time to Live 64

Routing Mode @ Enable () Disable

= Statistics ICMP Echo Replies @ Enable () Disable

- Advanced ~ ICMP Redirects 2 Enable ® Disable
ICMP Rate Limit Interval 1000 (0 to 2147483647 ms)
ICMP Rate Limit Burst Size 100 (1 to 200)
Maximum Next Hops 16
Maximum Routes 12288
Select to configure Global Default Gateway =
Global Default Gateway

b. For Routing Mode, select the Enable radio button.
c. Click Apply to save the settings.
2. Assign IP address 192.168.10.1 to port 1/0/15.
a. Select Routing > IP > Advanced > IP Interface Configuration.

A screen similar to the following displays.

(oo | owows | Rows | @s | semy | wewn | Wows | b | bx | |

Routing Table IPv6  VLAN ARP RIP OSPF  OSPFY3  RouterDiscovery VRRP  Multicast  IPv6 Multicast
“ IP Interface Configuration
=Basic 4 12 Al
= Advanced ~ = . Sl Routi AT z
o 1 Address Configuration ubnet iting ministrative
*IP Configuration LI Port  Description VLANID Method 1P Address Mask Mode Mode:
- Statistics 1/0/15 Manual ~ 192168.20 2 255.256.255.0 Enable ~ || Enable ~
-i(l;'frateﬁaré? O 1o None 0.0.0.0 0.0.0.0 Disable Enable
St O 102 Nane 0.0.0.0 0.0.0.0 Disable Enable
* Secondary IP @ 13 Nane 0000 0000 Disable Enable
O o4 Nane 0.0.0.0 0.0.0.0 Disable Enable

b. Scroll down and select the interface 1/0/15 check box.
Now 1/0/15 appears in the Interface field at the top.

c. Enter the following information:
* Inthe IP Address Configuration Method field, select Manual.
e Inthe IP Address field, enter 192.168.20.2.
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¢ |n the Network Mask field, enter 255.255.255.0.
* Inthe Admin Mode field, select Enable.
d. Click Apply to save the settings.
3. Specify the router ID, and enable OSPF for the switch.
a. Select Routing > OSPF > Basic > OSPF Configuration.

A screen similar to the following displays.

o | owows | Roars | @5 | ey | eons | viomrmen | op | s |

Routing Table 1P IPv6 VLAN ARP RIP 0SPF3  Router Discovery VRRP  Multicast  IPv6 Multicast
- Basic ~  Admin Mode Disable @ Enable

- OSPF Configuration Router ID 22232
= Advanced ~

b. In the Router ID field, enter 2.2.2.2.
c. Click Apply to save the settings.
4. Enable OSPF on port 1/0/15.
a. Select Routing > OSPF > Advanced > Interface Configuration.

A screen similar to the following displays.

System Switching Routing QoS Securty Monitoring Maintenance Help Index
RoutingTable 1P 1Pv6 VLAN ARP RIP OSPFv3  Router Discovery VRRP  Multicast  IPvE Multicast
OSPF Interface Configuration
*Basic ~ 12 Al
(S - Subnet Admi Rout Retr, t Hell Dead Iftransit Del.
ubnef : min outer ansmi o LET nsii lay
* OSPF Configuration L {iateskica) MR Rade: s Mask G Made Priority  Interval Interval  Interval  Interval
*Comman Area 14015 | 192.168:20.2| ‘25626525501 0.0.0.1 || Enable ~ |11 5 10 40 1
Configuration
& 1701 0000 00020 0 Disable 1 Ly 10 40 1
*Stub Area i
Configuration 1002 0.000 0.0.0.0 0 Disable 1 5 10 40 1
N O 103 0.0.0.0 0.0.0.0 0 Disable 1 5 10 40 1
- rea =
Configuration O/ 1/0/4 0.0.0.0 0.0.0.0 0 Disable 1 5 10 40 1
P L 1/0/5 0000 0000 0 Disable 1 5 10 40 1
* Area Range ;
Configuration l._l 1/0/6 0.0.0.0 0.0.0.0 0 Disable 1 5 10 40 1
= £ O 1o 0.0.0.0 0.0.0.0 0 Disable 1 5 10 40 1
» Interface Configuration ,
- 0 108 0000 0000 0 Disable 1 5 10 40 1

b. Under Interface Configuration, scroll down and select the interface 1/0/15 check box.
Now 1/0/15 appears in the Interface field at the top.

e Inthe OSPF Area ID field, enter 0.0.0.1.
* Inthe OSPF Admin Mode field, select Enable.
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c. Click Apply to save the settings.
5. Configure area 0.0.0.1 as a stub area.
a. Select Routing > OSPF > Advanced > Stub Area Configuration.

A screen similar to the following displays.

ey | oomg | 005 | Seom | thomoms | o | o |

FoutingTakla 1P IPE VLAN ARP W OSPFRI  Router Discowery VRAP  Muhticast  IPv6 Multican
| a1 | Deein | conce |
OSPF Stub Ates Gonfiguraton
| OESE SPFFimy | Avns Border Reute Count | A L5A Count Aras LSA Checksum  Import Summary L35 Delull Coat Trow ol Serace
b. In the Area ID field, enter 0.0.0.1.
c. Click Add to save the settings.
NSSA Areas
Layer 3 Layer 3
\ switch ) Switch
Port 2/0/11 . — Port 2/0/19 Port 1/0/15 - -
. L L TE T T Y B | [ma Fafaslaleslicsls
=Etefafaratuya |=ctepepavapars |
Area O Area 1

Figure 15. NSSA area

The example is shown as CLI commands and as a web interface procedure.

CLI: Configure Area 1 as an NSSA Area

1. Enable routing on the switch.

(Netgear Switch) #config
(Netgear Switch) (Config)#router ospf
(Netgear Switch) (Config)#ip routing
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2. Configure area 0.0.0.1 as an NSSA area.

(Netgear Switch) (Config)#router ospf
(Netgear Switch) (Config-router)#router-id 1.1.1.1
(Netgear Switch) (Config-router)#area 0.0.0.1 nssa

3. Stop importing summary LSAs to area 0.0.0.1.

(Netgear Switch) (Config-router)#area 0.0.0.1 nssa no-summary

4. Enable area 0.0.0.1 on port 2/0/19.

(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)

(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
Total Number of
Network
Address

14.1.2.0

192.168.10.0
192.168.20.0
192.168.40.0
192.168.41.0
192.168.42.0

(Config-router)#exit
(Config)#interface 2/0/11

(Interface
(Interface
(Interface
(Interface

2/0/11)#routing

2/0/11)#ip address 192.168.10.1 255.255.255.0
2/0/11)#ip ospf

2/0/11)#exit

(Config)#interface 2/0/19

(Interface
(Interface
(Interface
(Interface

(Interface

2/0/19)#routing

2/0/19)#ip address 192.168.20.1 255.255.255.0
2/0/19)#ip ospf

2/0/19)#ip ospf areaid 0.0.0.1

2/0/19)#exit

(Config)#exit
#show ip route

Routes. ... .o 2
Subnet Next Hop Next Hop
Mask Protocol Intf IP Address

255.255.255.0 OSPF Inter 2/0/11 192.168.10.2
255.255.255.0 OSPF Inter 2/0/11 192.168.10.2
255.255.255.0 Local 2/0/11 192.168.10.1
255.255.255.0 Local 2/0/19 192.168.20.1
255.255.255.0 OSPF NSSA T2 2/0/19 192.168.20.2
255.255.255.0 OSPF NSSA T2 2/0/19 192.168.20.2
255.255.255.0 OSPF NSSA T2 2/0/19 192.168.20.2
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Web Interface: Configure Area 1 as an NSSA Area on A1
1. Enable IP routing on the switch.
a. Select Routing > IP > Basic > IP Configuration.

A screen similar to the following displays.

[oren [ owowg | oa | oo | ey | vowomg | amenwee | on | wr |

Routing Table IPé VLAN ARP RIP OSPF 0OSPFv3 Router Discovery VRRP  Multicast IPv6 Multicast

“ IP Configuration

= Basic 4 Default Time to Live 64

Routing Mode @ Enable ¢ Disable

= Statistics ICMP Echo Replies @ Enable ) Disable

= Advanced ~ ICMP Redirects & Enable @ Disable
ICMP Rate Limit Interval 1000 (0 to 2147483647 ms)
ICMP Rate Limit Burst Size 100 {1 to 200)
Maximum Next Hops 16
Maximum Routes 12288
Select to configure Global Default Gateway =
Global Default Gateway

b. For Routing Mode, select the Enable radio button.
c. Click Apply to save the settings.
2. Assign IP address 192.168.10.1 to port 2/0/11.
a. Select Routing > IP > Advanced > IP Interface Configuration.
A screen similar to the following displays.

[~ open | owoms | oung | a5 | socwy | ooty | Womoowes | tep | mi | |

Routing Table IPvé VLAN ARP RIP° OSPF OSPFv3 RoulerDiscovery VRRP Multicast [Pv6 Multicast
“ IP Interface Configuration
*Basic MEEEZ.
* Advanced -~ = ey o Routi e
. Addrass guration ubnet outing ministrative
*IP Configuration || Port  Deseription LR Method {20ddess Mask IMode Mode.
= Statistics 2/0/11 Manual ~ 192168101 255.255.255.0 Enable ~ ||| Enable ~
-I(I;:'Interfac;g O 201 Mone 0.0.0.0 0.0.00 Disable Enable
el o 202 None 0.0.00 00.00 Disable  Ensble
*Secondary IP O 203 None 0000 0.0.0.0 Disable Enable
O 200 MNone 0000 0000 Disable Enable
O 20/ MNone 0.0.0.0 0.0.0.0 Disable Enable
O 206 Mone 0.0.0.0 0.0.0.0 Disable Enable
o 207 None 0.000 0000 Disable Enable
O 20/ Maone 0.0.0.0 0.0.0.0 Disable Enable
O 209 Mane 0.0.0.0 0.0.00 Disable Enable
L 2/0/10 Mone 0.0.00 0.0.00 Disable Enable
¥ 20011 None 0000 0000 Disable Enable

b. Scroll down and select the interface 2/0/11 check box.
Now 2/0/11 appears in the Interface field at the top.
c. Enter the following information:
e Inthe IP Address field, enter 192.168.10.1.
e Inthe Network Mask field, enter 255.255.255.0.
* Inthe Admin Mode field, select Enable.
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d. Click Apply to save the settings.
3. Assign IP address 192.168.20.1 to port 2/0/19.
a. Select Routing > IP > Advanced > IP Interface Configuration.

A screen similar to the following displays.

oo | omeing | oung | a5 | seurny | tewormn | Womoomwo | tp | b | |

Routing Table IP¥s VLAN ARP RP OSPF OSPF/3 RouterDiscovery VRRP Multicast [Pv6 Multicast
“ IP Interface Configuration
= Basic ¥ q1zal
dneed 7 IP Address Configurati Subn R Administrati
z ress Configuration ubnet outing inistrative
=|P Configuration L (Eos S [Lsen phon R Method IP Address Mask Mode Mode
* Statistics 2/018 Manual ~ 192.168.20.1 255.255.255.0 Enable ~ [N Enable ~
E’ [rgE!‘fﬁfé? @ 2on None 0.0.0.0 0.0.0.0 Disable Enable
At el @ 2002 None 0.0.00 0000 Dissble  Enable
*Secondary 1P [ 2083 None 0.0.00 0.000 Disable Enable
O 204 Mone 0000 0000 Disable Enable
O 20/ None 0.0.00 0.000 Disable Enable
O 2/ None 0.0.0.0 0.0.00 Disable Enable
O 20 MNone 0000 0000 Disable Enable
0 2/ None 0.0.00 0.000 Disable Enable
O 2000 None 0.0.0.0 0.000 Disable Enable
O 2010 None 0.0.0.0 0.0.0.0 Disable Enable
201 Manual 192.168.10.1 2552552550 Enable Enable

b. Scroll down and select the interface 2/0/19 check box.
Now 2/0/19 appears in the Interface field at the top.

c. Enter the following information:
¢ Inthe IP Address field, enter 192.168.20.1.
¢ |nthe Subnet Mask field, enter 255.255.255.0.
e Inthe Admin Mode field, select Enable.

d. Click Apply to save the settings.

4. Specify the router ID, and enable OSPF for the switch.
a. Select Routing > OSPF > Basic > OSPF Configuration.

A screen similar to the following displays.

Routing Table IP° IPvé  VLAN ARP RIP OSPFv3  Router Discovery VRRP  Multicast  IPv6 Multicast
*Basic ~  Admin Mode Disable @ Enable

+ OSPF Configuration Router ID 2222
* Advanced L

b. Under OSPF Configuration, in the Router ID field, enter 2.2.2.2.
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c. Click Apply to save the settings.
5. Enable OSPF on port 2/0/11.
a. Select Routing > OSPF > Advanced > Interface Configuration.

A screen similar to the following displays.

[ovsen | swng | oung | oo | vy | veows | Mamwweo | e | mer | |

Routing Table 1P [Pv6  VLAN ARP RIP OSPFv3  Router Discovery VRRP  Multicast  IPv6 Multicast
OSPF Interface Configuration
*Basic “Wl 12an
denead " Subnet Ad Router  Refransmit Hello  Dead  Iransit Del
. U min er etransmi ello lea ansit Delay
+0SPF Configuration Lt incedacey i Address il gy £ A= DS Prioity Interval  Intenval Interval | Interval
*Common Area 210/1 | 192.168.10.1 | 255.255.255.0| 0.0.0.0 || Enable 1 5 10 40 1
Configuration
O 201 0000 0.0.0.0 0 Disable 1 5 10 40 1
= Stub Area 1
e O 202 0000 0000 0 Disable 1 5 10 40 4
Jsoa a 0 203 0000 0000 0 Disabla 1 5 10 40 1
' rea .
Configuration O 204 0000 0.0.0.0 0 Disable . 5 10 40 4
R O 2005 00.00 0.0.0.0 0 Disable 1 5 10 40 1
Cotaraben O 206 0000 0.0.0.0 0 Disable 1 5 10 40 1
. O 2007 0000 0000 0 Disabla 1 5 10 40 1
- Interface Configuration 3
O 208 0000 0000 0 Disable 1 5 10 40 4
rinberace Siahgtics O 200 0000 0.000 0 Disable 1 5 10 40 1
* Neighbor Table O 2010 0.0.00 0.0.0.0 0 Disable 9 5 10 40 4
B ¥ 201 192168101 2552552550 0 Disabla 1 5 10 40 1
0 2012 _ 0000 0000 0 Disable 1 5 10 40 1

Scroll down and select the interface 2/0/11 check box.
Now 2/0/11 appears in the Interface field at the top.
In the OSPF Area ID field, enter 0.0.0.0.
In the OSPF Admin Mode field, select Enable.
c. Click Apply to save the settings.
6. Enable OSPF on port 2/0/19.
a. Select Routing > OSPF > Advanced > Interface Configuration.

A screen similar to the following displays.

oo | oy | ooy | 005 | oy | tortowy | Wonorane | pop | wr | |

Routing Table 1P IPv6 VLAN ARP RIP OSPRv3  Router Discovery VRRFP  Multicast  1Pv6 Multicast
OSPF Interface Configuration
*Basic Y o1za
el - Subnet Admi Rout: Reti it Hell Dead Itransit Del
s - min outer  Retransmit  Hello e ansit Delay
- OSPF Configuration ialesecs] sl Andes Mask creain Mode Priority  Interval Interval  Interval  Interval
* Common Area 21019 192.168.20.1 2552552660 0.00.1 Enable i) 5 10 40 1
Configuration : .
O 20m 0000 0000 0 Disable 1 1Y 10 40 1
*Stub Area M i
Configuration O 2072 0.0.0.0 0.0.0.0 0 Disable 1 5 10 40 1
NSSA A 23 0000 0000 0 Disable i i 10 40 ‘!
g rea -
Connguratian O 204 0000 0.0.0.0 0 Disable 1 5 10 40 1
SR & 2r0r5 0.0.0.0 0.0.0.0 0 Disable 1 5 10 40 1
Chffiaton O 206 0000 0000 0 Disable 1 5 10 40 1
B 2n0fr 0.0.0.0 0.0.0.0 0 Disabl 1 5 10 40 1
* Interface Configuration ‘_ i e
- O 2078 0.0.0.0 0.0.0.0 0 Disable 1 5 10 40 1
*intedace Stalstics. 0 209 0000 0000 0 Disable 1 5 10 49 1
*Neighbor Table O 21000 0.0.0.0 0.0.0.0 0 Disable 1 [ 10 40 1
R — O 2ot 192168101 2852662550 0 Enable 1 5 0 40 1
Ll 25012 0000 0000 0 Disable 1 L) 10 40 1

b. Scroll down and select the interface 2/0/19 check box.

2/0/19 now appears in the Interface field at the top.
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c. Enter the following information:
¢ Inthe OSPF Area ID field, enter 0.0.0.1.
* Inthe OSPF Admin Mode field, select Enable.

d. Click Apply to save the settings.

7. Configure area 0.0.0.1 as an NSSA area.

a. Select Routing > OSPF > Advanced > NSSA Area Configuration.

A screen similar to the following displays.
| Swichiog | Routiog | oS | Secwiy | Monoring | Mamtsnwrce | _bielp |

Routng Table P % VLAN ARP WP OSPFI  Router Discovery  VRRP  Multicast  IPv6 Multicast

Dutsut imformaticn Onginats

BPF  Asea Boeder  An LZA Adea LBA . impont Summary Ao W Mhetrc Vislon

Trarmlatne
D Runs Houter o Count  Ohwchsum LSfs Moo Type. Fiole

b. Enter the following information.

* Inthe Area ID field, enter 0.0.0.1.

* Inthe Import Summary LSA’s field, select Disable.
c. Click Add to save the settings.

CLI: Configure Area 1 as an NSSA Area on A2

1. Enable routing on the switch.

(Netgear Switch) #config
(Netgear Switch) (Config)#ip routing
(Netgear Switch) (Config)#router ospf

2. Set the router ID to 2.2.2.2.

(Netgear Switch) (Config-router)#router-id 2.2.2.2

3. Configure the area 0.0.0.1 as an NSSA area.

(Netgear Switch) (Config-router)# area 0.0.0.1 nssa
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4. Redistribute the RIP routes into the OSPF.

(Netgear Switch) (Config-router)#redistribute rip
(Netgear Switch) (Config-router)#redistribute rip subnets

5. Enable OSPF area 0.0.0.1 on port 1/0/15.

(Netgear Switch) (Config-router)#exit

(Netgear Switch) (Config)#interface 1/0/11

(Netgear Switch) (Interface 1/0/11)#routing

(Netgear Switch) (Interface 1/0/11)#ip address 192.168.30.1 255.255.255.0
(Netgear Switch) (Interface 1/0/11)#ip rip

(Netgear Switch) (Interface 1/0/11)#exit

(Netgear Switch) (Config)#interface 1/0/15

(Netgear Switch) (Interface 1/0/15)#routing

(Netgear Switch) (Interface 1/0/15)#ip address 192.168.20.2 255.255.255.0
(Netgear Switch) (Interface 1/0/15)#ip ospf

(Netgear Switch) (Interface 1/0/15)#ip ospf areaid 0.0.0.1

(Netgear Switch) (Interface 1/0/15)#exit

(Netgear Switch) (Config)#exit

(Netgear Switch) #show ip route

Total Number of Routes. . ....cooeoeeeaao oo . 6

Network Subnet Next Hop Next Hop

Address Mask Protocol Intf IP Address
0.0.0.0 0.0.0.0 OSPF Inter 1/0/15 192.168.20.1
192.168.20.0 255.255.255.0 Local 1/0/15 192.168.20.2
192.168.30.0 255.255.255.0 Local 1/0/11 192.168.30.1
192.168.40.0 255.255.255.0 RIP 1/0/11 192.168.30.2
192.168.41.0 255.255.255.0 RIP 1/0/11 192.168.30.2
192.168.42.0 255.255.255.0 RIP 1/0/11 192.168.30.2

OSPF
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Web Interface: Configure Area 1 as an NSSA Area on A2

1. Enable IP routing on the switch.
a. Select Routing > IP > Basic > IP Configuration.

A screen similar to the following displays.

o | swomy | fowrs | @ | swomy | ety | biromen | op | o |

Rauting Table IPv6  VLAN ARP RIP OSPF 0OSPFJ Router Discovery VRRP  Multicast PG Multicast

“ IP Configuration

*Basic ~  Default Time to Live 64

Routing Mode @® Enable () Disable

* Statistics ICMP Echo Replies @® Enable & Disable

= Advanced v ICMP Redirects ) Enable ® Disable
ICMP Rate Limit Interval 1000 (0 to 2147483647 ms)
ICMP Rate Limit Burst Size 100 {1 fo 200)
Maximum MNext Hops 16
Maximum Routes 12288
Select to configure Global Default Gateway (]
Global Default Gateway

b. mFor Routing Mode, select the Enable radio button.
c. Click Apply to save the settings.
2. Assign IP address 192.168.30.1 to port 1/0/11.
a. Select Routing > IP > Advanced > IP Interface Configuration.

A screen similar to the following displays.

[ormen | swog | oum | oo | ey | towors | Mmoo | oo | wr | |

Routing Table Pv6  VLAN ARP° RIP OSPF 0SPF3 Router Discovery VRRP  Multicast  |Pv6 Multicast
“ IP Interface Configuration
*Basic Y1zl
pvances " IP Address Configu Subni Routi Administrati
Py : 855 C uration et ting Administrative
+IP Configuration LI Poit | Description VLAN ID Method 1P Address Mask Made Mode
* Statistics 1011 Manual ~ 192,168.30.1 255.256.255.0 Enable | Enabls ~
lg l!}T[:EFfB‘-‘EB O 1o None 0.0.0.0 0.00.0 Disable Enable
sl el O 102 None 0.0.0.0 0.0.00 Dissble  Enable
efssandan Ik o 10r3 Nene 0.0.0.0 0.0.0.0 Disable Enable
0 1074 MHone 0.0.0.0 0000 Disable Enable
& 1ors None 0000 0000 Disable Enable
O torm None 0.000 0.000 Disable Enable
O ot None 0.0.0.0 0.0.0.0 Disable Enable
1 1/0r8 Mone 0000 0000 Disable Enable
O 1/ore None 0.0.0.0 0.00.0 Disable Enable
/om0 None 0.0.0.0 0.000 Disable Enable
Il 170711 MHone 0000 0000 Disable Enable

b. Scroll down and select the interface 1/0/11 check box.
Now 1/0/11 appears in the Interface field at the top.

c. Enter the following information:
* Inthe IP Address Configuration Method field, select Manual.
¢ Inthe IP Address field, enter 192.168.30.1.
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e Inthe Network Mask field, enter 255.255.255.0.
* Inthe Routing Mode field, select Enable.
d. Click Apply to save the settings.
3. Assign IP address 192.168.20.2 to port 1/0/15.
a. Select Routing > IP > Advanced > IP Interface Configuration.

A screen similar to the following displays.

[~ orson | omom | ou | @o | wwy | towomg | Mamewes | fow | wm | |

Rauting Table IPv6é  VLAN ARP RIP OSPF OSPFv3 Router Discovery VRRP  Multicast  IPv6 Multicast

“ IP Interface Configuration

*Basic M2

= Advanced ~ . = T B
P Configuration L] lart | Deserpton VLAN ID H’;eﬁ:ﬁ:{;ess Caonfiguration 1P Addiess I\SﬂL;l;T;(et I\Rﬂool:it;ng :I;\nir;imslratwe
* Statistics 110015 Manual ~ 192.168.20.2 255.255.265.0 Enable v | Enable ~

-,.l 1#01.1 MNane 0000 0000 Dfsable Enable

O 12 Mone 0.0.0.0 0.0.0.0 Disable Enable

*Secondany | O 103 None 0.0.0.0 0.0.0.0 Disable Enable

b. Under Configuration, scroll down and select the interface 1/0/15 check box.
Now 1/0/15 appears in the Interface field at the top.

c. Enter the following information:
* Inthe IP Address Configuration Method field, select Manual.
e Inthe IP Address field, enter 192.168.20.2.
* Inthe Network Mask field, enter 255.255.255.0.
* Inthe Routing Mode field, select Enable.

d. Click Apply to save the settings.

4. Specify the router ID, and enable OSPF for the switch.
a. Select Routing > OSPF > Basic > OSPF Configuration.
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A screen similar to the following displays.

[ sren | swowg | ooy | 005 | ey | bortows | Nowonee | top | o |

Routing Table 1P IPv6  VLAN ARP RIP OSPF3  Router Discovery VRRP  Multicast  IPv6 Multicast
*Basic A Admin Mode ) Disable @ Enable

- OSPF Configuration Router ID 2222
= Advanced ~

b. Under OSPF Configuration, in the Router ID field, enter 2.2.2.2.
c. Click Apply to save the settings.

5. Enable RIP on port 1/0/11.
a. Select Routing > RIP > Advanced > Interface Configuration.

A screen similar to the following displays.

[ omen | owows | toum | o | swowy | tontowo | Momowe | top | mm |

Routing Table [P [Pv6 VLAN ARP OSPF  OSPFv3  Router Discavery VRRP  Multicast  IPv6 Multicast
RIP RIP Interface Configuration
B Y12l
* Advanced # = — b . . = = =
|| Interface Send Version Receive Version RIP Mode — Au ion Type Au ion Key A Key ID

=RIP Configuration

. 1011 RIP2 ~ Both ~ Enable ~ || Mone 4
= Interface Configuration —
l /01 RIP-2 Bath Disable None
J

0
@ ]
*Route Redistribution O 102 RP2 Bath Disable None 0
@ o3 RIP-2 Bath Disable None 0
O tom RIP-2 Bath Disable None 0
& 1ok RIP-2 Bath Disable None 0
@ 1. RIP-2 Bath Disable None 0
@ o RIP-2 Both Disable None 0
@ vos RIP-2 Both Disable None 0
@ o9 RIP-2 Bath Disable None 0
© 1010 RP-2 Bath Disable None 0
@ 1011 RP2 Bath Disable None 0

b. Enter the following information:
* Inthe Interface field, select 1/0/11.
* For RIP Admin Mode, select the Enable radio button.
c. Click Apply to save the settings.
6. Enable OSPF on port 1/0/15.
a. Select Routing > OSPF > Advanced > Interface Configuration.
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A screen similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
Routing Table 1P IPv6 VLAN ARP RIP OSPFv3  Router Discovery VRRP  Multicast  IPv6 Multicast
OSPF OSPF Interface Configuration
A N 1za
“Adancad - Subnet Ad Rout Ret: it Hell Dead  [ftransit Del
ubne! min outer  Retransmi ello A ransit Delay
=0SPF Configuration i Hiferiacal p B o Mask i Mode Priority ~ Interval Interval Interval  Interval
=Common Area 11015 192.168.20.2 2552552550 00.01 Disable ~ |F1 5 10 40 1
Configuration
o 10n1 0.0.0.0 0.0.0.0 0 Disable 1 5 10 40 1
= Stub Area 1
Configuration o102 0.0.0.0 0.0.0.0 0 Disable 1 5 10 40 1
G, 0 103 0.0.0.0 0.0.0.0 0 Disable 1 5 10 40 1
. rea e
Configuration O/ 1/0/4 0.0.0.0 0.0.0.0 0 Disable 1 5 10 40 1
Area R O 105 0.0.0.0 0.0.0.0 0 Disable 1 5 10 40 1
= Area Range
Configuration O 106 | 0.00.0 0.0.0.0 0 Disable 1 5 10 40 1
" o 1o 0.0.0.0 0.0.0.0 0 Disable 1 5 10 40 1
= Interface Configuration o
O 1/ 0.0.0.0 0.0.0.0 0 Disable 1 5 10 40 1

b. Scroll down and select the interface 1/0/15 check box. Now 1/0/15 appears in the
Interface field at the top.

c. Enter the following information:
e Inthe OSPF Area ID field, enter 0.0.0.1.
* Inthe OSPF Admin Mode field, select Enable.
d. Click Apply to save the settings.
7. Configure area 0.0.0.1 as an NSSA area.
a. Select Routing > OSPF > Advanced > NSSA Area Configuration.

A screen similar to the following displays.

T R R R T R R B B

RoutmgTable P Pl VILAN ARF RIP O5PFM]  Router Dsscovery  VRRF Multicast (P Multicast

SPF Ava Bosder | AreaLSA  AmaLSA  bmpod Sumenany Tiznslator Translal
il Fums RoderCount Cound  Checksum LSAs T e Melac Type Fale Indervat

Drsable - .

b. Inthe Area ID field, enter 0.0.0.1.
c. Click Add to save the settings.
8. Redistribute the RIP routes into the OSPF area.
a. Select Routing > OSPF > Advanced > Route Redistribution.
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A screen similar to the following displays.

[ oren | s | owro | o5 | oy | oo | oo | b | bwx | |

Routing Table 1P IPv6  VLAN ARFP RIP OSPFv3  Router Discovery VRRP  Multicast  1Pv6 Multicast

= Advanced OSPF Route Redistribution

=0SPF Configuration

| Source  Redistribute  Metric Metric Type Tag e e
=Common Area
Configuration RIP Enable ~ - .
= Stub Area [ Connected Disable
Configuration
1’ Static Disable
“NSSA Area ¥ RIP Disable
Configuration
| OSPF Disable
= Area Range ] BGP Disable

Configuration
=Interface Configuration
*Interface Statistics
= Neighbor Table
=Link State Database

=Virtual Link
Configuration

= Route Redistribution

b. Scroll down and select the RIP check box.

Now RIP appears in the Source field at the top.
c. Enter the following information:
In the Redistribute field, select Enable.

Under Route Redistribution, in the Available Source list, select RIP.
Click Add to add a route redistribution.

VLAN Routing OSPF

For larger networks Open Shortest Path First (OSPF) is generally used in preference to RIP.
OSPF offers the following benefits to the administrator of a large and/or complex network:
* Less network traffic:

- Routing table updates are sent only when a change has occurred

- Only the part of the table that has changed is sent

- Updates are sent to a multicast, not a broadcast, address
e Hierarchical management, allowing the network to be subdivided
The top level of the hierarchy of an OSPF network is known as an autonomous system (AS)
or routing domain, and is a collection of networks with a common administration and routing
strategy. The AS is divided into areas: intra-area routing is used when a source and
destination address are in the same area, and inter-area routing across an OSPF backbone

is used when they are not. An inter-area router communicates with border routers in each of
the areas to which it provides connectivity.
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The switch operating as a router and running OSPF will determine the best route using
the assigned cost and the type of the OSPF route. The order for choosing a route if more
than one type of route exists is as follows:

Intra-area

Inter-area

External type 1: the route is external to the AS

External Type 2: the route was learned from other protocols such as RIP

CLI: Configure VLAN Routing OSPF

This example adds support for OSPF to the configuration created in the base VLAN routing
example in Figure 10, Layer 3 switch configured for port routing on page 82.

1. Configure the switch as an inter-area router.

(Netgear Switch) #vlan data

(Netgear Switch) (Vlan)#vlan 10

(Netgear Switch) (Vlan)#vlan 20

(Netgear Switch) (Vlan)#vlan routing 10

(Netgear Switch) (Vlan)#vlan routing 20

(Netgear Switch) (Vlan)#exit

(Netgear Switch) #conf

(Netgear Switch) (Config)#ip routing

(Netgear Switch) (Config)#vlan port tagging all 10

(Netgear Switch) (Config)#vlan port tagging all 20

(Netgear Switch) (Config)#interface 1/0/2

(Netgear Switch) (Interface 1/0/2)#vlan participation include 10
(Netgear Switch) (Interface 1/0/2)#vlan pvid 10

(Netgear Switch) (Interface 1/0/2)#exit

(Netgear Switch) (Config)#interface 1/0/3

(Netgear Switch) (Interface 1/0/3)#vlan participation include 20
(Netgear Switch) (Interface 1/0/3)#vlan pvid 20

(Netgear Switch) (Interface 1/0/3)#exit

(Netgear Switch) (Config)#interface vlan 10

(Netgear Switch) (Interface vlan 10)#ip address 192.150.3.1 255.255.255.0
(Netgear Switch) (Interface vlan 10)#exit

(Netgear Switch) (Config)#interface vlan 20

(Netgear Switch) (Interface vlan 20)#ip address 192.150.4.1 255.255.255.0
(Netgear Switch) (Interface vlan 20)#exit
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2. Specify the router ID and enable OSPF for the switch.

(Netgear Switch) (Config)#router ospf

(Netgear Switch) (Config router)#router-id 192.150.9.9
(Netgear Switch) (Config router)#enable

(Netgear Switch) (Config router)#exit

3. Enable OSPF for the VLAN and physical router ports.

(Netgear Switch) (Config)#interface vlan 10

(Netgear Switch) (Interface vlan 10)#ip ospf areaid 0.0.0.2
(Netgear Switch) (Interface vlan 10)#ip ospf

(Netgear Switch) (Interface vlan 10)#exit

(Netgear Switch) (Config)#interface vlan 20

(Netgear Switch) (Interface vlan 20)#ip ospf areaid 0.0.0.3
(Netgear Switch) (Interface vlan 20)#ip ospf

(Netgear Switch) (Interface vlan 20)#exit

4. Set the OSPF priority and cost for the VLAN and physical router ports.

(Netgear Switch) (Config)#interface vlan 10

(Netgear Switch) (Interface vlan 10)#ip ospf priority 128
(Netgear Switch) (Interface vlan 10)#ip ospf cost 32
(Netgear Switch) (Interface vlan 10)#exit

(Netgear Switch) (Config)#interface vlan 20

(Netgear Switch) (Interface vlan 20)#ip ospf priority 255
(Netgear Switch) (Interface vlan 20)#ip ospf cost 64
(Netgear Switch) (Interface vlan 20)#exit

(Netgear Switch) (Config)#exit
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Web Interface: Configure VLAN Routing OSPF
1. Configure a VLAN and include ports 1/0/2 in the VLAN.
a. Select Routing > VLAN > VLAN Routing Wizard.

A screen similar to the following displays.
I O e

Routng Table 1P 1P ARP RIF OSPF OSPRJ  Router Dcowery VRRP  Moticasl PG Malicast

+ VLAN Routing Wizard —

b. Enter the following information:

e Inthe Vlan ID field, enter 10.

* Inthe IP Address field, enter 192.150.3.1.

* In the Network Mask field, enter 255.255.255.0.
c. Click Unit 1. The ports display:

Click the gray box under port 2 until T displays. The T specifies that the egress packet
is tagged for the port.

d. Click Apply to save the VLAN that includes ports 2.
2. Configure a VLAN, and include port 1/0/3 in the VLAN.
a. Select Routing > VLAN > VLAN Routing Wizard.

A screen similar to the following displays.

b. Enter the following information:
e Inthe Vlan ID field, enter 20.
e Inthe IP Address field, enter 192.150.4.1.
* In the Network Mask field, enter 255.255.255.0.
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c. Click Unit 1. The ports display:

Click the gray box under port 3 until T displays. The T specifies that the egress packet
is tagged for the port.

d. Click Apply to save the VLAN that includes port 3.
3. Enable OSPF on the switch.
a. Select Routing > OSPF > Basic > OSPF Configuration.

A screen similar to the following displays.

[oer | sws | ow | G5 | seomy | oy | oo | oo | i ||

Routing Table 1P [Pv6  VLAN ARP RIP 0SPFR3  Router Discovery VRRP  Multicast  IPv6 Multicast
- Basic ~ Admin Mode ) Disable @ Enable

- OSPF Configuration Router ID 192.150.9.9

* Advanced ~

b. For OSPF Admin Mode, select the Enable radio button.
c. Inthe Router ID field, enter 192.150.9.9.
d. Click Apply to save the setting.
4. Enable OSPF on VLAN 10.
a. Select Routing > OSPF > Advanced > Interface Configuration.

A screen similar to the following displays.

e s R R e ]

RovtmgTable P P VLAN ARF  RIP 05PFd  Rouler Dacowery VAP Multicasl 196 Multices!

OSPF Interface Configuration @

*Basic > 12 VLANS Al Go To interiace | oo |
: o [ a:l:;.r AaiD Routsr  Retansma  Hello  Tisad  Mransd Delay  LSAAck MTU Passne Nopwrk Type

Priocty  intenal Inténnl  Intenal  Interval Intanal Ignore Mads

wan 10 19215031 2S5 E2LE0 000 :
2650 0

o van 10 19215031 26529

10 a0 1 1

= Interface Confguatin

b. Under Interface Configuration, click VLANS to show all the VLAN interfaces.

c. Scroll down and select the interface 0/2/1 check box. Now 0/2/1 appears in the
Interface field at the top.

OSPF
138



Managed Switches

d. Enter the following information:
e Inthe OSPF Area ID field, enter 0.0.0.2.
« |nthe OSPF Admin Mode field, select Enable.
e Inthe Priority field, enter 128.
e Inthe Metric Cost field, enter 32.

e. Click Apply to save the settings.

5. Enable OSPF on VLAN 20.
a. Select Routing > OSPF > Advanced > Interface Configuration.

A screen similar to the following displays.

| Syem | Swmchog | Roang | QoS | Secwwy | Montoeng | Mamence | ep | incex |
Rouling Table [P ™6 VLAN AP RIP 0593 Rovter Dscowery  VRRP  Mulicast  1PVG Mulcast
l.‘:.'ll
T in: uratio ®

Subnat Addrmn Bocier  Rptansmi Hello  Dead  ranse Dalay  LSAAck  MTU Pansne
intaice. | P AMARS iy Al | s Prisdity | Intanal Interval  intenal  Witerval Wanal  Ignoe Mads

an 30 (SR S0 PEEEEFEEN | 0.001 || Ensbla v |§255
0 18215031 7552 128 8 10 40 1 1 Drsably Dsab

= Iriertace Corfquranan

b. Under Interface Configuration, click VLANS to show all the VLAN interfaces.
Scroll down and select the interface 0/2/2 check box. Now 0/2/2 appears in the
Interface field at the top.

d. Enter the following information:

* Inthe OSPF Area ID field, enter 0.0.0.3.

* Inthe OSPF Admin Mode field, select the Enable.
* Inthe Priority field, enter 255.

e Inthe Metric Cost field, enter 64.

e. Click Apply to save the settings.

OSPFv3

OSPFv3 is the Open Shortest Path First routing protocol for IPv6. It is similar to OSPFv2 in
its concept of a link state database, intra- and inter-area, and AS external routes and virtual
links. It differs from its IPv4 counterpoint in a number of respects, including the following:
Peering is done through link-local addresses; the protocol is link based rather than network
based; and addressing semantics have been moved to leaf LSAs, which eventually allow its
use for both IPv4 and IPv6. Point-to-point links are also supported in order to enable
operation over tunnels. It is possible to enable OSPF and OSPFv3 at the same time. OSPF
works with IPv4, and OSPFv3 works with IPv6. The following example shows how to
configure OSPFv3 on a IPv6 network.
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Figure 16. OSPFv3 Protocol for IPv6

CLI: Configure OSPFv3

1. On Al, enable IPv6 unicast routing on the switch.

|(Netgear Switch) (Config)#ipv6 unicast-routing

2. Enable OSPFv3, and assign 1.1.1.1 to router ID.

(Netgear Switch) (Config)#ipv6 router ospf
(Netgear Switch) (Config-rtr)#enable

(Netgear Switch) (Config-rtr)#router-id 1.1.1.1
(Netgear Switch) (Config-rtr)#exit

3. Enable routing mode on the interface 1/0/1, and assign the IP address 2000::1 to IPVv6.

(Netgear Switch) (Config)#interface 1/0/1

(Netgear Switch) (Interface 1/0/1)#routing

(Netgear Switch) (Interface 1/0/1)#ipv6 address 2000::1/64
(Netgear Switch) (Interface 1/0/1)#ipv6 enable

4. Enable OSPFv3 on the interface 1/0/1, and set the OSPF network mode to broadcast.

(Netgear Switch) (Interface 1/0/1)#ipv6 ospf
(Netgear Switch) (Interface 1/0/1)#ipv6 ospf network broadcast
(Netgear Switch) #show ipv6 ospf neighbor

Router ID  Priority Intf 1D Interface State DeadTime
2.2.2.2 1 13 1/0/1 Ful 1/BACKUP-DR 34
OSPF
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5. On A2, enable IPv6 unicast routing on the switch.

(Netgear Switch) (Config)#ipv6 unicast-routing

6. Enable OSPFv3, and assign 2.2.2.2 as the router ID.

(Netgear Switch) (Config)#ipv6 router ospf
(Netgear Switch) (Config-rtr)#enable

(Netgear Switch) (Config-rtr)#router-id 2.2.2.2
(Netgear Switch) (Config-rtr)#exit

7. Enable routing mode on interface 1/0/13, and assign the IP address 2000::2 to IPv6.

(Netgear Switch) (Config)#interface 1/0/13

(Netgear Switch) (Interface 1/0/13)#routing

(Netgear Switch) (Interface 1/0/13)#ipv6 address 2000::2/64
(Netgear Switch) (Interface 1/0/13)#ipv6 enable

8. Enable OSPFv3 on interface 1/0/13, and set the OSPF network mode to broadcast.

(Netgear Switch) (Interface 1/0/13)#ipv6 ospf

(Netgear Switch) (Interface 1/0/13)#ipv6 ospf network broadcast
(Netgear Switch) #show ipv6 ospf neighbor

Router ID Priority IntfID Interface State DeadTime
1.1.1.1 1 1 1/0/13 Full/ DR 34
OSPF
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Web Interface: Configure OSPFv3

1. Enable IPv6 unicast routing on the switch.

a. Select Routing > IPv6 > Basic > IPv6 Global Configuration.

A screen similar to the following displays.
[sen | mowg | Foama | 005 | ooy | ortomg | Watormco | o | e |

Routing Table 1P VLAN ARP RIP 0OSPF OSPFv3 Router Discovery VRRP  Multicast IPv6 Multicast

IPv6 Global Cenfiguration
=Basic ~ IPv6 Unicast Routing ) Disable @ Enable
Hop Limit 64 (1 to 255)
* Route Table ICMPv6 Rate Limit Error Interval 1000 (0 to 2147483647 msecs)
= Advanced

v ICMPvE Rate Limit Burst Size 100 (1 to 200)

b. For IPv6 Unicast Routing Mode, select the Enable radio button.
c. Click Apply to save the settings.

2. Specify the router ID, and enable OSPFv3 for the switch.
a. Select Routing > OSPFv3 > Basic > OSPFv3 Configuration.
A screen similar to the following displays.

[“omen | owows | romms | a5 | ooy | oiomy | anonwes | top | e |

Routing Table P IPv6 WLAN ARP RIP OSPF Router Discovery WVRRP  Multicast  |Pv6 Multicast

0OSPFv3 QSPFv3 Configuration

= Basic

~ Admin Mode  Disable @ Enable
= OSPFv3 Configuration Router ID 1414
= Advanced *

b. Under the OSPF Configuration, enter the following information:
¢ In the Router ID field, enter 1.1.1.1.

 For Admin Mode, select the Enable radio button.
c. Click Apply to save the settings.

OSPF
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3. Enable IPv6 on port 1/0/1.
a. Select Routing > IPv6 > Advanced > IP Interface Configuration.

A screen similar to the following displays.
[ syoem | Swichng | o | Qo5 | Seowiy | Mortows | Momenwce | Hop | b | |

Routing Table 1P VLAN ARP  RIP OSPF OSPFv3 Router Discovery VRRP  Multicast |Pv6 Multicast

“ IPv6 Interface Configuration

Hasg ¥ 12 VLANS Al

= Advanced ~ T

DHCPvG Stateless Address  Routing Admin Operational Duplicate ress

~Global Configuration L Intermes | SEvs Mot | oo oy oae | Palir g moae. || Mads Mode Mode L
SR Sostam i 110/1 Enable v || Disable v || Disable v Enable ~ || Enable | Disable 1500 || 1

* Prefix Configuration 170/ Disable Disable Disable Disable Enable Disable 1500 1

«Statistics [J 402  Disable Disable Disable Disabla Enabls Disable 1500 |1

b. Scroll down and select the interface 1/0/1 check box. Now 1/0/1 appears in the
Interface field at the top.

c. Enter the following information:
* Inthe IPv6 Mode field, select Enable.
* Inthe Routing Mode field, select Enable.

d. Click Apply to save the settings.

4. Assign the IP address 2001::1 to port 1/0/1.

a. Select Routing > IPv6 > Advanced > IP Interface Configuration.

A screen similar to the following displays.
T T T A I I I T

Routng Table P VLAN ARP RIP  0SPF. 0SPRI  HoulerDescowery VRRP  Mulicast P46 Mulbcast

*Basic ~  lIntodace -
IPVE Intartaca Coefigueation
Vahd L Prelenod Dbk Audonomeus  Cured
) 1p¥G P Poakx Loogth ELss Tuee Life Time Flag Flap State
0011
Jo20 220c cBFfedd 9530 E4 Disabls JACTIVE]

b. Under IPv6 Prefix Selection, in the Interface list, select 1/0/1.

c. Under IPv6 Interface Configuration, enter the following information:
* In the IPv6 Prefix field, enter 2001::1.
* Inthe Length field, enter 64.
* Inthe EUI64 field, select Disable.

OSPF
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¢ Inthe Onlink Flag field, select Disable.
e Inthe Autonomous Flag field, select Disable.

d. Click Add to save the settings.
5. Enable OSPFv3 on port 1/0/1.
a. Select Routing > OSPFv3 > Advanced > Interface Configuration.

C.

A screen similar to the following displays.

[orsen [ v | oug | a5 | ey | botows | Moiowes | oo [ bier | |

RoutingTable [P [Pvé VLAN ARP RIP OSPF F Router Discovery WRRP  Multicast  [Pv6 Multicast
OSPFv3 Interface Configuration
*Basic Y 12 VLANS Al
= Advanced ~ . . -
)i neatace 1PvE AealD Admin’ Router  Retransmit  Hello  Dead  LSA Ack  lftransit Delay MTU
= OSPFv3 Configuration = ©  Address i Mode Priority  Interval Internval  Intenval | Interval Interval Ignore
*Common Area /01 0.0.0.0 Enable ~ |11 5 10 40 1 3 Disable ~
Configuration .
10 0000 Disable 1 5 10 40 1 1 Disable
'g'o“n‘%;‘u’f:mn O 1o 0000 Disable 1 5 10 40 1 1 Disable
O 1/0/3 0.0.0.0 Disable 1 5 10 40 1 1 Disable
o 0 1o 0.0.00 Disable 1 5 I 1 Disable
— 0 1os 0000 Disable 1 5 10 40 1 1 Disable
Contuiney O 100 0.0.0.0 Disable 1 5 10 40 1 1 Disable
- a 1o 0.0.0.0 Disable 1 5 10 40 1 1 Disable
= Interface Configuration
0 108 0.0.0.0 Disable 1 5 10 40 1 1 Disable

Under IP Interface Configuration, scroll down and select the interface 1/0/1 check
box. Now 1/0/1 appears in the Interface field at the top.

¢ |nthe OSPF Area ID field, enter 0.0.0.0.
¢ Inthe Admin Mode field, select Enable.

Click Apply to save the settings.

6. Display the OSPFv3 Neighbor Table.
a. Select Routing > OSPFv3 > Advanced > Neighbor Table.

A screen similar to the following displays.

[oren [ swowg | oam | ao5 | ey | Wortomg | Maniwmee | rop | oo | |

RoutingTable IP IPvé VLAN ARP RIP OSPF Router Discovery VRRP  Multicast  IPv6 Multicast

= 0O8PFv3 Configuration OSPF3 Neighbor Table

* Common Area
Configuration Search Interface m
: [Szlnunl% pﬂf:t]mn Interface Interface  Router  Area Options Router State Dead Evarits Retransmission
9 Identifier 1D D Priority Time(secs) Queue length
“NESA0ea A 108 2222 0000 19 1 Loading/BACKUP-DR 39 4 0

Configuration

=Area Range
Configuration

=Interface Configuration

*Interface Statistics

= Neighbor Table

To use the web interface to configure OSPF on switch A2, repeat this process for switch A2.
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Policy-based routing

This chapter includes the following sections:

Policy-Based Routing Concepts
Route-Map Statements

PBR Processing Logic

PBR Configurations

PBR Example
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Policy-Based Routing Concepts

Normally, switches make forwarding decisions based on routing tables, which get populated
by information given by dynamic routing protocols or static routing, to forward packets to
destination addresses. Policy-based routing (PBR) is a feature that enables network
administrators to define forwarding behavior based on packet contents. PBR is used to
override traditional destination-based routing behavior.

Configuring PBR involves configuring a route map with the match and set commands and
then applying the corresponding route map to the inbound traffic on routing interfaces. One
interface can contain only one route-map tag, but administrators can create multiple
route-map entries with different sequence numbers. These entries are evaluated in
sequence-number order until the first match is found. If no match is found, packets are routed
as usual.

Route-Map Statements

A route-map statement that is used for PBR is configured as permit or deny. If the statement
is marked as deny, traditional destination-based routing is performed on the packet that meet
the match criteria:

« If users specify any match/set statements in a route-map statement that are marked as
deny, they will not be effective because traditional destination-based routing is performed
on packets meeting the specified match criteria.

» If the statement is marked as permit, and if the packet meets all the match criteria, then
the set commands in the route-map statement are applied.

If no match is found in the route map, the packet is not dropped. Packets are forwarded using
the routing decision that is made by performing destination-based routing.

If network administrators do not want to revert to normal forwarding, but instead want to drop
a packet that does not match the specified criteria, a set statement needs to be configured to
route the packets to interface null O as the last entry in the route map.

Packets that are generated by the switch itself are not normally policy routed. But a provision
in other industry standard products applies a policy through a local PBR. All packets
originating on the switch are then subject to the local PBR. However, this feature is not
supported.

Starting with Software Version 10.2, the NETGEAR switch supports the route-map
infrastructure for BGP. Match parameters defined in this chapter for policy-based routing
operate in isolation with BGP. These options do not interfere with BGP protocol processing or
policy propagation in any way.

For example, if a match clause is placed in a route-map statement based on the length of the
packet, BGP does not honor that clause. As stated earlier, these statements apply for L3
routed traffic (mainly data traffic) to override a routing decision.

PBR
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To classify L3 routed traffic, the switch supports the following packet entities:

The size of the packet

Protocol of the payload (Protocol ID field in IP header)
Source MAC address

Source IP address

Destination IP address

Priority (802.1P priority)

NETGEAR'’s policy-based routing feature overrides routing decisions taken by the switch and
makes the packet follow different actions specified in the following order to define forwarding
criteria:

List of next hop IP addresses. The IP address can specify the adjacent next hop router
in the path toward the destination to which the packets should be forwarded. The first IP
address associated with a currently active ARP entry is used to route the packets.

List of default next hop IP addresses. This list indicates the next-hop routers to which a
packet must be routed if no active route exists for the packet’s destination address in the
routing table. With the policy-based routing feature, a default route in the routing table is
not considered an active route for an unknown destination address.

IP precedence. A numeric value can be specified to set the precedence in the IP packets
being forwarded. IP precedence value implies 3 IP precedence bits in the IP packet
header. With 3 bits, network administrators have 8 possible values for the IP precedence.
This value will be set in IPV4 header of packets when configured.

PBR Processing Logic

The processing logic used by policy-based routing is as follows when a packet is received on
an interface configured with a route map, the forwarding logic processes each route-map
statement according to the sequence number.

The route map with a permit statement uses the following logic:

The incoming packet is matched against the criteria in the match term specified in the
route map. This match command can refer to an IP/MAC access list. An ACL that is used
in the match term itself includes one or more permit or deny rules. Now, the incoming
packet is matched against the rules in the AC, and a permit or deny decision is reached.

If the decision reached in the previous step is permit, then policy-based routing executes
the action specified in set terms of the route-map statement over an incoming packet.

If the decision reached in the earlier step is deny, then policy-based routing does not
apply any action that is specified in set terms in the route-map statement. In this situation,
the counter for this match statement is not incremented and the processing logic moves
to next route-map statement in the sequence. If no next route-map statement exists, the
processing logic terminates and the packet goes through standard destination-based
routing logic.
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The route map with a deny statement uses the following logic:

» The incoming packet is matched against the criteria in the match term specified in the
route map. This match command can refer to an IP/MAC access list. An ACL that is used
in the match term itself has one or more permit or deny rules. Now, the incoming packet is
matched against the rules in the ACL, and a permit or deny decision is reached.

« If the decision reached in the previous step is permit, then policy-based routing
processing logic terminates and the packet goes through standard destination-based
routing logic.

e If the decision reached in the earlier step is deny, the counter for this match statement is
not incremented and the processing logic moves to next route-map statement in the
sequence. If no next route-map statement exists, the processing logic terminates and the
packet goes through standard destination-based routing logic.

The following table specifies the desired actions:

Table 1. Desired actions

ACL Match Outcome Route Map |Action
Permit Yes Permit Permit Set
Permit No Deny Permit Next
Permit Yes Permit Deny Route
Permit No Deny Deny Next
Deny Yes Deny Permit Next
Deny No Deny Permit Next
Deny Yes Deny Deny Next
Deny No Deny Deny Next

The following actions are taken:

* Next. Fall through to the next route map, and if no further route maps exist, route using

the default routing table.
» Set. Route according to the action in the set clause.
¢ Route (alone). Route using the default routing table.

PBR Configurations

PBR is configurable on the following types of eligible routing interfaces:

Physical ports
VLAN interfaces

On VLAN interfaces, when an ACL is applied, it implies that when any packet arrives with a
corresponding VLAN ID on any port, it is matched and a corresponding action is taken.

PBR
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The same phenomenon applies to ACLs specified in the match clause of PBR. That is, if a
PBR route map is applied on a VLAN interface, any packet coming with a corresponding
VLAN ID on any port is matched against PBR rules corresponding to the match ACL clause
and the corresponding set actions are taken into effect. To perform policy-based routing
based on VLAN ID as the matching criteria for incoming packets, apply an ACL rule on the
VLAN interface, but do not configure a rule with the VLAN ID as the match condition.

PBR supports the preconfiguration of the route map on routing interfaces. If routing is not
enabled on an interface, the route map can still be applied on that particular interface. When
routing is not enabled on an interface, route-map configuration is not pushed into hardware.
Rather, it is maintained only in configuration. As soon as routing is enabled on that particular
interface, configuration is applied to hardware.

PBR Example

Network administrators can use PBR when load sharing must be done for the incoming traffic
across multiple paths based on packet entities in the incoming traffic.

Normally, to optimally utilize the data networks of the organization, the bulk traffic associated
with the company activity must use a higher-bandwidth, high-cost (price of link) link while the
basic connectivity continues over a lower bandwidth, low-cost link for interactive traffic. For
such applications, policy-based routing is the right fit.

Consider the network that is composed of two groups with different IP address ranges. If
groupl addresses must be routed through ISP1 and group2 addresses must be routed
through ISP2, the switch that is connected with different groups must be policy routed.
Configure a match in the route map on the IP address range of different groups. This way, an
equal access as well as source IP address-sensitive routing is achieved through PBR.

1/0/3
20.1.1.1

M4300 switch

20.2.1.1
1/0/4

Company network

Figure 17. PBR topology
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1. Create an IP ACL 1 to match 10.1.0.0/16.

(Netgear Switch) (Config) #access-list 1 permit 10.1.0.0 0.0.255.255

2. Create an IP ACL 2 to match 10.2.0.0/16.

(Netgear Switch) (Config)#access-list 2 permit 10.2.0.0 0.0.255.255

3. Create a route map pbr_1 with sequence number 10 to match ip ACL 1.

(Netgear Switch) (Config) #route-map pbr_1 permit 10
(Netgear Switch) (route-map) #match ip address 1
(Netgear Switch) (route-map) #set ip next-hop 20.1.1.2
(Netgear Switch) (route-map) #exit

4. Create a route map pbr_1 with sequence number 11 to match ip ACL 2.

(Netgear Switch) (Config) # route-map pbr_1 permit 11
(Netgear Switch) (route-map) #match ip address 2
(Netgear Switch) (route-map) #set ip next-hop 20.2.1.2
(Netgear Switch) (route-map) #exit

5. Create VLAN 30 and put interface 1/0/1 and 1/0/2 into it.

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan) #vlan 30

(Netgear Switch) (Vlan) #vlan routing 30
(Netgear Switch) (Vlan) #exit

(Netgear Switch) (Config) #interface 1/0/1-1/0/2

(Netgear Switch) (Interface 1/0/1-1/0/2) #vlan pvid 30
(Netgear Switch) (Interface 1/0/1-1/0/2) #exit
(Netgear Switch) (Config) #interface vlan 30

(Netgear Switch) (Interface vlan 30) #routing

(Netgear Switch) (Interface vlan 30) #exit

(Netgear Switch) (Interface 1/0/1-1/0/2) #vlan participation include 30

(Netgear Switch) (Interface vlan 30) #ip address 10.1.1.1 255.0.0.0
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6. Enable PBR on VLAN 30.

(Netgear Switch) (Config) #interface vlan 30

(Netgear Switch) (Interface vlan 30) #routing

(Netgear Switch) (Interface vlan 30) #ip policy route-map pbr_1
(Netgear Switch) (Interface vlan 30) #exit

7. Configure IP address 20.1.1.1 on interface 1/0/3.

(Netgear Switch) (Config) #interface 1/0/3
(Netgear Switch) (Interface 1/0/3) #routing
(Netgear Switch) (Interface 1/0/3) #ip add 20.1.1.1 /16

8. Configure IP address 20.2.1.1 on interface 1/0/4.

Netgear Switch) (Config) #interface 1/0/4
(Netgear Switch) (Interface 1/0/4) #routing
(Netgear Switch) (Interface 1/0/4) #ip add 20.2.1.1 /16
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Proxy Address Resolution Protocol

This chapter includes the following sections:

* Proxy ARP Concepts
¢ Proxy ARP Examples
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Proxy ARP Concepts

Proxy ARP allows a router to answer ARP requests when the target IP address is not that of
the router itself but a destination that the router can reach. If a host does not know the default
gateway, proxy ARP can learn the first hop. Machines in one physical network appear to be
part of another logical network. Without proxy ARP, a router responds to an ARP request only
if the target IP address is an address configured on the interface where the ARP request

arrived.

Proxy ARP Examples

The following are examples of the commands used in the proxy ARP feature.

CLI: show ip interface

(Netgear Switch) #show ip interface ?
<slot/port> Enter an interface in slot/port format.
brief Display summary information about IP configuration

settings for all ports.

(Netgear Switch) #show ip interface 0/24

Routing Mode. . . ... o i Disable
Administrative Mode. ... ... ... .. oo Enable

Forward Net Directed Broadcasts................ Disable

ProXy ARP . e Disable

Active State. .. .o Inactive

Link Speed Data Rate. .. ... .o iieaaannan- Inactive

MAC AddressS. . ..o e e e aeeaea s 08:00:17:05:05:02
Encapsulation Type. ... i Ethernet

I 1500

CLI: ip proxy-arp

(Netgear Switch) (Interface 0/24)#ip proxy-arp ?
<cr> Press Enter to execute the command.

(Netgear Switch) (Interface 0/24)#ip proxy-arp
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Web Interface: Configure Proxy ARP on a Port

1. Select Routing > IP > Advanced > IP Interface Configuration.

A screen similar to the following displays.

oo | swws | o | oo | Seomy | Moromg | Moo | bap | b |

Routing Tabls IPvs  VLAN ARP RIP OSPF OSPF3 Router Discovery VRRP  Multicast [Pv6 Multicast
IP Interface Configuration
*Baslo ¥ 12 VLANS All
= Advanced ~ = A o lati Local ICMP Destinati
orward Net Direct; e icapsulation - = stination
-IP Configuration Broadcasts i Bt (MAC satess Type By e Proxy Arp ST Unreachables
- Statistics Disable Inactive 20.0CC&4D:85:98 | Ethenet v Enable ~ || Disable ~ | 100000 Enable ~
=P Interface Disable Active 20:0C:C8:4D:95:98 Ethemnet Enable Disable 1000000 Enable
Configuration
Disable Inactive 20:0C:C8:4D-95:98 Ethernet Enable Disable 100000 Enable
*Sheiidary |2 Disable Inactive 20:0C:C8:4D:95:98 Ethemet Enable Disable 100000 Enable

2. Under Configuration, scroll down and select the Interface 1/0/3 check box. Now 1/0/3
appears in the Interface field at the top.

3. Inthe Proxy Arp field, select Enable.
4. Click Apply to save the settings.
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154



VRRP

Virtual Router Redundancy Protocol

This chapter includes the following sections:

e Virtual Router Redundancy Protocol Concepts
* VRRP on a Master Router
 VRRP on a Backup Router

Note: VRRP is available on the M4300 series switches only.
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Virtual Router Redundancy Protocol Concepts

When an end station is statically configured with the address of the router that will handle its
routed traffic, a single point of failure is introduced into the network. If the router goes down,
the end station is unable to communicate. Since static configuration is a convenient way to
assign router addresses, Virtual Router Redundancy Protocol (VRRP) was developed to
provide a backup mechanism.

Layer 3 switch _ _ Layer 3 switch
i acting as router 2

[ [

e e acting as router 1

Port 1/0/2 I Port 1/0/4 VLAN
192.150.2.1 1 192.150.4.1

Virtual router ID 20 : Virtual router 1D 20
Virtual addr. 192.150.2.1 ’l Virtual addr. 192.150.2.1

Figure 18. VRRP

VRRP eliminates the single point of failure associated with static default routes by enabling a
backup router to take over from a master router without affecting the end stations using the
route. The end stations use a virtual IP address that is recognized by the backup router if the
master router fails. Participating routers use an election protocol to determine which router is
the master router at any given time. A given port could appear as more than one virtual router
to the network. Also, more than one port on the switch can be configured as a virtual router.
Either a physical port or a routed VLAN can participate.

VRRP
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VRRP on a Master Router

This example shows how to configure the switch to support VRRP. Router 1 is the default
master router for the virtual route, and Router 2 is the backup router.

CLI: Configure VRRP on a Master Router

1. Enable routing for the switch. IP forwarding will then be enabled by default.

(Netgear Switch) #config
(Netgear Switch) (Config)#ip routing

2. Configure the IP addresses and subnet masks for the port that will participate in the protocol.

(Netgear Switch) (Config)#interface 1/0/2

(Netgear Switch) (Interface 1/0/2)#routing

(Netgear Switch) (Interface 1/0/2)#ip address 192.150.2.1 255.255.0.0
(Netgear Switch) (Interface 1/0/2)#exit

3. Enable VRRP for the switch.

(Netgear Switch) (Config)#ip vrrp

4. Assign virtual router IDs to port that will participate in the protocol.

(Netgear Switch) (Config)#interface 1/0/2
(Netgear Switch) (Interface 1/0/2)#ip vrrp 20

5. Specify the IP address that the virtual router function will recognize. Note that the virtual IP
address on port 1/0/2 is the same as the port’s actual IP address therefore, this router will
always be the VRRP master when it is active. The default priority is 255.

| (Netgear Switch) (Interface 1/0/2)#ip vrrp 20 ip 192.150.2.1

6. Enable VRRP on the port.

(Netgear Switch) (Interface 1/0/2)#ip vrrp 20 mode
(Netgear Switch) (Interface 1/0/2)#exit
(Netgear Switch) (Config)#exit
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Web Interface: Configure VRRP on a Master Router

1. Enable IP routing on the switch.
a. Select Routing > IP > Basic > IP Configuration.

A screen similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
Routing Table IPv6 VLAM ARP RIP OSPF OSPFvd Router Discovery VRRP  Multicast  IPv6 Multicast
“ IP Configuration
= Basic ~  Default Time to Live 64
Routing Mode @® Enable O Disable
= Statistics ICMP Echo Replies @ Enable () Disable
= Advanced ~ |ICMP Redirects ) Enable ® Disable
ICMP Rate Limit Interval 1000 {0 to 2147483647 ms)
ICMP Rate Limit Burst Size 100 {1 to 200)
Maximum Next Hops 4
Maximum Routes 5160
Select to configure Global Default Gateway @
Global Default Gateway

b. For Routing Mode, select the Enable radio button.
c. Click Apply to save the settings.
2. Assign the IP address 192.150.2.1 to port 1/0/2:
a. Select Routing > IP > Advanced > IP Interface Configuration.
A screen similar to the following displays.
[ Sysom [ swcting | Rowing | @5 | Secuy | Monioring | Marerance | Fep | e | |

Routing Table P VLAN ARP RIP 0OSPF OSPFv3  Router Discovery VRRP Multicast  1Pv6 Multicast
“ IP Interface Configuration
*Basic ¥ 13 VLANS Al
= Advanced ~ o . ” A Ad .
. P ress Configuration ‘Subnet outing Administrative
«IP Configuration L) Port  Description VLAN ID Method IP Address Mask Mads Mode
* Statistics 1/0/2 Manual ~ 192.150.2.1 256,255, 266.0 Enable ~ | Enable ~
|§ lr%erfacie o 1on Nong 0000 0.0.0.0 Disable Enable
Lol @ 10z None 0.000 0000 Disable  Enable
- Secondary I 0 1/0i3 Nons 0000 0000 Disabls Enable

b. Scroll down and select the Interface 1/0/2 check box.
Now 1/0/2 appears in the Interface field at the top.
c. Enter the following information:
¢ Inthe IP Address field, enter 192.150.2.1.
e Inthe Network Mask field, enter 255.255.0.0.
* Inthe Routing Mode field, select Enable.
d. Click Apply to save the settings.
3. Enable VRRP on port 1/0/2.
a. Select Routing > VRRP > Advanced > VRRP Configuration.
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A screen similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
Routing Table [P IPv6 VLAM ARP RIP OSPF OSPFv3 Raouter Discovery Multicast  IPv6 Multicast
VRRP Global Configuration
*Basic ~  Admin Mode ® Disable O Enable
*VRRP Configuration
*Advanced s
Table Configuration
LI VRID (1 to 255) Interface Interface |P Address  Primary IP Address Mode State
20 12~ 192.150.2.1 Active v

b. Under Global Configuration, next to the Admin Mode, select Enable radio button.
Enter the following information in the VRRP Configuration:
* Inthe VRID (1 to 255) field, enter 20.
« |nthe Interface field, select 1/0/2.
e Inthe Primary IP Address field, enter 192.150.2.1.
* In the Mode field, select Active.
d. Click Apply to save the settings.

VRRP on a Backup Router
The example is shown as CLI commands and as a web interface procedure.

CLI: Configure VRRP on a Backup Router

1. Enable routing for the switch. IP forwarding will then be enabled by default.

(Netgear Switch) #config
(Netgear Switch) (Config)#ip routing

2. Configure the IP addresses and subnet masks for the port that will participate in the protocol.

(Netgear Switch) (Config)#interface 1/0/4

(Netgear Switch) (Interface 1/0/4)#routing

(Netgear Switch) (Interface 1/0/4)#ip address 192.150.4.1 255.255.0.0
(Netgear Switch) (Interface 1/0/4)#exit

3. Enable VRRP for the switch.

(Netgear Switch) (Config)#ip vrrp
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4. Assign virtual router IDs to port that will participate in the protocol.

(Netgear Switch) (Config)#interface 1/0/4
(Netgear Switch) (Interface 1/0/4)#ip vrrp 20

5. Specify the IP address that the virtual router function will recognize. Since the virtual IP
address on port 1/0/4 is the same as Router 1's port 1/0/2 actual IP address, this router will
always be the VRRP backup when Router 1 is active.

|(Netgear Switch) (Interface 1/0/4)#ip vrrp 20 ip 192.150.2.1

6. Set the priority for the port. The default priority is 100.

(Netgear Switch) (Interface 1/0/4)#ip vrrp 20 priority 254

7. Enable VRRP on the port.

(Netgear Switch) (Interface 1/0/4)#ip vrrp 20 mode
(Netgear Switch) (Interface 1/0/4)#exit
(Netgear Switch) (Config)#exit

Web Interface: Configure VRRP on a Backup Router

1. Enable IP routing on the switch.
a. Select Routing > IP > IP Configuration.

A screen similar to the following displays.

System Switching Routing QoS Security Monitaring Maintenance Help Index

Routing Table IPv6 VLAN ARP. RIP OSPF OSPFvd Router Discovery VRRP  Multicast IPv6 Multicast

“ IP Canfiguration

* Basic ~  Default Time to Live 64

Routing Mode @ Enable O Disable

= Statistics ICMP Echo Replies @ Enable & Disable

= Advanced v ICMP Redirects Enable @ Disable
ICMP Rate Limit Interval 1000 (0 to 2147483647 ms)
ICMP Rate Limit Burst Size 100 (1 to 200)
Maximum Next Hops 4
Maximum Routes 8160
Select to configure Global Default Gateway O
Global Default Gateway

b. For Routing Mode, select the Enable radio button.
c. Click Apply to save the settings.
2. Assign IP address 192.150.4.1 to port 1/0/4.
a. Select Routing > IP > Advanced > IP Interface Configuration.
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A screen similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
Routing Table IPvé  VLAN ARP RIP OSPF OSPFv3 RouterDiscovery VRRP  Multicast IPv6 Multicast
“ IP Interface Configuration
*Basic b 13 Al
o h IP Address Confi i Subre R Administrati
1 ; ess Configuration S 18 outing minisirative
+IP Configuration |_J “Port  Description VLAN ID Method IP Address Mesk Mode e
* Statistics 1/0/4. Wanual ~ 18215041 255.255.0.0 Enable ~ | Enable +
i f{'::' Lnterfa(;e @ 1on None 0000 0000 Disable Enable
SRR @ 12 None 0000 0000 Disable  Enable
fSecondary (R O 103 None 0.0.0.0 0.0.00 Disable Enable
] 1/0/4 None 0.0.0.0 0.0.00 Disable Enable
B 1k None 0000 0000 Disable Enable
106 None 0000 0000 Disable Enable

b. Scroll down and select the Interface 1/0/4 check box.
Now 1/0/4 appears in the Interface field at the top.

c. Enter the following information:
* Inthe IP Address field, enter 192.150.4.1.
* Inthe Network Mask field, enter 255.255.0.0.
* Inthe Administrative Mode field, select Enable.

d. Click Apply to save the settings.

3. Enable VRRP on port 1/0/4.
a. Select Routing > VRRP > Basic > VRRP Configuration.

A screen similar to the following displays.

RouogTable © %6 VLAN ARP RIP OSPF OSPR  Route Discowry

o

Table Corfiquration

Pry-wmpl Configured Pronly  Opetstional  Adwitisement inferval  Intorace IP Primary B Aty
VRID(110255) Interdace | 0l Accupt Mode {1 1o 264 Priorty 1110255 Addgss e VMAC Addwess | Ll ol Tood

1o - - 8215021

b. Under Global Configuration, for Admin Mode, select the Enable radio button.
c. Enter the following information:

* Inthe VRID (1 to 255) field, enter 20.

« |nthe Interface field, select 1/0/4.

e Inthe Priority (1 to 255), enter 254.

e Inthe Primary IP Address field, enter 192.150.2.1.

e Inthe Status list, select Active.
d. Click Add to save the settings.
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Access Control Lists

This chapter includes the following sections:

Access Control List Concepts

MAC ACLs

Set Up an IP ACL with Two Rules

One-Way Access Using a TCP Flag in an ACL
Use ACLs to Configure Isolated VLANS on a Layer 3 Switch
Set up a MAC ACL with Two Rules

Configure ACL Mirroring

Configure ACL Redirection

Add ACL Remarks

Change the Sequence of an ACL Rule
Configure a Management ACL

Configure IPv6 ACLs
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Access Control List Concepts

Access control lists (ACLs) can control the traffic entering a network. Normally ACLs reside in
a firewall router or in a router connecting two internal networks. When you configure ACLSs,
you can selectively admit or reject inbound traffic, thereby controlling access to your network
or to specific resources on your network.

You can set up ACLs to control traffic at Layer 2-, or Layer 3. MAC ACLs are used for
Layer 2. IP ACLs are used for Layer 3. Each ACL contains a set of rules that apply to
inbound traffic. Each rule specifies whether the contents of a given field should be used to
permit or deny access to the network, and may apply to one or more of the fields within a
packet.

The following limitations apply to ACLs. These limitations are platform-dependent.

*  The maximum of number of ACLs is 100.

e The maximum number of rules per ACL is 8-10.

e Stacking systems do not support redirection.

* The system does not support MAC ACLs and IP ACLs on the same interface.
* The system supports ACLs set up for inbound traffic only.

MAC ACLs

MAC ACLs are Layer 2 ACLs. You can configure the rules to inspect the following fields of a
packet (limited by platform):
e Source MAC address with mask.
» Destination MAC address with mask.
e VLAN ID (or range of IDs).
e Class of Service (CoS) (802.1p).
* EtherType:
- Secondary CoS (802.1p).
- Secondary VLAN (or range of IDs).
e L2 ACLs can apply to one or more interfaces.

e Multiple access lists can be applied to a single interface: the sequence number
determines the order of execution.

* You can assign packets to queues using the assign queue option.
e You can redirect packets using the redirect option.
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IP ACLs

IP ACLs classify for Layer 3. Each ACL is a set of up to 10 rules applied to inbound traffic.
Each rule specifies whether the contents of a given field should be used to permit or deny
access to the network, and can apply to one or more of the following fields within a packet:

L]

Source IP address
Destination IP address
Source Layer 4 port
Destination Layer 4 port
ToS byte

Protocol number

Note that the order of the rules is important: When a packet matches multiple rules, the first
rule takes precedence. Also, once you define an ACL for a given port, all traffic not
specifically permitted by the ACL is denied access.

ACL Configuration

To configure ACLs:

1.

4.

Create an ACL by specifying a name (MAC ACL or named IP ACL) or a number (IP
ACL).

Add new rules to the ACL.
Configure the match criteria for the rules.
Apply the ACL to one or more interfaces.

Set Up an IP ACL with Two Rules

This section shows you how to set up an IP ACL with two rules, one applicable to TCP traffic
and one to UDP traffic. The content of the two rules is the same. TCP and UDP packets will
be accepted by the switch only if the source and destination stations have IP addresses
within the defined sets.
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Layer 3 switch [ medagamam=s

==iilfwlalelulele 9

TCP packet to
192.178.88.3 rejected.
Dest. IP not in range.

TCP packet to
192.178.77.3 accepted.
Dest. IP in range.

Port 1/0/2
ACL 1

Layer 2 switch geggaarheazs

|
J |-

F

192.168.77.1 192.168.77.4 192.168.77.9 192.168.77.2

Figure 19. IP ACL with rules for TCP traffic and UDP traffic

CLI: Set Up an IP ACL with Two Rules

The following is an example of configuring ACL support on a 7000 Series Managed Switch.

Create ACL 101. Define the first rule: The ACL will permit packets that match the specified
source IP address (after the mask has been applied), that are carrying TCP traffic, and that
are sent to the specified destination IP address.

1. Enter these commands:

(Netgear Switch) #config
(Netgear Switch) (Config)#access-list 101 permit tcp 192.168.77.0 0.0.0.255
192.178.77.0 0.0.0.255

2. Define the second rule for ACL 101 to set conditions for UDP traffic similar to those for TCP
traffic.

(Netgear Switch) (Config)#access-list 101 permit udp 192.168.77.0 0.0.0.255
192.178.77.0 0.0.0.255
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3. Apply the rule to inbound traffic on port 1/0/2. Only traffic matching the criteria will be

accepted.

(Netgear Switch) (Config)#interface 1/0/2

(Netgear Switch) (Interface 1/0/2)#ip access-group 101 in
(Netgear Switch) (Interface 1/0/2)#exit

(Netgear Switch) (Config)#exit

Web Interface: Set Up an IP ACL with Two Rules

1. Create IP ACL 101 on the switch.
a. Select Security > ACL > IP ACL.
A screen similar to the following displays.

Management Security  Access  Port Authentication  Traffic Control  Control

= ACL Wizard Current Mumber of ACL
- Basic > Maximum ACL
= Advanced ~
o IP ACL Table
*IP Extended Rules
TG ACL LI IPACLID Rules Type

=IPv6 Rules 1

=P Binding Configuration
=Binding Table
=VLAN Binding Table

b. Inthe IP ACL ID field, enter 101.
c. Click Add to create ACL 101.
2. Create a new rule associated with ACL 101.
a. Select Security > ACL > IP ACL > IP Extended Rules.

A screen similar to the following displays.

Management Secunty  Access Pt Authonication  Trafic Control  Camtrol

ACL DMame

* ALL Wizard

Extended ACL Rule Tabla

Sowce  Sarce Seurce  Sowen
Rl . Assign  Memr  Redimct  Match Protocol

Action  Logging TCR Fing Estatdished P L L4 L
v e 10 Wiy, Kaeeieon | By | T Addiess Mask Pt Action Pod

No rules have been configured for thia ACL

Bource | -Source  Destination
4 L4 "
Stan Por End Pon  Address

b. For ACL ID, select 101.
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c. Click Add to create a new rule.
3. Create a new ACL rule and add it to ACL 101.
a. After you click the Add button in step 2, a screen similar to the following displays.
[ g | 0s6 | Sty | ooty | Wartomme | oo | ooe |

Managamant Securty  Access  Pot Autheeficaion  Trafic Contrdd  Cantrel

e Configuration[ 100199

192170770

a. Inthe Extended ACL Rule Configuration, enter the following information:
e Inthe Rule ID (1 to 23) field, enter 1.
* For Action, select the Permit radio button.
* Inthe Protocol Type list, select TCP.
* Inthe Source IP Address field, enter 192.168.77.0.
* Inthe Source IP Mask field, enter 0.0.0.255.
e Inthe Destination IP Address field, enter 192.178.77.0.
* |n the Destination IP Mask field, enter 0.0.0.255.

b. Click Apply to save the settings.

4. Create another ACL rule and add it to the ACL 101.

a. After you click the Add button in step 3, a screen similar to the following displays.
GoS | Sy | Mooamng | Noonmce | iy | i

Managamant Secunly - Accest  Pod Authanticsbion  Trafic Control  Cosirol

AL Wizurd AL i 1M

b. Under Extended ACL Rule Configuration, enter the following information:
e Inthe Rule ID (1 to 23) field, enter 22.
* For Action, select the Permit radio button.
* Inthe Protocol Type list, select UDP.
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* Inthe Source IP Address field, enter 192.168.77.0.
* Inthe Source IP Mask field, enter 0.0.0.255.
¢ Inthe Destination IP Address field, enter 192.178.77.0.
e Inthe Destination IP Mask field, enter 0.0.0.255.

c. Click Apply to save the settings.

5. Apply ACL 101 to port 2.

a. Select Security > ACL > IP ACL > IP Binding Configuration.

A screen similar to the following displays.

System Switchmy
Management Secunty  Access  Pont Authentication  Traffic Contiod  Contial

AL 1P Bindng Configuation

b. Under IP Binding Configuration, enter the following information:
* Inthe ACL ID list, select 10.
* Inthe Sequence Number field, enter 1.

c. Click Unit 1. The ports display.

d. Click the gray box under port 2. A check mark displays in the box.
Click Apply to save the settings.
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One-Way Access Using a TCP Flag in an ACL

This example shows how to set up one-way access using a TCP flag in an ACL. PC 1 can
access FTP server 1 and FTP server 2, but PC 2 can access only FTP server 2.

— Port 0/13 Port 1/0/24
— 192.168.100.2 192.168.40.2
e
e
FTP server 1 FTP server 2
Port 1/0/48
Port 0/44
Switch A .. —4-%-s-3oaas )| Switch B

Port 0/35 Port 1/0/25
192.168.30.2 192.168.50.2
PC2

Figure 20. One-Way Web access using a TCP flag in an ACL

CLI: Configure One-Way Access Using a TCP Flag in an ACL

This is a two-step process:

e Step 1: Configure the VLAN and IP addresses on Switch A on page 170
e Step 2: Configure on Switch B on page 172
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Step 1: Configure the VLAN and IP addresses on Switch A
(See Figure 20, One-Way Web access using a TCP flag in an ACL.)

1. Create VLAN 30 with port 0/35 and assign IP address 192.168.30.1/24.

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

#vlan database

(Vlan)#vlan 30

(Vlan)#vlan routing 30

(Vlan)#exit

#config

(Config)#interface 0/35

(Interface 0/35)#vlan pvid 30

(Interface 0/35)#vlan participation include 30
(Interface 0/35)#exit

(Config)#interface vlan 30

(Interface-vlan 30)#routing

(Interface-vlan 30)#ip address 192.168.30.1 255.255.255.0
(Interface-vlan 30)#exit

(Config)#exit

2. Create VLAN 100 with port 0/13 and assign IP address 192.168.100.1/24.

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

#vlan database

(Vlan)#vlan 100

(Vlan)#vlan routing 100

(Vlan)#exit

#configure

(Config)#interface 0/13

(Interface 0/13)#vlan pvid 100

(Interface 0/13)#vlan participation include 100
(Interface 0/13)#exit

(Config)#interface vlan 100

(Interface-vlan 100)#routing

(Interface-vlan 100)#ip address 192.168.100.1 255.255.255.0
(Interface-vlan 100)#exit

(Config)#exit
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3. Create VLAN 200 with port 0/44 and assign IP address 192.168.200.1/24.

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#vlan 200

(Netgear Switch) (Vlan)#vlan routing 200

(Netgear Switch) (Vlan)#exit

(Netgear Switch) #configure

(Netgear Switch) (Config)#interface 0/44

(Netgear Switch) (Interface 0/44)#vlan pvid 200

(Netgear Switch) (Interface 0/44)#vlan participation include 200
(Netgear Switch) (Interface 0/44)#exit

(Netgear Switch) (Config)#interface vlan 200

(Netgear Switch) (Interface-vlan 200)#routing

(Netgear Switch) (Interface-vlan 200)#ip address 192.168.200.1 255.255.255.0
(Netgear Switch) (Interface-vlan 200)#exit

4. Add two static routes so that the switch forwards the packets for which the destinations are
192.168.40.0/24 and 192.168.50.0/24 to the correct next hops.

(Netgear Switch) (Config)#ip routing
(Netgear Switch) (Config)#ip route 192.168.40.0 255.255.255.0 192.168.200.2
(Netgear Switch) (Config)#ip route 192.168.50.0 255.255.255.0 192.168.200.2

5. Create an ACL that denies all the packets with TCP flags +syn-ack.

(Netgear Switch) (Config)#access-list 101 deny tcp any flag +syn -ack

6. Create an ACL that permits all the IP packets.

(Netgear Switch) (Config)#access-list 102 permit ip any

7. Apply ACLs 101 and 102 to port 0/44; the sequence of 101 is 1 and of 102 is 2.

(Netgear Switch) (Config)#interface 0/44

(Netgear Switch) (Interface 0/44)#ip access-group 101 in 1
(Netgear Switch) (Interface 0/44)#ip access-group 102 in 2
(Netgear Switch) (Interface 0/44)#exit
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Step 2: Configure on Switch B
(See Figure 20, One-Way Web access using a TCP flag in an ACL on page 169.)

1. Create VLAN 40 with port 1/0/24 and assign IP address 192.168.40.1/24.

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#vlan 40

(Netgear Switch) (Vlan)#vlan routing 40

(Netgear Switch) #configure

(Netgear Switch) (Config)#interface 1/0/24

(Netgear Switch) (Interface 1/0/24)#vlan pvid 40

(Netgear Switch) (Interface 1/0/24)#vlan participation include 40
(Netgear Switch) (Interface 1/0/24)#exit

(Netgear Switch) (Config)#interface vlan 40

(Netgear Switch) (Interface-vlan 40)#routing

(Netgear Switch) (Interface-vlan 40)#ip address 192.168.40.1 255.255.255.0
(Netgear Switch) (Interface-vlan 40)#exit

2. Create VLAN 50 with port 1/0/25 and assign IP address 192.168.50.1/24.

(Netgear Switch)(Config)#exit

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#vlan 50

(Netgear Switch) (Vlan)#vlan routing 50

(Netgear Switch) (Vlan)#exit

(Netgear Switch) #configure

(Netgear Switch) (Config)#interface 1/0/25

(Netgear Switch) (Interface 1/0/25)#vlan pvid 50

(Netgear Switch) (Interface 1/0/25)#vlan participation include 50
(Netgear Switch) (Interface 1/0/25)#exit

(Netgear Switch) (Config)#interface vlan 50

(Netgear Switch) (Interface-vlan 50)#routing

(Netgear Switch) (Interface-vlan 50)#ip address 192.168.50.1 255.255.255.0
(Netgear Switch) (Interface-vlan 50)#exit

(Netgear Switch) (Config)#exit
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3. Create VLAN 200 with port 1/0/48 and assign IP address 192.168.200.1/24.

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#vlan 200

(Netgear Switch) (Vlan)#vlan routing 200

(Netgear Switch) (Config)#interface 1/0/48

(Netgear Switch) (Interface 1/0/48)#vlan pvid 200

(Netgear Switch) (Interface 1/0/48)#vlan participation include 200
(Netgear Switch) (Interface 1/0/48)#exit

(Netgear Switch) #interface vlan 200

(Netgear Switch) (Interface-vlan 200)#routing

(Netgear Switch) (Interface-vlan 200)#ip address 192.168.200.2 255.255.255.0
(Netgear Switch) (Interface-vlan 200)#exit

4. Add two static routes so that the switch forwards the packets with destinations
192.168.100.0/24 and 192.168.30.0/24 to the correct next hops.

(Netgear Switch) (Config)#ip routing
(Netgear Switch) (Config)#ip route 192.168.100.0 255.255.255.0 192.168.200.1
(Netgear Switch) (Config)#ip route 192.168.30.0 255.255.255.0 192.168.200.1

Web Interface: Configure One-Way Access Using a TCP
Flag in an ACL

This is a two-part process:

* Configuring VLAN and IP addresses on switch A on page 173
e Configuring the Switch B on page 181

Configuring VLAN and IP addresses on switch A
1. Create VLAN 30 with IP address 192.168.30.1/24.
a. Select Routing > VLAN > VLAN Routing Wizard.
A screen similar to the following displays.
Symem | Swchng | owng | Gos | Sy | Woweg | Mamewe | Hp | wew |

Routmng Tatle 1P IPv ARP  RIP OSPF. OSPRI  Router Discowery  VRAP  Mulicaat 6 Multxcant

VLAN Routing Wizard
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In the VLAN Routing Wizard, enter the following information:
e Inthe Vlan ID field, enter 30.

¢ Inthe IP Address field, enter 192.168.30.1.

* Inthe Network Mask field, enter 255.255.255.0.

Click Unit 1. The ports display.

Click the gray box under port 35 twice until U displays.

The U specifies that the egress packet is untagged for the port.

Click Apply to save VLAN 30.

2. Create VLAN 100 with IP address 192.168.100.1/24.

a.

e.

Select Routing > VLAN > VLAN Routing Wizard.

A screen similar to the following displays.
I I e N

Routing Table 1P 1P ARP RIP  OSPF  OSPRYI  Routor Discovery VRRP  Mulicast P Multcast

VLAN Roubng Wizard

+ VLAN Routing Wizard

Enter the following information:

e Inthe Vlan ID field, enter 100.

e Inthe IP Address field, enter 192.168.100.1.

* Inthe Network Mask field, enter 255.255.255.0.

Click Unit 1. The ports display.

Click the gray box under port 13 twice until U displays.

The U specifies that the egress packet is untagged for the port.

Click Apply to save VLAN 100.

3. Create VLAN 200 with IP address 192.168.200.1/24.
a. Select Routing > VLAN > VLAN Routing Wizard.
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A screen similar to the following displays.

VLAN VLAN Routing Wizard

« VAN Rouiting Wi aed %

b. Enter the following information:
e In the Vlan ID field, enter 200.
* Inthe IP Address field, enter 192.168.200.1.
* Inthe Network Mask field, enter 255.255.255.0.
c. Click Unit 1. The ports display.
d. Click the gray box under port 44 twice until U displays.
The U specifies that the egress packet is untagged for the port.

e. Click Apply to save VLAN 200.
4. Enable IP routing.
a. Select Routing > IP > Basic > IP Configuration.

A screen similar to the following displays.

oo | omewo | Rowms | @5 | ooy | oy | e | o | b | |

Routing Table IPv6 VLAN ARP RIP OSPF OSPFv3 RouterDiscovery VRRP Multicast  IPv6 Multicast

“ IP Configuration

* Basic ~  Default Time to Live 64

Routing Mode () Enable @ Disable

* Statistics ICMP Echo Replies ® Enable @ Disable

= Advanced v ICMP Redirects (> Enable @ Disable
ICMP Rate Limit Interval 1000 (0 to 2147483647 ms)
ICMP Rate Limit Burst Size 100 (1 to 200)
Maximum Mext Hops 4
Maximum Routes 12288
Select to configure Global Default Gateway ]
Global Default Gateway

b. Under IP Configuration, make the following selections:
* For Routing Mode, select the Enable radio button.
e For IP Forwarding Mode, select the Enable radio button.

c. Click Apply to enable IP routing.
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5. Add a static route with IP address 192.268.40.0/24:
a. Select Routing > Routing Table > Basic > Route Configuration.

A screen similar to the following displays.

| Rowmg | o8 Security Momtonng amtenance Help Indhux,
IP. PG VAN ARP R OSPF  OSPRA  RouerDiscowry VRRP  Mulicast 1P Multicast

Routing Table Congure Routes @

Routs Type Hetwork Address ~Subnst hask Neid Hop Addess Prafarence Description

:
otate

Laamad Routes @

Network Addross  Subnot Madk  Pratacol Routs Typs  Newt Hop intarace  Mest Hop Addess  Prfarenca  Matnc

b. Under Configure Routes, make the following selection and enter the following
information:

* In the Route Type list, select Static.
e Inthe Network Address field, enter 192.168.40.0.
e Inthe Subnet Mask field, enter 255.255.255.0.
e Inthe Next Hop IP Address field, enter 192.168.200.2.
c. Click Add.
6. Create a static route with IP address 192.168.50.0/24:
a. Select Routing > Routing Table > Basic > Route Configuration.

A screen similar to the following displays.

' o S | oy | e | op | e |
PP VLAN ARP RIP O5SPF. OSPTY)  FouterDiscowery WVRRP  Mulicast PG Muftcaat
[ubio] 203 | "o | o |

Routieg Tabde Configure Routes
ihivasar . Hutwaik Addieus Subrot Mask. Hest Hop Address Profesence Duserption
Static

- Advanced " £8 200
192,168 40.0 265,245 255 0 V42 168 200 2

Laamed Routes

Metwork Address  Subiet Mask  Frotocol  Route Type  Next Hop bnlerface  Mest Hop Address  Preference  Metne

b. Under Configure Routes, make the following selection and enter the following
information:

* Inthe Route Type list, select Static.

* Inthe Network Address field, enter 192.168.50.0.

¢ |nthe Subnet Mask field, enter 255.255.255.0.

e Inthe Next Hop IP Address field, enter 192.168.200.2.

c. Click Add.
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7. Create an ACL with ID 101.
a. Select Security > ACL > Advanced > IP ACL.

A screen similar to the following displays.

o | owey | Retrs | @5 | ey | oy | o | op | e |

Management Security  Access  Port Authentication  Traffic Control  Control

- ACL Wizard Current Number of ACL
=Basic ¥ Maximum ACL

- Advanced -~

1P ACL

*IP Rules IP ACL Table

*IP Extended Rules
L) IPACL'ID Rules Type

101

*IPv6 ACL

*IPv6 Rules

*IP Binding Configuration
*Binding Table

*VLAN Binding Table

b. Inthe IP ACL Table, in the IP ACL ID field, enter 101.
c. Click Add.

8. Create an ACL with ID 102.
a. Select Security > ACL > Advanced > IP ACL.

A screen similar to the following displays.

S | Swowo | Rawrs | @s | e | ooy | Wi | rop | |

Management Security  Access  Port Authentication  Traffic Control ~ Control

- ACL Wizard Current Number of ACL
+Basic ~  Maximum ACL
- Advanced -~
*1PRites IP ACL Table
= IP Extended Rules .
+IPv6 ACL LI IPACLID Rules Type
IPY5 Rules s
8 101 0 Extended IP ACL

=P Binding Configuration
= Binding Table
=VLAN Binding Table

b. Inthe IP ACL Table, in the IP ACL ID field, enter 102.
c. Click Add.

9. Add and configure an IP extended rule that is associated with ACL 101.

a. Select Security > ACL > Advanced > IP Extended Rules.

ACLs
177



Managed Switches

A screen similar to the following displays.

Managemont Securty  Access  Pon Authentication  Trafic Control  Cantral

CL Wizaed ACL IDMName -
Exiendsd ACL Fuls Table @
I Rules
o o g i et 1 ot o g S5 B S S S s i
= Quscs D Intaface Intacface Ewary = Typs o ek, P& ey aat vt s g rian! kke

Ho rules have been configured for this ML

b. Under IP Extended Rules, in the ACL ID list, select 101.
c. Click Add.

A screen similar to the following displays.
[ sysen | owoog | Rowis | Qo5 | Swuiy | Mowoimg | Wamonwe | fep | mo | |

Management Security  Access.  Port Authentication  Traffic Control  Conitrol
ACL Extended ACL Rule Configuration{100-199)
+ ACL Wizard ACL ID/Name 101
= Basic = Rule ID 1
+ Advanced ~  Action @ Permit Egress Queue (0-6)
=P ACL @ Deny
«P Rules Logging @ Disable © Enable
Interface @® Mirror =
=[P Extended Rules
) Redirect 5
= IPv6 ACL
Match Evel %
~IPvG Rules . ‘Tw alse
rotocol Type - 0 fo 255)
=IP Binding Configuration TCEE L;Z (0 1o:255) _—
ag v -
“ Biricing Tabla e Ignore i Clear
: Ignore Set hd
= VLAN Binding Tabl
AT Src @ |P Address

d. Under Extended ACL Rule Configuration (100-199), enter the following information
and make the following selections:

In the Rule ID field, enter 1.

For Action mode, select the Deny radio button.

In the Match Every field, select False.

In the Protocol Type list, select TCP.

For TCP Flag, in the SYN field, select Set, and in the ACK field, select Clear.

e. Click Apply to save the settings.
10. Add and configure an IP extended rule that is associated with ACL 102.
a. Select Security > ACL > Advanced > IP Extended Rules.
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A screen similar to the following displays.
I O I I T

Maragement Secunty  Access  Fot Authentcason  Tralhc Contrl  Cantred

| #0s | Docto |
«ACL Wizard ACL IDMame 102 -
Extendsd ACL Ruls Tats o

Bource  Source  Sourt Sowce Sowce'  Soorce  Deviimaton
Fuly Match iy e

Assgn . Minor  Redwect Protocel
eton L osom ICP Floy Estabished B B LA iy ¥
LY R, ledics b [ i Addess Musk  PodAchon Pot Sl Pod Emd Pt Address

Ko rules have been configured for this ACL

b. Under IP Extended Rules, in the ACL ID list, select 102.
c. Click Add.

A screen similar to the following displays.

o | owoms | Roars | @0 | ooy | Mewwy | Meweweo | tep | bax | |

Management Security  Access  Port Authentication  Traffic Contral — Control

ACL Extended ACL Rule Configuration{100-199)
+ ACL Wizard ACL ID/Name 102
+Basic ¥ RulelD 1
= Advanced ~  Action ® Permit Egress Queue ~ | 10-6)
1P ACL ) Deny
S Logging Disable Enable
Interface & Mirror =
= IP Extended Rules
@ Redirect %
= IPv6 ACL
Match Evel Z7
+IPv6 Rules . ITW =
rotocol Type - 0 to 255
=IP Binding Configuration L (2
TCP Flag URG 3 ACK
=Binding Table
RST T SYN
=VLAN Binding Tabl
ARG e Src 0 |IP Address

d. Under Extended ACL Rule Configuration (100-199), enter the following information
and make the following selections:

* Inthe Rule ID field, enter 1.
e For Action, select the Permit radio button.
* Inthe Match Every field, select False.
* Inthe Protocol Type list, select IP.
e. Click Apply to save the settings.
11. Apply ACL 101 to port 44.
a. Select Security > ACL > Advanced > IP Binding Configuration.
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A screen similar to the following displays.
I T e o e S

Manogement Secusly.  Access  Port Authentication  Trafc Control  Control

1P Bending Conbguratian

b. Under Binding Configuration, specify the following:
* Inthe ACL ID list, select 101.
* Inthe Sequence Number field, enter 1.
c. Click Unit 1. The ports display.
d. Click the gray box under port 44. A check mark displays in the box.
e. Click Apply to save the settings.
12. Apply ACL 102 to port 44.
a. Select Security > ACL > Advanced > IP Binding Configuration.

A screen similar to the following displays.

«ACL Wizard

Dasic

1P Bending Configuration

*Adymtnead. ®  Saquence Numbaer

*IP ACL
*IF RRules -U 1

IP Extendad R

:f:-,i. el %ﬂiﬁ%-m-ﬁﬂ;g--

LFnaumt_..dquxm -‘Jﬂ .2

sssssssssssssssssssess

b. Under Binding Configuration, make the following selection and enter the following
information:

* Inthe ACL ID list, select 102.
e Inthe Sequence Number field, enter 2.

c. Click Unit 1. The ports display.
d. Click the gray box under port 44.

A check mark displays in the box.

e. Click Apply to save the settings.
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Configuring the Switch B
1. Create VLAN 40 with IP address 192.168.40.1/24.
a. Select Routing > VLAN > VLAN Routing Wizard.

A screen similar to the following displays.

| FRowtng | QoS Sacumy Mantorag m Help | ndex |

Routmg Table 17 P ARP  RIP OSPF OSPRI Fouter Decowry  VRIRP Molticesl [P Molicast

+ VLAN Routing Wizard Vian D =

*VLAN Routing 1P Address

Motwork Mask

M et

Sesssssassassaaaass

b. Enter the following information:
* Inthe Vlan ID field, enter 40.
* Inthe IP Address field, enter 192.168.40.1.
* In the Network Mask field, enter 255.255.255.0.
c. Click Unit 1. The ports display.
d. Click the gray box under port 24 twice until U displays.

The U specifies that the egress packet is untagged for the port.

e. Click Apply to save VLAN 40.
2. Create VLAN 50 with IP address 192.168.50.1/24:
a. Select Routing > VLAN > VLAN Routing Wizard.

A screen similar to the following displays.
[Seicorg | i | 05 | Socwy | oo | arerce | ity | i |

Roding Tabls P PG ARP RP OSPF OSPR3  RoutwrDiscawry VARP  Multensi [P Muhicast

[ ww e
+ VLAN FRouting Wizan Y

~WLAN Routing

- %5:5@-"-}3 siseenees

j ---_!‘Ij‘“ Cll

2 14 A

b. Enter the following information:
e Inthe Vlan ID field, enter 50.
* Inthe IP Address field, enter 192.168.50.1.
* In the Network Mask field, enter 255.255.255.0.
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c. Click Unit 1. The ports display.
d. Click the gray box under port 25 twice until U displays.

The U specifies that the egress packet is untagged for the port.
e. Click Apply to save VLAN 50.
3. Create VLAN 200 with IP address 192.168.200.2/24.
a. Select Routing > VLAN > VLAN Routing Wizard.
A screen similar to the following displays.
I I I

ARP RIP  OSPF  OSPRa  Router Discovery VRRP  Mulicast P Multcast

b. Enter the following information:
e Inthe Vlan ID field, enter 200.
e Inthe IP Address field, enter 192.168.200.2.
* Inthe Network Mask field, enter 255.255.255.0.
c. Click Unit 1. The ports display.
d. Click the gray box under port 48 twice until U displays.
The U specifies that the egress packet is untagged for the port.

e. Click Apply to save VLAN 200.
4. Create a static route with IP address 192.168.100.0/24:
a. Select Routing > Routing Table > Basic > Route Configuration.

A screen similar to the following displays.

P PE VIAN ARP RIP OSPF OSPRI  RouterDiscowry VRAP  Multicast 1P Malticast

(o] o0 |
*Bas: = | Route Type MNetwork Address Subnet Mask Next Hop Address. Preferance [Description

« [ 192 188.100.0
* Advanced
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b. Under Configure Routes, make the following selections and enter the following
information:

» Select Static in the Route Type field.
¢ |nthe Network Address field, enter 192.168.100.0.
* In the Subnet Mask field, enter 255.255.255.0.
e Inthe Next Hop IP Address field, enter 192.168.200.1.
c. Click Add.
5. Create a static route with IP address 192.168.30.0/24:
a. Select Routing > Routing Table > Basic > Route Configuration.
A screen similar to the following displays.
| Swiching | Rowng | QoS | Secuiy | Mowoing | Mamenance | Hep | inder ]

P P VAN ARP R OSPF  OSPRA Router Discowry VRRP  Mubicast w6 Multicast

* B 2 Roule Type Network Address Subnat Mask fest Hop Address. Frsfarence Description

Lasmad Foutes

Natwok Addreds | Scbost Mask | Pratoccl Rote Typs' Nast Hopntadaca  Mest Hop Addses Prafatence  Matric

Static vian 200

b. Under Configure Routes, make the following selection and enter the following
information:

e Inthe Route Type field, select Static.

e Inthe Network Address field, enter 192.168.30.0.

* Inthe Subnet Mask field, enter 255.255.255.0.

* Inthe Next Hop IP Address field, enter 192.168.200.1.
c. Click Add.
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Use ACLs to Configure Isolated VLANs on a Layer 3 Switch

This example shows how to isolate VLANSs on a Layer 3 switch by using ACLs. In this
example, PC 1isin VLAN 24, PC 2 is in VLAN 48, and the server is in VLAN 38. PC 1 and
PC 2 are isolated by an ACL but can both access the server. The example is shown as CLI
commands and as a web interface procedure.

i | =]

i = Port 110133
Server |l :'-. 10.100.5.34

B =

El—=

10.100.5.252

Layer 3 switch

[ o (o o [ ™
- ) 9 (9 (W

Port 1/0/24 Port 1/0/48
192.148.24.1 192.148.48.1

192.148.24.2 192.148.48.2

Figure 21. Using ACLs to isolate VLANs on a Layer 3 switch

ACLs
184



Managed Switches

CLI: Configure One-Way Access Using a TCP Flag in ACL
Commands

1. Enter the following CLI commands.

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

(Netgear
(Netgear

(Netgear
(Netgear

(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

Switch)
Switch)

Switch)
Switch)

Switch)

#vlan database

(Vlan)#vlan 24

(Vlan)#vlan routing 24

(Vlan)#exit

#config

(Config)#interface 1/0/24

(Interface 1/0/24)#vlan participation include 24
(Interface 1/0/24)#vlan pvid 24

(Interface 1/0/24)#exit

(Config)#interface vlan 24
(Interface-vlan 24)#routing

(Interface-vlan 24)#ip address 192.168.24.1 255.255.255.0
(Interface-vlan 24)#exit

(Config)#exit

2. Create VLAN 48, add port 1/0/48 to it, and assign IP address 192.168.48.1 to it.

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

(Netgear
(Netgear

(Netgear
(Netgear

(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

Switch)
Switch)

Switch)
Switch)

Switch)

#vlan database

(Vlan)#vlan 48

(Vlan)#vlan routing 48

(Vlan)#exit

#config

(Config)#interface 1/0/48

(Interface 1/0/48)#vlan participation include 48
(Interface 1/0/48)#vlan pvid 48

(Interface 1/0/48)#exit

(Config)#vlan interface vlan 48
(Interface-vlan 48)#routing

(Interface-vlan 48)#ip address 192.168.48.1 255.255.255.0
(Interface-vlan 48)#exit

(Config)#exit
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3. Create VLAN 38, add port 1/0/38 to it, and assign IP address 10.100.5.34 to it.

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#vlan 38

(Netgear Switch) (Vlan)#vlan routing

(Netgear Switch) (Vlan)#exit

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/38
(Netgear Switch) (Interface 1/0/38)#vlan participation include 38
(Netgear Switch) (Interface 1/0/38)#vlan pvid 38
(Netgear Switch) (Interface 1/0/38)#exit
(Netgear Switch) (Config)#interface vlan 38
(Netgear Switch) (Interface-vlan 38)#routing

(Netgear Switch) (Interface-vlan 38)#ip address 10.100.5.34 255.255.255.0
(Netgear Switch) (Interface-vlan 38)#exit

4. Enable IP routing on the switch.

(Netgear Switch) (Config)#ip routing

5. Add a default route so that all the traffic without a destination is forwarded according to this
default route.

(Netgear Switch) (Config)#ip route default 10.100.5.252

6. Create ACL 101 to deny all traffic that has the destination IP address 192.168.24.0/24.

(Netgear Switch) (Config)#access-list 101 deny ip any 192.168.24.0 0.0.0.255

7. Create ACL 102 to deny all traffic that has the destination IP address 192.168.48.0/24.

(Netgear Switch) (Config)#access-list 102 deny ip any 192.168.48.0 0.0.0.255

8. Create ACL 103 to permit all other traffic.

(Netgear Switch) (Config)#access-list 103 permit ip any any
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9. Deny all traffic with the destination IP address 192.168.48.0/24, and permit all other traffic.

(Netgear Switch) (Config)#interface 1/0/24

(Netgear Switch) (Interface 1/0/24)#ip access-group 102 in 1
(Netgear Switch) (Interface 1/0/24)#ip access-group 103 in 2
(Netgear Switch) (Interface 1/0/24)#exit

10. Deny all traffic with the destination IP address 192.168.24.0/24, and permit all other traffic.

(Netgear Switch) (Config)#interface 1/0/48

(Netgear Switch) (Interface 1/0/48)#ip access-group 101 in 1
(Netgear Switch) (Interface 1/0/48)#ip access-group 103 in 2
(Netgear Switch) (Interface 1/0/48)#exit

Web Interface: Configure One-Way Access Using a TCP
Flag in an ACL

1. Create VLAN 24 with IP address 192.168.24.1.
a. Select Routing > VLAN > VLAN Routing Wizard.

A screen similar to the following displays.
I R R R e e L

Routing Table 1P 196 ARP PP OSPF  OSPRI  Router Dacowry VRAP  Mubicast P Multicast

VLAN Routing Wizard

+ VLAN Routing Wiraid Vian D

b. Enter the following information:
e Inthe Vlan ID field, enter 24.
* Inthe IP Address field, enter 192.168.24.1.
* Inthe Network Mask field, enter 255.255.255.0.
c. Click Unit 1. The ports display.
d. Click the gray box under port 24 twice until U displays.
The U specifies that the egress packet is untagged for the port.

e. Click Apply to save VLAN 24.
2. Create VLAN 48 with IP address 192.168.48.1.
a. Select Routing > VLAN > VLAN Routing Wizard.
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A screen similar to the following displays.

VLAN VLAN Routing Wizard

] Vian D
VLAN Routing P A skar

b. Enter the following information:
e Inthe Vlan ID field, enter 48.
¢ Inthe IP Address field, enter 192.168.48.1.
* Inthe Network Mask field, enter 255.255.255.0.
c. Click Unit 1. The ports display.
d. Click the gray box under port 48 twice until U displays.

The U specifies that the egress packet is untagged for the port.
e. Click Apply to save VLAN 48.

3. Create VLAN 38 with IP address 10.100.5.34.
a. Select Routing > VLAN > VLAN Routing Wizard.

A screen similar to the following displays.
T T N

| R

Pots 13
-I-

ssasesessasasasnsasaanas
! Unit 2

i%“h::ﬁr“:m |

b. Enter the following information in the VLAN Routing Wizard:
e Inthe Vlan ID field, enter 38.
* Inthe IP Address field, enter 10.100.5.34.
* Inthe Network Mask field, enter 255.255.255.0.

c. Click Unit 1. The ports display.

d. Click the gray box under port 38 twice until U displays.

The U specifies that the egress packet is untagged for the port.
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e. Click Apply to save VLAN 38.
4. Enable IP routing:
a. Select Routing > IP > Basic > IP Configuration.

A screen similar to the following displays.

[ orsen | owons | s | ao | oum | oniomg | tononmne | rop | _rone ||

Routing Table IPvé  VLAN ARP RIP 0OSPF OSPFv3 Router Discovery VRRP  Multicast IPv6 Multicast

“ IP Configuration

* Basic 4 Default Time to Live 64

Routing Mode @ Enable O Disable

= Statistics ICMP Echo Replies ® Enable () Disable

* Advanced ~ ICMP Redirects (& Enable @ Disable
ICMP Rate Limit Interval 1000 (0 to 2147483647 ms)
ICMP Rate Limit Burst Size 100 (1 to 200)
Maximum Next Hops 4
Maximum Routes 12288
Select to configure Global Default Gateway ]
Global Default Gateway

b. Under IP Configuration, make the following selections:
e For Routing Mode, select the Enable radio button.
e For IP Forwarding Mode, select the Enable radio button.
c. Click Apply to enable IP routing.
5. Create an ACL with ID 101.
a. Select Security > ACL > Advanced > IP ACL.

A screen similar to the following displays.

o | oy | fowrs | G5 | e | terwors | W | op | s |

Management Secunty  Access  Port Authentication  Traffic Control ~ Control

- ACL Wizard Current Number of ACL
* Basic ¥ Maximum ACL
= Advanced -~

«IP ACL

*IP Rules

IP ACL Table

*IP Extended Rules
*IPvG ACL
*IPv6 Rules

LI IPACLID Rules Type
101

*|P Binding Configuration
*Binding Table
*VLAN Binding Table

b. Inthe IP ACL Table, in the IP ACL ID field, enter 101.
c. Click Add.

6. Create an ACL with ID 102.
a. Select Security > ACL > Advanced > IP ACL.
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A screen similar to the following displays.

[ open | owows | Rowms | oo | ey | oniom | o | rp | e ||

Management Security Access  Port Authentication  Traffic Control  Control

= ACL Wizard Current Number of ACL
- Basic v Maximum ACL
= Advanced ~
“Riles IP ACL Table
*IP Extended Rules
1BV ACL L IPACLID Rules  Type
=I1Pv6 Rules = 2
8 1m 0 Extended IP ACL

=P Binding Configuration
= Binding Table
=VLAN Binding Table

b. Inthe IP ACL Table, in the IP ACL ID field, enter 102.
c. Click Add.

7. Create an ACL with ID 103.
a. Select Security > ACL >Advanced > IP ACL.

A screen similar to the following displays.

[ e | omema | s | o5 | seumy | tomoms | womowee | ren | mr_|

Management Security  Access  Port Authentication  Traffic Control  Control

ACL IP ACL Configuration

=AGL Wizard Current Number of ACL
= Basic > Maximum ACL
= Advanced ~

1P ACL

I Rdles IP ACL Table

*IP Extended Rules

]
\BvE ACL LI IPACL I Rules Type
*IPv6 Rules - L
i 5 & 101 0 Extended IP ACL
* IP Binding Configuration o 10 0 Extirided IP-ACL

* Binding Table
*VLAN Binding Table

b. Inthe IP ACL ID field of the IP ACL Table, enter 103.
c. Click Add.

8. Add and configure an IP extended rule that is associated with ACL 101:
a. Select Security > ACL > Advanced > IP Extended Rules.
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A screen similar to the following displays.

Extended ACL Ruls Tabla
Soutce  Source  Souts Soutce
Rute c . Azzign Murror Rediect  Maich Pratocol
e Action Lagging : TCPFla) Establishsd B w L4 L4
(1] Ouoce 1D intartace Inteface Evary Type ~ PeffrA Pt Action | Fot

Mo rules heve been configured for this ACL

b. Under IP Extended Rules, in the ACL ID field, select 101.
c. Click Add.

A screen similar to the following displays.

Port Authentication  Trafic Coatrol

Gionteol

Extended AL Fiude Cordguratron{100195)

d. Under Extended ACL Rule Configuration (100-199), enter the following information
and make the following selections:

In the Rule ID field, enter 1.

For Action, select the Deny radio button.

In the Match Every field, select False.

In the Destination IP Address field, enter 192.168.24.0.
In the Destination IP Mask field, enter 0.0.0.255.

e. Click Apply to save the settings.
9. Add and configure an IP extended rule that is associated with ACL 102.
a. Select Security > ACL >Advanced > IP Extended Rules.
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A screen similar to the following displays.

o [ s
Managemant Sscunty  Access  Pod Authentication  Traic Contral  Control
=ACL Wiz ACL IDMame e

«Dasic

I N

«Adanced

*IP ACL Extended ACL Rule Table

“ 1P Rules

Source  Saurce Source  Soutce Soucs
L4 4 (2}
Part Action Port St Fort

Mimor  Radwnct

Dastinaticn
Etufaco Intedice N

Match  Piotocl | o ey Estasiished P

Fuls _ Askign
- o Diwun 1D Evary | Typs Addrase | Mask

L4
End Pot  Addrias
No rules have been configured for this ACL

b. Under IP Extended Rules, in the ACL ID field, select 102.

c. Click Add.
A screen similar to the following displays.
I T I I I i T

Mansgement Secunty  Accens  Pod Authentication  Trafc Control  Cortrol

Extandsd ACL Ruls Condguraiien100-19)
ACL Wizard ACL EVHame

107

d. Under Extended ACL Rule Configuration (100-199), enter the following information
and make the following selections:
e Inthe Rule ID field, enter 1.
e For Action mode, select the Deny radio button.
e Inthe Match Every field, select False.
* Inthe Destination IP Address field, enter 192.168.48.0.
* Inthe Destination IP Mask field, enter 0.0.0.255.
e. Click Apply to save the settings.

10. Add and configure an IP extended rule that is associated with ACL 103:
a. Select Security > ACL > Advanced > IP Extended Rules.
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A screen similar to the following displays.
[ Srien | Sowciog | g | @05 | Sy | Voot | W | g | b | ]

Maensgament Sacunty  Accass  Pont Authentication  Trafic Contral  Comrol

Extended ACL Rule Table

fuie : Assign W 7 Ma Protocal e iumﬂ E‘?‘u. 3-:- Saurcs .3“:! ?ﬂu Dextination
g Aeton LDgOng o oie D wietace Wiescs Every  Type My |t oA P
Agdrass  Mmik  Port Action Port St Fon End Fort Address

No rules have been configured for this ACL

Under IP Extended Rules, in the ACL ID field, select 103.
Click Add.
A screen similar to the following displays.

Managamant Secunty  Access  Pod Authenticstion  Trafic Control  Contral
Extendad ACL Ruls Configuration(100-159)
A Egre
= Loggng Dissble
1P Rules
Interfoce 5 Miriod
+IF Extonded Fules
- Redirect
* 1PV A
Match Evory Fales +
[
! K SH
SYN M
able
L e Equat 5534
Range Start Port - (0 b G5535) End Port
[Ost Address

d. Under Extended ACL Rule Configuration (100-199), enter the following information
and make the following selections:

e Inthe Rule ID field, enter 1.
* For Action mode, select the Permit radio button.
e Inthe Match Every field, select False.
e Inthe Protocol Type field, select IP.
e. Click Apply to save the settings.

11. Apply ACL 102 to port 24:
a. Select Security > ACL > Advanced > IP Binding Configuration.
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A screen similar to the following displays.

Management Secunty  Access  Pon Authentication  Tralic Control  Canirol

ACL 1P Bindng Canfiguiation

Sequenc
B i 1
Pots 1

Sesipicestesaasciascia

+ 1PN Rlos
P inding Configuistion [JlY RPN

= Binding Table

e e e e LA S
sEsssssssesasssssatats

b. Under Binding Configuration, make the following selection and enter the following
information:

* Inthe ACL ID field, select 102.

* Inthe Sequence Number field, enter 1.
c. Click Unit 1. The ports display.
d. Click the gray box under port 24.

A check mark displays in the box.

e. Click Apply to save the settings.
12. Apply ACL 101 to port 48:
a. Select Security > ACL >Advanced > IP Binding Configuration.
A screen similar to the following displays.
T e R e R e R R

Management Secunty  Access  Pord Authentication  Trafhc Control  Control

Weear

ACLID
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el lL et b L
- 815 U8 21 2 2 7

T !-'Tli-;-f-jg-'-k-;-@!g--- '
vessseveseeTEEw
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b. Under Binding Configuration, make the following selection and enter the following
information:

e Inthe ACL ID field, select 101.

* Inthe Sequence Number field, enter 1.
c. Click Unit 1. The ports display.
d. Click the gray box under port 48.

A check mark displays in the box.
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e. Click Apply to save the settings.
13. Apply ACL 103 to port 24 and port 48:
a. Select Security > ACL > Advanced > IP Binding Configuration.

A screen similar to the following displays.
T T e

Managemant Secunty  Access  Pod Authontication  Traffc Control  Contral

P Banding ¢

b. Under Binding Configuration, make the following selection and enter the following
information:

* Inthe ACL ID field, select 103.
* Inthe Sequence Number field, enter 2.

c. Click Unit 1. The ports display.
Configure the following ports:

e Click the gray box under port 24. A check mark displays in the box.
e Click the gray box under port 48. A check mark displays in the box.

d. Click Apply to save the settings.

Set up a MAC ACL with Two Rules

The example is shown as CLI commands and as a web interface procedure.

CLI: Set up a MAC ACL with Two Rules

1. Create a new MAC ACL acl_bpdu.

(Netgear Switch) #
(Netgear Switch) #config
(Netgear Switch) (Config)#mac access-list extended acl_bpdu

2. Deny all the traffic that has destination MAC 01:80:C2:XX:XX:XX.

(Netgear Switch) (Config-mac-access-list)#deny any 01:80:c2:00:00:00
00:00:00:ff:ff:ff
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3. Permit all the other traffic.

(Netgear Switch) (Config-mac-access-list)#permit any
(Netgear Switch) (Config-mac-access-list)#exit

4. Apply the MAC ACL acl_bpdu to port 1/0/2.

(Netgear Switch) (Config)#interface 1/0/2
(Netgear Switch) (Interface 1/0/2)#mac access-group acl_bpdu in

Web Interface: Set up a MAC ACL with Two Rules

1. Create MAC ACL 101 on the switch.
a. Select Security > ACL > MAC ACL.

A screen similar to the following displays.
[sysen | suichig | Rowms | Qo5 | ooy | onkoing | Wamnance | op | namx |

Management Security  Access  Port Authentication  Traffic Contral ~ Cantrol

- ACL Wizard Current Mumber of ACL

+ Basic ~  Maximum ACL

=MAC ACL

*MAC Rules

=MAC Binding
Configuration

MAC ACL Table

=Binding Table | Name Rules Direction

= Advanced b acl_bpdu

b. In the Name field, enter acl_bpdu.
c. Click Add to create ACL acl_bpdu.

2. Create a new rule that is associated with the ACL acl_bpdu.
a. Select Security > ACL > MAC ACL > MAC Rules.
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A screen similar to the following displays.

[ oo | sviws | o | s | ooy | toawy | wwes | o | b | |

Management Security  Access  Port Authentication  Traffic Control  Conitrol

ACL Rules
= ACL Wizard ACL Name acl bpdu v
- Basic ~
=MAC ACL
SN Brles Ruls Table
=MAC Binding
Configuration Assign  Miror Redirect Match P Destination MAC
S Lpi ithon e e O 5 el e 0 [Pt e Mask

- Advanced ~ 1 Deny ~ ¥ v v 01:80:c2:00:00:00 00:00:00:fF

a. Inthe ACL Name field, select acl_bpdu.
b. In the Action field, select Deny.
Enter the following information in the Rule Table.
e In the ID field, enter 1.
e Inthe Destination MAC field, enter 01:80:¢2:00:00:00.
¢ |n the Destination MAC Mask field, enter 00:00:00: ff: ff:ff.
d. Click the Add button.
3. Create another rule that is associated with the ACL acl_bpdu.
a. Select Security > ACL > MAC ACL > MAC Rules.

A screen similar to the following displays.

[ srien | oo | oum | w05 | ocum | towows | Memowee | e | e | |

Management Security ~ Access  Port Authentication  Traffic Control  Cantrol

= ACL Wizard ACL Name

acl_bpdu ~
= Basic -~
=MAC ACL
Rule T
=MAC Binding
Configuration Assign  Mirror Redirect Match Destination MAC
LD Action CoS Destination MAC
*Binding Table Queue ld  Interface Interface  Every Mask
= Advanced 4 2 Permit ~ i b %
| Deny False 01:80:C2:00:00:00 00:00:00:FF:-FF:FF

a. Select acl_bpdu in the ACL Name field.

b. Enter the following information in the Rule Table.
e Inthe ID field, enter 2.
* Inthe Action field, select Permit.
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c. Click the Add button.
4. Apply the ACL acl_bpdu to port 2.
a. Select Security > ACL > MAC ACL > MAC Binding Configuration.

A screen similar to the following displays.

b. Enter the following information in the MAC Binding Configuration.
 INthe ACL ID field, select acl_bpdu.
e Inthe Sequence Number field, enter 1.

c. Click the Unit 1. The ports display.

d. Click the gray box under port 2. A check mark displays in the box.
Click Apply to save the settings.

Configure ACL Mirroring

This feature extends the existing port mirroring functionality by allowing you to mirror a
designated traffic stream in an interface using ACL rules. Define an ACL rule matching the
desired traffic with the option mirror to an interface. Any traffic matching this rule will be
copied to the specified mirrored interface.
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Figure 22. ACL mirroring

CLI: Configure ACL Mirroring

The script in this section shows how to mirror the traffic stream received from a host in an
interface. These examples mirror the traffic from the host 10.0.0.1 connected to the interface
1/0/1.

1. Create an IP access control list with the name monitorHost.

(Netgear Switch) (Config)# ip access-list monitorHost

2. Define the rules to match host 10.0.0.1 and to permit all others.

(Netgear Switch) (Config-ipv4-acl)# permit ip 10.0.0.1 0.0.0.0 any mirror 1/0/19
(Netgear Switch) (Config-ipv4-acl)# permit every
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3. Bind the ACL with interface 1/0/1.

(Netgear Switch) (Interface 1/0/1)#ip access-group monitorHost in 1

4. View the configuration.

(Netgear Switch) # show ip access-lists
Current number of ACLs: 1 Maximum number of ACLs: 100

ACL ID/Name Rules Direction Interface(s)

monitorHost 2 inbound 1/0/1

(Netgear Switch) #show ip access-lists monitorHost

ACL Name: monitorHost
Inbound Interface(s): 1/0/1

Rule Number: 1

ACEION. - oo eeeeeeaaaaaaaaa permit
Match AL . e FALSE
Protocol . .. ... iiiiiaan 255(ip)
Source IP Address. ... i 10.0.0.1
Source IP Mask. ... e 0.0.0.0
Mirror Interface. .. ... ... . ... 170719

Rule Number: 2
ACEION. - oo eeeeeeaaaaaaaaa permit
Match ALl . ... e e e eeaaaaaaa TRUE

VLAN(S)
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Web Interface: Configure ACL Mirroring

1. Create an IP access control list with the name monitorHost on the switch.
a. Select Security > ACL > Advanced > IP ACL.

A screen similar to the following displays.

[ e | oy [ reung | aro | seamn | vewoms | amwwes | o | s |

Management Security  Access  Port Authentication  Trafic Control  Contiol

ACL IP ACL Configuration
= ACL Wizard Current Number of ACL
-Basic v Maximum ACL
= Advanced ~
- Riles IP ACL Table
*IP Extended Rules -
PG ACL LI IPACL ID Rules Type
+IPvE Rules monitarHost

= IP Binding Configuration
= Binding Table
=VLAN Binding Table

b. Inthe IP ACL ID field, enter monitorHost.
c. Click Add to create ACL monitorHost.
A screen similar to the following displays.

[ o | wowa | oune |G | ooy | ants | s | rp | |

Management Security  Access  Port Authentication  Traffic Control  Control

ACL IP ACL Configuration

=ACL Wizard Current Number of ACL
=Basic v Maximum ACL
= Advanced ~

FIRRules IP ACL Table

* IP Extended Rules

+IPvE ACL Ll iPACLID Rules Type

*IPv6 Rules —

] monitorHost 0 Named IP ACL

* IP Binding Configuration
* Binding Table
*VLAM Binding Table

2. Create a rule to match host 10.0.0.1 in the ACL monitorHost.
a. Select Security > ACL > Advanced > IP Extended Rules.

ACLs
201



Managed Switches

A screen similar to the following displays.

Switching QoS Security Maintenance Help
[ Syem | _wichng | _Rouing | Q05 | Secury | Monioimg | Mannace | Hep [ bax | |

Management Security  Access  Port Authentication  Traffic Control  Control

= ACL Wizard ACL ID/Mame monitorHost v
=Basic ke
= Advanced -~

*IP ACL

Extended ACL Rule Table

*IP Rules
: : : Source | Source  Source
L e action Logging pisen  Muor - Reditect Malch Protocol reppipg Estapiished IP P L
“IPv6 ACL Bvery | Type Address Mask  Port Action
-IPv6 Rules No rules have been configured for this ACL
*|P Binding Configuration
* Binding Table

*VLAN Binding Table

b. Click Add.

A screen similar to the following displays.

S | oo | fowrs | @05 | ey | ooty | v | op | wer | |

anagement Security  Access  Port Authentication  Traffic Contral ~ Control
Extended ACL Rule Configuration{100-199)
* ACL Wizard ACL ID/Mame monitorHost
*Basic > Rule ID 1
= Advanced A Action @® Permit Egress Queue | 0-6)
=P ACL ) Deny
Loggin: Disable Enable
*IP Rules e
-IP Extended Rules fnterace @ Mz 1o v
) Redirect =
= 1Pv6 ACL
Match Every -
-IPy6 Rules i kil
rotocol Type ~ 0 to 255]
=P Binding Configuration 2 (010 255)
TCP Flag URG — ACK
= Binding Table =
RST s o SYN
= VLAN Binding Tabl =
e Src ©® P Address 10.0.0.1 0.0.0.0
) Host

In the Rule ID field, enter 1.
For Action, select the Permit radio button.
In the Mirror Interface list, select 1/0/19.
In the Src IP Address field, enter 10.0.0.1.
In the Src IP Mask field, enter 0.0.0.0.
Click Apply.
3. Create a rule to match every other traffic.
a. Select Security > ACL > Advanced > IP Extended Rules.

@ ™ o a o

>
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A screen similar to the following displays.

Switching

Managament Secuety  Access  Pod Authentication  Traffic Comral Coatrol

Monionng

ACL 1P Rules

Mamnionance

ACL ID/Hxma mondodiost

Extended ACL Ruls Table

+IP" Binding Configuration
*Binding Table

+VLAN Binding Table

*IF Rules

|| /Pe ga | Logging ARSGN | Minor | Radmct) MMk Pretocel | o s Evanished 12 Pl L4
<P Al =ERLL RRRES, (Waae! (ST, B CType Addines Matk  Po Action Port
<1 R 1 Pemit 10113 False 4 P} 10001 0000

b. Click Add.

A screen similar to the following displays.

Managsment Security Access  Port Authentication  Trafic Control  Control
ACL Extended ACL Rule Configuration{100-199)
+ ACL Wizard ACL [D/Mame monitorHost
» Basic ¥ RulelD 2
= Advanced ~ Action ® Permit Egress Queue | 10-6)
«IP ACL ) Deny
«P Rules Logging Disable Enable
Interface @ Mirror =
=IP Extended Rules
) Redirect 5
= IPv6 ACL
Match Evel 7
“IPv6 Rules o ‘Tw EL
rotocol Type v 0 to 255
=P Binding Configuration (oo 255
TCP Flag URG ACK
= Binding Table
RST SYN
=VLAN Binding Table oW P Address
Host

In the Rule ID field, enter 2.
Select the Permit radio button.
In the Match Every field, select True.

-~ o o o

Click Apply.

A screen similar to the following displays.

Mantenancy

Monitoring

AL 1P Rules

ACL DMams mandaHoss

B0
B Extanded ACL Rule Tabls

%mm'ﬂlﬂ Maor  Radwect

Sourca
Match  Rrotocal
Cuede |0 Intutace Intedace| Ewry Type 0 Estatlishid B =

Sourcs
L
Address Mask | Port Action Poet

Source . Source
L4
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i Permit 110/19 False 4(F) 10001 0.000
Permit True
inding Configuration z o L
g Table
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4. Bind the ACL with interface 1/0/1.
a. Select Security > ACL > Advanced > IP Binding Configuration.

A screen similar to the following displays.

manacrtiant >
T Saquence Humber 1 |11 to 4704967205
B
111 1% 17 19 37 3 41 43 a5 47

Pots 1 3 5 7 9 7 21 73 P8 27 9 3 33 3%
(5 o

I LI LI L] -I[ []
Al 2 4 5 B W 12 ¥ % 1B N 2
o

=Binding Table

24 24 0 32 M 3 M 40 42 M4 8 o

Poits 3 5 T 1 0 13 %7 § 3 33 36 37 38 3

*VLAN Binding Tabla o .
Eifiii sevesesreseeeeewwew

F 4 L] & W 1T % M O XN I MM OB N L¥, LT R 1] i a0 a7 &4

In the Sequence Number field, enter 1.

In the Port Selection Table, click Unit 1 to display all the ports for the device.
Select the Port 1 check box.

Click Apply.

® o o T

Configure ACL Redirection

This feature redirects a specified traffic stream to a specified interface.

' Other network )

1/0/1

e o

_ 10019
b

- HTTP packets

Workstation Workstation Web server
e Other packets

Figure 23. ACL Redirect
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CLI: Redirect a Traffic Stream

The script in this section shows how to redirect an HTTP traffic stream received in an

interface to the specified interface. This example redirects the HTTP traffic stream received

in port 1/0/1 to port 1/0/19.

1. Create an IP access control list with the name redirectHTTP.

(Netgear Switch) (Config)#ip access-list redirectHTTP

2. Define a rule to match the HTTP stream and define a rule to permit all others.

(Netgear Switch) (Config-ipv4-acl)# permit tcp any any eq http redirect 1/0/19
(Netgear Switch) (Config-ipv4-acl)# permit every

3. Bind the ACL with interface 1/0/1.

(Netgear Switch) (Interface 1/0/1)#ip access-group redirectHTTP in 1

4. View the configuration.

(Netgear Switch) # show ip access-lists
Current number of ACLs: 1 Maximum number of ACLs: 100

ACL ID/Name Rules Direction Interface(s) VLAN(S)
redirectHTTP 2 inbound 1/0/1

(Netgear Switch) #show ip access-lists redirectHTTP

ACL Name: redirectHTTP
Inbound Interface(s): 1/0/1

Rule Number: 1

ACEEON. L. e e e permit

Match AL . i FALSE
Protocol . . ... 6(tcp)
Destination L4 Port Keyword. ... ... .. ..o oo... 80(www/http)
Redirect Interface. ... .. ... ... oo ... 1/0/19

Rule Number: 2
ACEEON. L e e permit
Match ARl . . e TRUE
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Web Interface: Redirect a Traffic Stream

This example redirects the HTTP traffic stream received in port 1/0/1 to port 1/0/19.
1. Create an IP access control list with the name redirectHTTP.
a. Select Security > ACL > Advanced > IP ACL.

A screen similar to the following displays.

[ oon | swows | omm | a5 | ey | vowomg | s | op | o |

Management Security  Access  Port Authentication  Traffic Control  Control

Al Wizl Current Number of ACL
FHse ¥ Maximum ACL
= Advanced -
“IPACL
e IP ACL Table
*|P Extended Rules .
*IPV6 ACL L IPACLID Rules Type
“IPu6 Rules

* IP Binding Configuration
* Binding Table
= VLAN Binding Table

b. In the IP ACL field, enter redirectHTTP.
c. Click Add to create the IP ACL redirectHTTP.

A screen similar to the following displays.

[ srren [ swg | owrs | 05 | Swomy | toriomg | s | op | v |

Management Security  Access  Port Authentication  Traffic Control  Control

= ACL Wizard Current Number of ACL
-Basic ¥ Maximum ACL
= Advanced -~
tie B IP ACL Table
*IP Extended Rules
+IPv6 ACL Ul IR ActiB Rules Type
*IPv6 Rules =
O redirectHTTP 0 Named IP ACL

=P Binding Configuration
= Binding Table
=VLAN Binding Table

2. Create a rule to redirect HTTP traffic.
a. Select Security > ACL > Advanced > IP Extended Rules.
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A screen similar to the following displays.

oo [ omon | owrm | 005 | e | o | Wewwes | hop | b | |

Management Security  Access  Port Authentication'  Traffic Control  Contral

L Wizard ACL ID/Name redirectHTTP ~
-Basic >
+Advanced -~

P Extended ACL Rule Table

*IP Rules

y :; > Source  Source  Source
- IP Extended Rules 1 :;u]a i (et af,:‘f:m ‘V\rf‘l;rfm ::’i:mrede "\E“::m _Ilfmtocul TCP Flag| Established | P P 4
“IPv6 ACL - o Interice 4| e Address Mask  Port Action

«IPV6 Rules No rules have been configured for this ACL

=P Binding Configuration
= Binding Table
=VLAN Binding Table

b. Click Add.
A screen similar to the following displays.

Systen | Swachng | Rouing QoS | Secuty | Mostomng | Mamtenmce | Help
Managemant Secunty  Acceas  Pot Authantication  Traffic Control  Controd

ACL Extended ACL Rule Configuration{ 100-199)

ACL IVName redirctHTTR

In the Rule ID field, enter 1.

In the protocol field, select www-http.

For Action, select the Permit radio button.
In the Redirect Interface list, select 1/0/19.
In the Dst L4 Port list, select http.

Click Apply. The Extended ACL Rules screen displays, as described in the next step
in this procedure.

3. Create a rule to match every other traffic.
a. Select Security > ACL > Advanced > IP Extended Rules.

@@ ™"~ o a0
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A screen similar to the following displays.

Systum Flocting

Morioeing

Martonance

Management Sacueity  Access  Port Authentication  Trafic Control  Control

ACL ID/Hame TedirbcHITTR

Extended ACL Rute Table

B e g B0 M, [ M P ooy e £ B
1 Permit 10719 False & (TCP) False
* [ Binding Coatiguration
*Binding Table
*VLAN Binding Tabls
b. Click Add.
A screen similar to the following displays.
|_Swcng | owep [ 0o | Secumy ] Woong | Mamtenace |t | e
Manogomend Secusly  Access  Fort Authentication  Trafe Contrd  Contrel
ACL Extended ACL Rule Configuration] 100-159)
=ACL Wizard redirectHTTH
»Basic b Rule 10
= Advanced A Action & Permit Egress Quous - s
“IF ACL Deny
e Loggng Disable Enable
Rediwct -
’ Match Every Tiow ~
Protocol Type 0 o 255)
TCP Flag URG ACK PSH
RST SYN FIN
e P Address
Host
m Pod Other =+ Equal - [0 4o 65535)
Range Start Port Other (0 4o 8553%) End Pont

In the Rule ID field, enter 2.

For Action, select the Permit radio button.
In the Match Every field, select True.
Click Apply.

-~ o a0

A screen similar to the following displays.

Systom Swdching Routing

Morstorng

Manlenance

AL P Rules
«ACL Wizard ACL IDMame o ——
*Buic b
« Adanced -
1P AL

Extended ACL Rule Table

*ii" Binding ConSguratisn

*Binding Table

*VLAN Binding Table

L .“.:’ Action. m.m“"f"n w"""" :""'m'“' Emm m"m TR Fiag Ertatianed B ' ® e . u
Addross Mask  Port Action Port
1 Permit 19/19 False 6 (TCP) Falsa
2 Peamit Tree
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4. Bind the ACL with interface 1/0/1.
a. Select Security > ACL > Advanced > IP Binding Configuration.

A screen similar to the following displays.

T T T e

Managomant Secunity  Access  Pod Authentication  Trafic Control  Control

In the Sequence Number field, enter 1.

In the Port Selection Table, click Unit 1 to display all the ports.
Select the check box below Port 1.

Click Apply.

® o o o

Add ACL Remarks

You can use the remark keyword to include comments (remarks) for ACL rule entries in a
MAC or IP ACL. Remarks can help you and other users to understand ACL rules. Each
remark line is limited to 100 characters. Remarks can consist of characters in the range A-Z,
a—z, and 0-9 and of special characters such as spaces, hyphens, and underscores. If you
want to create remarks for a permit or deny rule, you must create the remarks before you
create the rule. If you remove a rule, all associated remarks are removed as well. If remarks
are no longer applicable, you can remove them. You can also add remarks to a MAC or IP
ACL without adding any rules, save the remarks, and add the rules later.

The following example shows how you can add remarks to rules:

1. Create an ACL.

(Netgear Switch) (Config)#ip access-list acl_voice

2. Add a remark before you add a rule.

(Netgear Switch) (Config-ipv4-acl)#remark "permit VOIP packets whose DSCP is EF"
(Netgear Switch) (Config-ipv4-aclh)#permit ip any any dscp ef

(Netgear Switch) (Config-ipv4-acl)#remark "deny all of other packets" (Netgear Switch)
(Config-ipvd-acl)#deny ip any any

(Netgear Switch) (Config-ipv4-acl)#exit

(Netgear Switch) (Config)#exit
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3. Check the configuration using the show running-config command.

(Netgear Switch) #show running-config

ip access-list acl_voice

remark "permit VOIP packets whose DSCP is EF"
permit ip any any dscp ef

remark "deny all of other packets"

deny ip any any

exit

Change the Sequence of an ACL Rule

The association of sequence numbers with access control list (ACL) rules can simplify the
process of changing an ACL and can make it easier to identify the rules. Sequence numbers
let you position ACL rule entries within an ACL, resort entries, and remove entries.

You can renumber ACL rule entries to create room to insert a new rule entry. For example,
you can specify a sequence number to insert a rule entry in the middle of an existing ACL.

Each ACL rule entry requires a sequence number: If you do not assign a number manually,
the switch assigns it automatically. The following applies to sequence numbers:

e If you do not manually assign a sequence number for the rule, the switch automatically
assign a sequence number that is 10 greater than the last sequence number in the ACL,
and the rule is placed at the end of the list. If the rule is the first one in the ACL, a
sequence number of 10 is assigned. If the automatically assigned sequence number
exceeds the maximum possible value, creation of the ACL rule fails.

* You cannot create a rule with a sequence number that duplicates an existing sequence
number.

* If you reboot the switch, the start sequence number and increment number for ACL rules
are not saved.

The following example shows how you can insert an ACL rule, let the switch automatically
assign a sequence number, change the start sequence number and the sequence increment
number (that is, the number by which the sequence increases), and insert an ACL rule at a
particular position:

1. Create an IP ACL named voice_acl without specifying a sequence number.

(Netgear Switch) #config

(Netgear Switch) (Config)#ip access-list voice_acl

(Netgear Switch) (Config-ipv4-acl)#permit ip any any dscp csb5
(Netgear Switch) (Config-ipv4-acl)#permit ip any any dscp ef
(Netgear Switch) (Config-ipv4-acl)#deny ip any any

(Netgear Switch) (Config-ipv4-acl)#exit
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2. \Verify that the sequence numbers are assigned by the switch.

The first sequence number is 10, the second sequence number is 20, and so on.

(Netgear Switch) (Config)#show ip access-lists voice_acl
ACL Name: voice_acl

Sequence Number: 10

ACtEON. L e permit
Match AL . . e False

Protocol .. ... .. 255(ip)
1 40(csb)

Sequence Number: 20

Y o o o] o permit
Match AL . i False

Protocol . . ... 255(ip)
IR DSCP . e e oo e e e e e e e e e 46(ef)

Sequence Number: 30

3. If you must add more than 10 ACL rules, change the start sequence number and sequence
increment number before you add ACL rules. In the following example, the start sequence
number is 1000 and the sequence increment number is 100.

(Netgear Switch) (Config)#ip access-list resequence voice_acl 1000 100
(Netgear Switch) (Config)#show ip access-lists voice_acl
ACL Name: voice_acl

Sequence Number: 1000

ACtEON. L e permit
Match ARl . . False

Protocol . . .. ... iiaaan 255(ip)
IP DSCP . oo e e 40(csb)

Sequence Number: 1100

ACEEON . e aaaaa e permit
Match AN . e False

Protocol . . ... 255(ip)
IP DSCP . o it e 46(ef)

Sequence Number: 1200
Y o o 0] o deny
Match AN . e TRUE
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4. Insert a new ACL rule at a particular position. For example, insert a new ACL rule with
sequence number 900 at the first position. The new rule drops all packets that arrive from IP
address 192.168.1.1.

(Netgear Switch) #config

(Netgear Switch) (Config)#ip access-list voice_acl

(Netgear Switch) (Config-ipv4-acl)#900 deny ip 192.168.1.1 255.255.255.0 any
(Netgear Switch) (Config-ipv4-acl)#exit

(Netgear Switch) (Config)#exit

(Netgear Switch) #show ip access-lists voice_acl

ACL Name: voice_acl

Sequence Number: 900

ACEEON. e eeeeaaaaaaaa deny

Match AN . i iiiaaan False
Protocol . . .. e 255(ip)
Source IP Address. . ...t i i e c i 192.168.1.1
Source 1P Wildcard Mask. ... ... ..o o . ... ... 255.255.255.0

Sequence Number: 1000

Y 3 o o] o permit
Match AL . s False

Protocol . .. e 255(ip)
IP DSCP. o e 40(csb)

Sequence Number: 1100

ACtON. L eeeeeaeaaaaa permit
Match AL . e False
Protocol . ... . e 255(ip)
D 01 46(ef)

Sequence Number: 1200
ACEION. .. eeeee e deny
Match ALl . ... TRUE

Configure a Management ACL

A management ACL lets you control access to the switch. You can permit specific hosts to
access the switch and deny access to all other hosts. You can also specify a specific access
method for a permitted host. For example, you can specify that a host can access the switch
over a Telnet connection only
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The following examples show how to configure a management ACL.

Example 1: Permit Any Host to Access the Switch Through
Telnet or HTTP:

Permit any host to access the managed VLAN IP address of 169.254.100.100 through a
Telnet or HTTP connection:

(Netgear Switch) (Config)#ip access-list acl_for_cpu

(Netgear Switch) (Config-ipv4-acl)#permit tcp any 169.254.100.100 0.0.0.0 eq telnet
(Netgear Switch) (Config-ipv4-acl)#deny tcp any any eq http

(Netgear Switch) (Config-ipv4-acl)#permit tcp any 169.254.100.100 0.0.0.0 eq http
(Netgear Switch) (Config-ipv4-acl)#deny tcp any any eq http

(Netgear Switch) (Config-ipv4-acl)#deny every

(Netgear Switch) (Config-ipv4-acl)#exit

(Netgear Switch) (Config)#ip access-group acl_for_cpu control-plane

Example 2: Permit a Specific Host to Access the Switch
Through SSH Only

Permit a specific host access the switch over an SSH connection only.

(Netgear Switch) (Config)#ip access-list acl_for_cpu

(Netgear Switch) (Config-ipv4-acl)#permit tcp 10.100.5.13 0.0.0.0 any eqg ssh
(Netgear Switch) (Config-ipv4-acl)#deny tcp any any eq ssh

(Netgear Switch) (Config-ipv4-acl)#permit every

(Netgear Switch) (Config-ipv4-acl)#exit

(Netgear Switch) (Config)#ip access-group acl_for_cpu control-plane

Configure IPv6 ACLs

This feature extends the existing IPv4 ACL by providing support for IPv6 packet
classification. Each ACL is a set of up to 12 rules applied to inbound traffic. Each rule
specifies whether the contents of a given field should be used to permit or deny access to the
network, and can apply to one or more of the following fields within a packet:

e Source IPv6 prefix

* Destination IPv6 prefix

* Protocol number

e Source Layer 4 port

e Destination Layer 4 port

 DSCP value

* Flow label
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Note that the order of the rules is important: When a packet matches multiple rules, the first
rule takes precedence. Also, once you define an ACL for a given port, all traffic not
specifically permitted by the ACL is denied access.

Interface 1/0/1
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IPv6 Telnet traffic = ==== -
IPv6 Any other traffic =———————1

Figure 24. IPv6 ACLs

The script in this section shows you how to set up an IPv6 ACL with the following three rules:

* Rule-1. Permits every traffic to the destination network 2001:DB8:COAB:AC14::/64.

 Rule-2. Permits IPv6 TELNET traffic to the destination network
2001:DB8:COAB:AC13::/64.

¢ Rule-3. Permits IPv6 HTTP traffic to any destination.
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CLI: Configure an IPv6 ACL

1. Create the access control list with the name ipv6-acl.

|(Netgear Switch) (Config)# ipv6 access-list ipv6-acl

2. Define three rules to:
e Permit any IPv6 traffic to the destination network 2001:DB8:COAB:AC14::/64 from the
source network 2001:DB8:COAB:AC11::/64.

« Permit IPv6 Telnet traffic to the destination network 2001:DB8:C0AB:AC13::/64 from
the source network 2001:DB8:COAB:AC11::/64.

*  Permit IPv6 HTTP traffic to any destination network from the source network
2001:DB8:COAB:AC11::/64.

(Netgear Switch) (Config-ipv6-acl)# permit ipv6 2001:DB8:COAB:AC11::/64
2001:DB8:COAB:AC14::/64

(Netgear Switch) (Config-ipv6-acl)# permit tcp 2001:DB8:COAB:AC11::/64
2001:DB8:C0OAB:AC13::/64 eq telnet

(Netgear Switch) (Config-ipv6-acl)# permit tcp 2001:DB8:COAB:AC11::/64 any eq http

3. Apply the rules to inbound traffic on port 1/0/1. Only traffic matching the criteria will be
accepted.

(Netgear Switch) (Config)#interface 1/0/1

(Netgear Switch) (Interface 1/0/1)# ipv6 traffic-filter ipv6-acl in
(Netgear Switch) (Interface 1/0/1)# exit

(Netgear Switch) (Config)#exit
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4. View the configuration.

(Netgear Switch) #show ipv6 access-lists
Current number of all ACLs: 1 Maximum number of all ACLs: 100

ipv6-acl 3 inbound 1/0/1

(Netgear Switch) #show ipv6 access-lists ipv6-acl

ACL Name: ipv6-acl
Inbound Interface(s): 1/0/1

Rule Number: 1

IPv6 ACL Name Rules Direction Interface(s) VLAN(S)

ACEEON. e permit

Protocol . . .. ... i 255(ipv6)

Source IP AdAressS. .o cc i oo e e e e e eieeaeeaann 2001:DB8:COAB:AC11::/64
Destination IP Address. ... ..o ianaaann. 2001:DB8:COAB:AC14::/64
Rule Number: 2

ACEION. L e permit

Protocol . ... i 6(tcp)

Source IP AddressS. ..o oo e i e e eieeaaaaaan 2001:DB8:COAB:AC11::/64
Destination IP Address. ... ..o -. 2001:DB8:COAB:AC13::/64
Destination L4 Port Keyword. ... ..... .. ...oo.... 23(telnet)

Rule Number: 3

ACEION. .. e eeeee e permit

Protocol . . .. ... 6(tcp)

Source IP AdAress. ..o e iiee e eaaaa 2001:DB8:COAB:AC11::/64
Destination L4 Port Keyword. ... ..... . ....oo.... 80(www/http)

Web Interface: Configure an IPv6 ACL

1. Create the access control list with the name ipv6-acl.
a. Select Security > ACL > Advanced > IPv6 ACL.
b. Inthe IPv6 ACL Table, in the IPv6 ACL field, enter ipv6-acl.
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A screen similar to the following displays.
Spson | woing | Fows | Qo5 | Seowiy | orwoing | Wi |

Management Security  Access  Port Authentication  Traffic Control ~ Control

= ACL Wizard Current Number of ACL
-Basic ¥ Maximum ACL
= Advanced ~

-IP ACL

*IP Rules IPv6 ACL Table

*IP Extended Rules

- IPYG ACL L] IPv6 ACL Rules  Type

e s ipvB-ac! IPv6 ACL

*IP Binding Configuration
= Binding Table
= VLAN Binding Table

c. Click Add.
A screen similar to the following displays.

S sy vty [ ontrg | s |ty | e |

Management Security Access  Port Authentication  Traffic Contral ~ Cantrol

ACL IPv6 Configuration
* ACL Wizard Current Mumber of ACL
- Basic > Maximum ACL
= Advanced -
-IP ACL
*IP Rules IPv6 ACL Table

=P Extended Rules

+IPVG ACL LI IPv6 ACL Rules  Type

*IPv6 Rules i

O jpvB-acl 0 IPv6 ACL
=P Binding Configuration

= Binding Table
=VLAN Binding Table

2. Define the first rule (1 of 3).
a. Select Security > ACL > Advanced > IPv6 Rules.
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A screen similar to the following displays.

(o | owows | o | wo | oy | ke | Mewwco | o | b | |

Management Security  Access  Port Authentication  Traffic Contral  Control

ACL IPv6 Rules

=ACL Wizard ACL Name ipB-acl v
=Basic v
- Advanced -~

PR IPv6 ACL Rule Table

*IP Rules

. - . Source  Source Saurce
-|P Extended Rules — ‘Rule : ] Assign Mirror Redirect Match Protocol . p 4
LI g Action Logging P Mlarrace | it e S TCP Flag Established 1Pv6 IPvé L4

= |IPv6 ACL Address Prefix Length  Port Action
No rules have been configured for this ACL

*IP Binding Configuration

* Binding Table

* VLAN Binding Table

b. Inthe ACL Name list, select ipv6-acl.
c. Click Add.

A screen similar to the following displays.

I = I ™

Managemant Sscunty  Access  Fom Authantication  Trafic Contred  Cantred

ACL ™6 ACL Rule Canfigurstion

ACL Hama p-ac

In the Rule ID field, enter 1.

For Action, select the Permit radio button.

In the Source Prefix field, enter 2001:DB8:COAB:AC11::.

In the Source Prefix Length field, enter 64.

In the Destination Prefix field, enter 2001:DB8:COAB:AC14::.
i. Inthe Destination Prefix Length field, enter 64.
j. Click Apply.

3. Add Rule 2.
a. Select Security > ACL > Advanced > IPv6 Rules.

SQ ™ o o
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A screen similar to the following displays.

L
<ACL Wizard ACL Hame

PG ACL Rule Tabls

I R B o e R B T
Managemen Secunty  Acceas  Port Aulherdcation  Tralc Control  Control
| Ads | ool |

[/

Saurce
1 Ruly Asesgn  Miror  Fedroct  Maich  Protocol
0| Ao LW GuueD inedoce Iteface vy | Typo 1020 Estabished 108

1 Purmt Falne 255 (1Pv6) Falue 2001 dbé cOabacil 64

Source

1P L4 L4
Prefx Langth  Port Action. Port

Source  Source  Sou
L4 Ls
Stat Port, Enc

In the ACL Name list, select ipv6-acl.
Click Add.
A screen similar to the following displays.
om | Swachig | Rowing | QoS | Secusty | Montonng | Mamtenance | Hep e
Management Secunty  Access  Port Authentication  Traffic Control  Control
Dst ® [P Address s )

In the Rule ID field, enter 2.

For Action, select the Permit radio button.

In the Protocol Type list, select TCP.

In the Source Prefix field, enter 2001:DB8:COAB:AC11::.
In the Source Prefix Length field, enter 64.

In the Destination Prefix field, enter 2001:DB8:COAB:AC13::.

In the Destination Prefix Length field, enter 64.
In the Destination L4 Port list, select telnet.
Click Apply.

4. Add Rule 3.
a. Select Security > ACL > Advanced > IPv6 Rules.
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h
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A screen similar to the following displays.

[ 23t ] v |

Sourch S0l
R Astign  Minor Radesct  Match  Profocol
R Aeion Logaing DB e Waacs Bry | Ty | TCR PR Estabinnea |6 P L4 n 14 Y]
1
F

Permit False 255 (IPYG) False 2001:db8 clabact!: &

False  G(TCP) False 200t dbdclabacll. ®

In the ACL Name list, select ipv6-acl.
Click Add.

A screen similar to the following displays.

Managemant Securty  Access Pt Authontication  Trafic Contrd  Cantrel

0 fo 255

In the Rule ID field, enter 3.

For Action, select the Permit radio button.

In the Protocol Type list, select TCP.

In the Source Prefix field, enter 2001:DB8:COAB:AC11:..
In the Source Prefix Length field, enter 64.

In the Destination L4 Port list, select http.

Click Apply.

Apply the rules to inbound traffic on port 1/0/1.

Only traffic matching the criteria will be accepted.

a.

® Qo o

Select Security > ACL > Advanced > IP Binding Configuration.
In the ACL ID list, select ipv6-acl.

In the Sequence Number list, select 1.

Click Unit 1.

Select Port 1.
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A screen similar to the following displays.

Monitering e —

AL Wizard
ipE-acl -
= Basic =
i Inbound
«Adanced
1 {1 to 4704967295
P AL
“IF Rules

*IP Exdended Rules
*IPvG ALY

*IPE Rulss

+ 1P Binding Canfiguration
* Dinding Table

*VLAN Binding Tabls

f. Click the Apply button.
View the binding table.
Select Security > ACL > Advanced > Binding Table.

A screen similar to the following displays.
| Srem | swcms | Roima | a5 | Sy | Womomg | Wartras | iy | _nior |

| Management Securlly  Access  Port Authentication  Traffic Control  Control

ACL IP ACL Binding Table
= ACL Wizard

| Interface Direction ACL Type ACLID/MName Sequence Number
O 101 InBound IPVBACL ipsB-acl 1

= Basic v
= Advanced ~
=P ACL
*IP Rules
*|P Extended Rules
=IPv6 ACL
=1Pv6 Rules

=P Binding Configuration

= Binding Table

=VLAN Binding Table
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Class of Service queuing

This chapter describes Class of Service (CoS) queue mapping, CoS Configuration, and traffic
shaping features. The chapter includes the following sections:

e CoS Queuing Concepts

e Show classofservice Trust

e Set classofservice Trust Mode

e Configure Cos-queue Min-bandwidth and Strict Priority Scheduler Mode
e Set CoS Trust Mode for an Interface

» Configure Traffic Shaping
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CoS Queuing Concepts

Each port has one or more queues for packet transmission. During configuration, you can
determine the mapping and configuration of these queues.

Based on the service rate and other criteria you configure, queues provide preference to
specified packets. If a delay is necessary, the system holds packets until the scheduler
authorizes transmission. As queues become full, packets are dropped. Packet drop
precedence indicates the packet’s sensitivity to being dropped during queue congestion.

You can CoS on a per-interface basis:

* You can configure CoS mapping.
* Queue parameters and queue management are configurable per interface.

e Some hardware implementations allow queue depth management using tail dropping or
weighted random early discard (WRED).

e Some hardware implementations allow queue depth management using tail dropping.
e The operation of CoS queuing involves queue mapping and queue configuration.

CoS Queue Mapping

CoS queue mapping uses trusted and untrusted ports.

Trusted Ports

e The system takes at face value certain priority designations for arriving packets.
» Trust applies only to packets that have that trust information.
e There can be only one trust field at a time - per port.

- 802.1p user priority (This is the default trust mode and is managed through switching
configuration.)

- IP precedence
- IP DiffServ Code Point (DSCP)

The system can assign the service level based upon the 802.1p priority field of the L2
header. You configure this by mapping the 802.1p priorities to one of three traffic class
queues. These queues are:

¢ Queue 2. Minimum of 50 percent of available bandwidth
*  Queue 1. Minimum of 33 percent of available bandwidth
*  Queue 0. Lowest priority, minimum of 17 percent of available bandwidth

For untagged traffic, you can specify the default 802.1p priority on a per-port basis.

CoS Queuing
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Untrusted Ports

* No incoming packet priority designation is trusted; therefore, the default priority value for
the port is used.

e Allingress packets from untrusted ports, where the packet is classified by an ACL or a
DiffServ policy, are directed to specific CoS queues on the appropriate egress port. That
specific CoS queue is determined by either the default priority of the port or a DiffServ or
ACL-assigned queue attribute.

e Used when trusted port mapping is unable to be honored - for instance, when a non-IP
DSCP packet arrives at a port configured to trust IP DSCP.

CoS Queue Configuration

CoS queue configuration involves port egress queue configuration and drop precedence
configuration (per queue). The design of these on a per-queue, per-drop precedence basis
allows you to create the service characteristics that you want for different types of traffic.

Port egress queue configuration:

e Scheduler type, strict vs. weighted

e Minimum guaranteed bandwidth

e Maximum allowed bandwidth per-queue shaping
* Queue management type, tail drop vs. WRED

Drop precedence configuration (per queue):

«  WRED parameters
- Minimum threshold
- Maximum threshold
- Drop probability
- Scale factor
e Tail drop parameters, threshold

Per-interface basis:
* Queue management type, rail Drop vs. WRED
Only if per-queue configuration is not supported

WRED decay exponent
» Traffic shaping for an entire interface

CoS Queuing
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Show classofservice Trust

The example is shown as CLI commands and as a web interface procedure.

CLI: Show classofservice Trust

To use the CLI to show CoS trust mode, use these commands:

(Netgear Switch) #show classofservice trust?
<cr> Press Enter to execute the command.
(Netgear Switch) #show classofservice trust
Class of Service Trust Mode: DotlP

Web Interface: Show classofservice Trust

Select QoS > CoS > Basic > CoS Configuration.

A screen similar to the following displays.

DiffServ

CaS CoS Configuration

= Basic * @ Global Al ~ Global Trust Mode trustdotlp v

= CoS Configuration

— @ Interface |~ Interface Trust Mode

Set classofservice Trust Mode

The example is shown as CLI commands and as a web interface procedure.

CLI: Set classofservice Trust Mode

(Netgear Switch) (Config)#classofservice?

dotlp-mapping Configure dotlp priority mapping.

ip-dscp-mapping Maps an IP DSCP value to an internal traffic class.

trust Sets the Class of Service Trust Mode of an Interface.

(Netgear Switch) (Config)#classofservice trust?

dotlp Sets the Class of Service Trust Mode of an Interface
to 802.1p.

ip-dscp Sets the Class of Service Trust Mode of an Interface
to IP DSCP.

(Netgear Switch) (Config)#classofservice trust dotlp?

<cr> Press Enter to execute the command.

(Netgear Switch) (Config)#classofservice trust dotlp
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Web Interface: Set classofservice Trust Mode

1. Select QoS > CoS > Basic > CoS Configuration.
A screen similar to the following displays.

System Switching Routing S Secunty Meonitoring Maintenance

DiffServ

=Basic ~ @ Global Al ~ Global Trust Mode trust dotlp v

=CoS Conhguration

= Advanced | WnteiEcE % Interface Trust Made

2. Select the Global radio button.
3. Inthe Global Trust Mode list, select trust dotlp.
4. Click Apply to save the settings.

Configure Cos-queue Min-bandwidth and Strict Priority
Scheduler Mode

The example is shown as CLI commands and as a web interface procedure.

CLI: Configure Cos-queue Min-bandwidth and Strict Priority
Scheduler Mode

(Netgear Switch) (Config)#cos-queue min-bandwidth?

<bw-0> Enter the minimum bandwidth percentage for Queue O.
(Netgear Switch) (Config)#cos-queue min-bandwidth 15

Incorrect input! Use "cos-queue min-bandwidth <bw-0>..<bw-7>.

(Netgear Switch) (Config)#cos-queue min-bandwidth 15 25 10 5 5 20 10 10
(Netgear Switch) (Config)#cos-queue strict?

<queue-id> Enter a Queue Id from O to 7.

(Netgear Switch) (Config)#cos-queue strict 1?

<cr> Press Enter to execute the command.
<queue-id> Enter an additional Queue Id from O to 7.

(Netgear Switch) (Config)#cos-queue strict 1

Web Interface: Configure CoS-queue Min-bandwidth and
Strict Priority Scheduler Mode

1. For Interface 1/0/2, set the minimum bandwidth to 15 for queue 0.
a. Select QoS > CoS > Advanced > Interface Queue Configuration.

CoS Queuing
226



Managed Switches

A screen similar to the following displays.
oo | Swachim | Foura | 105 | oorty | erioing | Mamonareo | ity | i |
DiffServ

Interface Queue Configuration

*Basic ~ 12 3LAG Al Go To Interface

= Advanced b Queue  Minimum

LI Interface D Bandwidth Scheduler Type Queue Management Type

= CoS Configuration

+B02.1p to Queue 102 a ~ 15 Weighted ~ TailDrop v
Mapping @ o1 0 0 Weighted TailDrop
P DSCP Queue W 1/0/2 0 0 Weighted TailDrop
Mapping @ o3 0 0 Weighted TailDrop
« oS Interface & 1/0/4 0 0 Weighted TailDrop
Configuration O s 0 0 Weighted TailDrop
O s 0 0 Weighted TailDrop
Lo o wr o 0 Weighted TailDrap
.grnescgdlé?wucinmp @ 1os 0 0 Weighted TailDrop
Configinatia [T 0 0 Weighted TailDrop
@ oo 0 0 Weighted TailDrop
@ 10m 0 0 Weighted TailDrop

b. In the Queue ID list, select 0.

Under Interface Queue Configuration, scroll down and select the interface 1/0/2
check box.

Now 1/0/2 appears in the Interface field at the top.
d. Enter the following information:

¢ In the Minimum Bandwidth field, enter 15.

e Inthe Scheduler Type list, select Weighted.
e. Click Apply to save the settings.

2. For interface 1/0/2, set the minimum bandwidth 25 for queue 1, and set the scheduler type
to strict.

a. Select QoS > CoS > Advanced > Interface Queue Configuration.

A screen similar to the following displays.

[ omen | owows | Rowms | 00 | vy | orsomg | timnacs | rop | oo ||

DiffServ
Interface Queue Configuration
= Basic ~ 123 LAG All Go To Interface
* Advanced ~

Queue  Minimum

LIl Interface D Bandwidth

Scheduler Type  Queue Management Type
=CoS Configuration

=802 1p to Queus o2 i | 12 Strict Y TailDrop v

Mapping @ 11 0 0 Weighted TailDrop
«IP DSCP Queue ¥ 1/0/2 0 0 Weighted TailDrop
Mapping @ w3 0 0 Waighted TailDrop
=CoS Interface O 1/0/4 0 0 Weighted TailDrop
Configuration (T I 0 Weighted TailDrop
@ w6 0 0 Weighted TailDrop
Eomni O w0 0 Weaighted TailDrop
'g?escglienu:imp o wms 0 0 Weighted TailDrop
Configuration @ e 0 0 Weighted TailDrop
1 1/0/10 0 0 Weighted TailDrop

@ 1 0 0 Weighted TailDrop

b. Inthe Queue ID list, select 1.

c. Under Interface Queue Configuration, scroll down and select the interface 1/0/2
check box.
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Now 1/0/2 appears in the Interface field at the top.

d. Enter the following information:
* In the Minimum Bandwidth field, enter 25.
e Inthe Scheduler Type list, select Strict.

e. Click Apply to save the settings.

Set CoS Trust Mode for an Interface

The example is shown as CLI commands and as a web interface procedure.

CLI: Set CoS Trust Mode for an Interface

(Netgear Switch) (Interface 1/0/3)#classofservice trust?

dotlp Sets the Class of Service Trust Mode of an Interface
to 802.1p.

ip-dscp Sets the Class of Service Trust Mode of an Interface
to IP DSCP.

(Netgear Switch) (Interface 1/0/3)#classofservice trust dotlp?

<cr> Press Enter to execute the command.

(Netgear Switch) (Interface 1/0/3)#classofservice trust dotlp

Note: The traffic class value range is 0—6 instead of 0—-7 because queue 7
is reserved in a stacking build for stack control, and therefore you
cannot configure it.

Web Interface: Set CoS Trust Mode for an Interface

1. Select QoS > CoS > Advanced > CoS Configuration.

A screen similar to the following displays.
[ Syson | Swimg | Rowng | a5 | ey | ontowg | Wartorce | o | b ||

DiffServ

* Basic v Global v Global Trust Mode
* Advanced w

® Interface 103 ~ Interface Trust Mode trust dot1p  ~

= CoS Configuration

Under CoS Configuration, select the Interface radio button.
In the Interface list, select 1/0/3.

In the Interface Trust Mode list, select trust dotlp.

Click Apply to save the settings.

o~ wD
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Configure Traffic Shaping

Traffic shaping controls the amount and volume of traffic transmitted through a network. This
has the effect of smoothing temporary traffic bursts over time. Use the traffic-shape
command to enable traffic shaping by specifying the maximum transmission bandwidth limit
for all interfaces (Global Config) or for a single interface (Interface Config).

The <bw> value is a percentage that ranges from 0 to 100 in increments of 5. The default
bandwidth value is 0, meaning no upper limit is enforced, which allows the interface to
transmit up to its maximum line rate.

The <bw> value is independent of any per-queue maximum bandwidth values in effect for the
interface and should be considered as a second-level transmission rate control mechanism
that regulates the output of the entire interface regardless of which queues originate the
outbound traffic.

CLI: Configure traffic-shape

(Netgear Switch) (Config)#traffic-shape?

<bw> Enter the shaping bandwidth percentage from 0 to 100
in increments of 5.

(Netgear Switch) (Config)#traffic-shape 70?

<cr> Press Enter to execute the command.

(Netgear Switch) (Config)#traffic-shape 70

(Netgear Switch) (Config)#

Web Interface: Configure Traffic Shaping

1. Set the shaping bandwidth percentage to 70 percent.
a. Select QoS > CoS > Advanced > CoS Interface Configuration.

A screen similar to the following displays.
| System | Swiching | Rouing | o5 | Secunty | Wontoing | Manenance | e | _niex |

DiffServ

o8 Iatace Gontguatr

Hasi Y 13LAG Al Go To Interface
* Advanced

_| Interface Interface Trust Mode Interface Shaping Rate
= CoS Configuration
1/0/3 802.1p v 0

*802.1p to Queue =
Mapping & 10 Untrusted

1140/
*IP DSCP Queue W02 | Univired
Mapping @ 1013 Untrusted

£ CoS lierface O 1/0/4 Untrusted

] 1/0/5 Untrusted

b. Under CoS Interface Configuration, scroll down and select the interface 1/0/3 check
box.

o o.o ol

Now 1/0/3 appears in the Interface field at the top.

c. Inthe Interface Shaping Rate (0 to 100) field, enter 70.
d. Click Apply to save the settings.
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Differentiated Services

This chapter includes the following sections:

Differentiated Services Concepts
DiffServ

DiffServ for VolP

Auto VolP

DiffServ for IPv6

Color Conform Policy

WRED Explicit Congestion Notification
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Differentiated Services Concepts

Differentiated services (DiffServ) is one technique for implementing Quality of Service (QoS)
policies. Using DiffServ in your network allows you to directly configure the relevant
parameters on the switches and routers rather than using a resource reservation
protocol.This section explains how to configure the switch to identify which traffic class a
packet belongs to, and how it should be handled to provide the quality of service you want.
As implemented on the switch, DiffServ allows you to control what traffic is accepted and
what traffic is discarded.

How you configure DiffServ support on the switch varies, depending on the role of the switch
in your network:

* Edge device. An edge device handles ingress traffic, flowing toward the core of the
network, and egress traffic, flowing away from the core. An edge device segregates
inbound traffic into a small set of traffic classes, and is responsible for determining a
packet’s classification. Classification is based primarily on the contents of the Layer 3 and
Layer 4 headers, and is recorded in the Differentiated Services Code Point (DSCP)
added to a packet’s IP header.

e Interior node. A switch in the core of the network is responsible for forwarding packets,
rather than for classifying them. It decodes the DSCP code point in an incoming packet,
and provides buffering and forwarding services using the appropriate queue
management algorithms.

Before configuring DiffServ on a particular switch, you must determine the QoS requirements
for the network as a whole. The requirements are expressed in terms of rules, which are
used to classify inbound traffic on a particular interface. The switch software does not support
DiffServ in the outbound direction.

Rules are defined in terms of classes, policies, and services:

» Class. A class consists of a set of rules that identify which packets belong to the class.
Inbound traffic is separated into traffic classes based on Layer 3 and Layer 4 header data
and the VLAN ID, and marked with a corresponding DSCP value. One type of class is
supported: All, which specifies that every match criterion defined for the class must be
true for a match to occur.

» Policy. Defines the QoS attributes for one or more traffic classes. An example of an
attribute is the ability to mark a packet at ingress. The 7000 Series Managed Switch
supports a traffic conditions policy. This type of policy is associated with an inbound traffic
class and specifies the actions to be performed on packets meeting the class rules:

- Marking the packet with a given DSCP code point, IP precedence, or CoS

- Policing packets by dropping or re-marking those that exceed the class’s assigned
data rate

- Counting the traffic within the class
e Service. Assigns a policy to an interface for inbound traffic.
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DiffServ

This example shows how a network administrator can provide equal access to the Internet
(or other external network) to different departments within a company. Each of four
departments has its own Class B subnet that is allocated 25 percent of the available

bandwidth on the port accessing the Internet.
S

-

Internet \)
S
Port 1/0/5
Outbound

Layer 3 Switc

Port 1/0/1 J

Port 1/0/4
Port 1/0/2 Port 1/0/3 l
VLAN 10: VLAN 20: VLAN 30: VLAN 40:

\Iiin—ay Marketing \:s‘t’) Development |

Figure 25. Class B subnet with differentiated services

The example is shown as CLI commands and as a web interface procedure.

CLI: Configure DiffServ

1. Ensure that the DiffServ operation is enabled for the switch.

(Netgear Switch) #config
(Netgear Switch) (Config)#diffserv
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2. Create a DiffServ class of type all for each of the departments, and name them. Define the
match criteria of source IP address for the new classes.

(Netgear Switch) (Config)#class-map match-all finance_dept
(Netgear Switch) (Config class-map)#match srcip 172.16.10.0 255.255.255.0
(Netgear Switch) (Config class-map)#exit

(Netgear Switch) (Config)#class-map match-all marketing_dept
(Netgear Switch) (Config class-map)#match srcip 172.16.20.0 255.255.255.0
(Netgear Switch) (Config class-map)#exit

(Netgear Switch) (Config)#class-map match-all test_dept
(Netgear Switch) (Config class-map)#match srcip 172.16.30.0 255.255.255.0
(Netgear Switch) (Config class-map)#exit

(Netgear Switch) (Config)#class-map match-all development_dept
(Netgear Switch) (Config class-map)#match srcip 172.16.40.0 255.255.255.0
(Netgear Switch) (Config class-map)#exit

3. Create a DiffServ policy for inbound traffic named 'internet_access', adding the previously
created department classes as instances within this policy.

This policy uses the assign-queue attribute to put each department’s traffic on a different
egress queue. This is how the DiffServ inbound policy connects to the CoS queue
settings established in the following example.

(Netgear Switch) (Config)#policy-map internet_access in
(Netgear Switch) (Config policy-map)#class finance_dept
(Netgear Switch) (Config policy-class-map)#assign-queue 1
(Netgear Switch) (Config policy-class-map)#exit

(Netgear Switch) (Config policy-map)#class marketing_dept
(Netgear Switch) (Config policy-class-map)#assign-queue 2
(Netgear Switch) (Config policy-class-map)#exit

(Netgear Switch) (Config policy-map)#class test_dept
(Netgear Switch) (Config policy-class-map)#assign-queue 3
(Netgear Switch) (Config policy-class-map)#exit

(Netgear Switch) (Config policy-map)#class development_dept
(Netgear Switch) (Config policy-class-map)#assign-queue 4
(Netgear Switch) (Config policy-class-map)#exit

(Netgear Switch) (Config policy-map)#exit
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4. Attach the defined policy to interfaces 1/0/1 through 1/0/4 in the inbound direction.

(Netgear Switch) (Config)#interface 1/0/1
(Netgear Switch) (Interface 1/0/1)#service-policy in internet_access
(Netgear Switch) (Interface 1/0/1)#exit

(Netgear Switch) (Config)#interface 1/0/2
(Netgear Switch) (Interface 1/0/2)#service-policy in internet_access
(Netgear Switch) (Interface 1/0/2)#exit

(Netgear Switch) (Config)#interface 1/0/3
(Netgear Switch) (Interface 1/0/3)#service-policy in internet_access
(Netgear Switch) (Interface 1/0/3)#exit

(Netgear Switch) (Config)#interface 1/0/4
(Netgear Switch) (Interface 1/0/4)#service-policy in internet_access
(Netgear Switch) (Interface 1/0/4)#exit

5. Setthe CoS queue configuration for the (presumed) egress interface 1/0/5 such that each of
queues 1, 2, 3, and 4 gets a minimum guaranteed bandwidth of 25 percent. All queues for
this interface use weighted round robin scheduling by default. The DiffServ inbound policy
designates that these queues are to be used for the departmental traffic through the
assign-queue attribute. It is presumed that the switch will forward this traffic to interface 1/0/5
based on a normal destination address lookup for Internet traffic.

(Netgear Switch) (Config)#interface 1/0/5

(Netgear Switch) (Interface 1/0/5)#cos-queue min-bandwidth 0 25 25 25 25 0 0 O
(Netgear Switch) (Interface 1/0/5)#exit

(Netgear Switch) (Config)#exit
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Web Interface: Configure DiffServ

1. Enable Diffserv.

a. Select QoS > DiffServ > Basic > DiffServ Configuration.

A screen similar to the following displays.

*) Disable @ Enable

CoS
- Diffserv Wizard DifiServ Admin Mode
= Basic ~
= Advanced -~ Status
MIB Table
Class Table
Class Rule table
Policy table

Policy Instance table
Policy Attributes table

Cument Size  Max Size
32

416

64

1792
5376

T~

Semvice table 208

b. For Diffserv Admin Mode, select the Enable radio button.
c. Click Apply to save the settings.
2. Create the class finance_dept.
a. Select QoS > DiffServ > Advanced > Class Configuration.

A screen similar to the following displays.

System
CoS

[ Svichan | foing | o5 | Sty | toniomg | Nasrco | o | _oc

= Diffsery Wizard

|| Class Name Class Type
= Basic v

finance_dept All 2o
= Advanced ~

= DiffServ Configuration

=Class Configuration

b. Enter the following information:
* Inthe Class Name field, enter finance_dept.
* Inthe Class Type list, select All.
c. Click Add to create a new class finance_dept.
d. Click the finance_dept to configure this class.
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A screen similar to the following displays.

e. Under Diffserv Class Configuration, enter the following information:
* Inthe Source IP Address field, enter 172.16.10.0.
* Inthe Source Mask field, enter 255.255.255.0.
f. Click Apply.
3. Create the class marketing_dept:
a. Select QoS > DiffServ > Advanced >Class Configuration.

A screen similar to the following displays.

CoS
= Diffserv Wizard 3
NERY e ]| Class Name Class Type
-Basic %
Marketing_dept Al e
= Advanced A =
) finance_dept All

» DiffServ Configuration

= Class Configuration

b. Enter the following information:
* Inthe Class Name field, enter marketing_dept.
e Inthe Class Type list, select All.
c. Click Add to create a new class marketing_dept.
d. Click marketing_dept to configure this class.
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A screen similar to the following displays.

Under Diffserv Class Configuration, enter the following information:
* Inthe Source IP Address field, enter 172.16.20.0.
e Inthe Source Mask field, enter 255.255.255.0.

Click Apply.

4. Create the class test_dept:

a.

Select QoS > DiffServ > Advanced >Class Configuration.

A screen similar to the following displays.

[ oo | owews | Roars | s | ey | ioions | e | top | er |
S

Co
= Diffserv Wizard
LI Class Name Class Type
= Basic ~
Test_dept Al
= Advanced =
] finance_dept All
= DiffServ Configuration [0 Marketing_dept Al
= Class Confguration

Enter the following information:

* Inthe Class Name field, enter test_dept.
* Inthe Class Type list, select All.

Click Add to create a new class test_dept.
Click test_dept to configure this class.
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A screen similar to the following displays.

Rosting | Qo8 | Secumy | Manitonng

Under Diffserv Class Configuration, enter the following information:
¢ |Inthe Source IP Address field, enter 172.16.30.0.
* Inthe Source Mask field, enter 255.255.255.0.

Click Apply.

5. Create class development_dept.

a.

Select QoS > DiffServ > Advanced > Class Configuration.

A screen similar to the following displays.

[omor | swms | o | a5 | Seomy | Moty | s | oo | o ||

CoS
» Diffserv Wizard

sen iizar Il Class Name Class Type
- Basic v

Development Al ~
= Advanced
L) finance_dept Al
* DiffServ Configuration [ Marketing_dept Al
= Class Configuration [ Test_dept All

Enter the following information:

* Inthe Class Name field, enter development_dept.
e Inthe Class Type list, select All.

Click the Add to create a new class development_dept.
Click development_dept to configure this class.
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A screen similar to the following displays.

e. Under Diffserv Class Configuration, enter the following information:
¢ |Inthe Source IP Address field, enter 172.16.40.0.
* In the Source Mask field, enter 255.255.255.0.
f. Click Apply.
6. Create a policy named internet_access and add the class finance_dept to it.
a. Select QoS > DiffServ > Advanced > Policy Configuration.

A screen similar to the following displays.

| oen | momg | fowrs | a0 | e | terwors | b | op | o |

CoS

+ Diffserv Wizard |
SR ) Policy Name Palicy Type  Member Class

+Basic v
internet_access v finance_dept i
= Advanced -~

* DiffServ Configuration

*Class Configuration

*IPv6 Class Configuration

[ -poie Contaion |
b. Enter the following information:
* Inthe Policy Selector field, enter internet_access.
* Inthe Member Class list, select the finance_dept.
c. Click Add to create a new policy internet_access.
7. Add the class marketing_dept into the policy internet_access.
a. Select QoS > DiffServ > Advanced > Policy Configuration.
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A screen similar to the following displays.

~re [ owos | o | s | e | ooy | iwnraee | o | b ||
CoS

= Diffserv Wizard
| Paolicy Name Paolicy Type Member Class
=Basic v
internet_access In - Marketing_dept ~
= Advanced -~
# internet_sccess In finance_dept

= DiffServ Configuration
* Class Configuration

*IPv6 Class Configuration

b. Under Policy Configuration, scroll down and select the internet_access check box.
internet_access now appears in the Policy Selector field at the top.
c. Inthe Member Class list, select marketing_dept.
d. Click Apply to add the class marketing_dept to the policy internet_access.
8. Add the class test_dept into the policy internet_access.
a. Select QoS > DiffServ > Advanced >Policy Configuration.

A screen similar to the following displays.

o | wews | oug | oo | e | verwomg | taimee | o | |

CoS
m Paolicy Configuration
= Diffserv Wizard -

S | Policy Name Policy Type  Member Class
+Basic v %

internet_access In Marketing_dept ~
= Advanced
x [ intemet_access In finance_dept
* DiffServ Configuration ¥ internst_access In Marketing_dept

= Class Configuration

=1Pv6 Class Configuration

| = Policy Configuration

b. Under Policy Configuration, scroll down and select the internet_access check box.
Internet_access now appears in the Policy Selector field at the top.

c. Inthe Member Class list, select test_dept.

d. Click Apply to add the class test_dept to the policy internet_access.
9. Add the class development_dept into the policy internet_access.

a. Select QoS > DiffServ > Advanced > Policy Configuration.
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A screen similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
CoS
= Diffserv Wizard

ey A L Paolicy Name Policy Type Member Class
=Basic -

internet_access In - Development x
= Advanced ~ .
[ internet access In finance_dept
* DiffServ Gonfiguration [ intemnst_sccess In IMarketing_dept
*Class C i ¥ internet_access In Test_dept

*1Pv6 Class Configuration

» Policy Configuration

*Senvice Interface
Configuration

= Senvice Statistics

b. Under Policy Configuration, scroll down and select the internet_access check box.
Now internet_access appears in the Policy Selector field at the top.

c. Inthe Member Class list, select development_dept.

d. Click Apply to add the class development_dept to the policy internet_access.

10. Assign queue 1 to finance_dept.
a. Select QoS > DiffServ > Advanced > Policy Configuration.

A screen similar to the following displays.

Co:

[ ren | i | s | e | ey | tlrtom | e | bop | inir ||
S

DiffServ Policy Configuration
- Diffsery Wizard =l
|| Palicy Name Palicy Type Member Class
=Basic ¥
= Advanced
[ internet_access In finance_dept
*DiffSenv Configuration ) internet_access In Marketing_dept
= Class Configuration [) intemnst_access In Test_degt
[ internet_access In Development

=IPv6 Class Configuration

= Policy Confguration

= Senvice Interface
Configuration

= Service Statistics

b. Click the internet_access check box for the member class finance_dept.
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A screen similar to the following displays.

[ | oo | rosos | G5 | seomtr | ooy | tmorea | _ror | |

CoS

= Diffserv Wizard Policy Mame

-Basic ~ Policy Type

= Advanced ~  Member Class Name

= DiffServ Configuration
* Class Configuration

Policy Attribute
«IPv6 Class Configuration

- Policy Configuration Policy Attribute ® Assign Queue g

D Drop
Mark VLAN CoS

= Senvice Interface
Configuration

e (& Mark CoS As Secondary CoS

Mark IP Precedence
2 Mirror
Redirect
© Mark IP DSCP
Simple Policy
Color Mode Color Blind

c. Inthe Assign Queue list, select 1.
d. Click Apply.
11. Assign queue 2 to marketing_dept.
a. Select QoS > DiffServ > Advanced > Policy Configuration.

A screen similar to the following displays.

System Switching Routing QoS Security Menitoring Maintenance Help Index
oS
» Diffserv Wizard = x : "
L) Policy Name Paolicy Type Member Class
- Basic >
v -
= Advanced ~
[l intemet_access In finance_dept
* DiffServ Configuration [ intemet_access In Marketing_dept
* Class Configuration [ intemet_sccess In Test_dept
-IPVE Class Configuration ] internet_access In Development

» Policy Configuration

* Senvice Interface
Configuration

* Senvice Statistics

b. Click the internet_access check box for marketing_dept.
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A screen similar to the following displays.

Co8 5

» Diffserv Wizard Policy Name

- Basic > Policy Type

= Advanced “  Member Class Name

= DiffServ Configuration

= Class Configuration

=1Pv6 Class Configuration Bl

= Policy Configuration Palicy Attribute @ Assign Queue 2 v

= Senice Interface © Drop
Configuration

© Mark VLAN CoS
= Service Statistics
Mark CoS As Secondary CoS

O Mark IP Precedence

» Mirror
() Redirect

) Mark IP DSCP

0 Simple Policy

Color Mode Calor Blind

c. Inthe Assign Queue list, select 2.
d. Click Apply.
12. Assign queue 3 to test_dept.
a. Select QoS > DiffServ > Advanced > Policy Configuration.
A screen similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
CoS

- Diffserv Wizard

LI Policy Name Palicy Type  Member Class
= Basic v
= Advanced =
) internet access In finance_dept
*BifiSent Conkguration [ intemnst_sccess In Marketing_dept
*Class Configuration | interet_access In Test_dept
+IPv6 Class Configuration ) internet_access In Development

= Palicy Configuration

= Semvice Interface
Configuration

= Senvice Statistics

b. Click the internet_access check mark for test_dept.

DiffServ
243



Managed Switches

A screen similar to the following displays.

System Switching Routing QoS Security Manitoring Maintenance Help Index
GoS
Class Information
- Diffserv Wizard Palicy Name
=Basic ~ Policy Type
= Advanced “~  Member Class Name
* DiffServ Configuration
*Class Configuration
*IPv6 Class Configuration iy ity
Policy Attribute ® Assign Queue 3
*Senice Interface © Drop
Configuration
) Mark VLAN Co3S
= Senvice Statistics
) Mark CoS As Secondary CoS
) Mark IP Precedence
) Mirror
) Redirect
) Mark IP DSCP
) Simple Policy
Color Mode Color Blind
c. Inthe Assign Queue list, select 3.
d. Click Apply.
13. Assign queue 4 to development_dept.
a. Select QoS > DiffServ > Advanced > Policy Configuration.
A screen similar to the following displays.
System Switching Routing QoS Security Monitoring Maintenance Help Index
CeS

= Diffsery Wizard

LI Policy Name Policy Type  Msmber Class.
= Basic v
= Advanced “ =
) intemst_access In finance_dept
* DifiSenv Configuration ] intemet_access In Marketing_dept
*Class Confi O intemet_sccess In Test_dept
+IPv6 Class Configuration ) internet_access In Development

= Policy Configuration

= Senvice Interface
Configuration

= Senvice Statistics

b. Click the internet_access check mark for development_dept.
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A screen similar to the following displays.

[oren | swog | roung [ w5 | seam | virwoms | amarwee | i | |

CoS

= Diffserv Wizard Palicy Name

= Basic ~  Policy Type

= Advanced +~  Member Class Name

= DiffServ Configuration

=Class Configuration

=|Pv6 Class Configuration Poligy Heribis

= Palicy Configuration Policy Attribute @ Assign Queue e

= Senice Interface Drop
Configuration

- Mark VLAN CoS
e ' Mark CoS As Secondary CoS
Mark IP Precedence
» Mirror
Redirect
' Mark IP DSCP

Simple Policy

Color Mode Color Blind

c. Inthe Assign Queue list, select 4.
d. Click Apply.

14. Attach the defined policy to interfaces 1/0/1 through 1/0/4 in the inbound direction.
a. Select QoS > DiffServ > Advanced > Service Configuration.

A screen similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

GoS
Sewvice Interface Configuration
“Biftsyy Wieard 13 LAG Al Go To Interfacs
= Basic ¥ . .
- Advanced ~ L AHinterface ::I:‘c‘;,‘ 2 ;‘:ﬁg D Direction Operational Status

* DiffServ Configuration intemet_access v -

*Class Configuration ¥ 101

*IPv Class Configuration ¥ 02

W10
*Puolicy Configuration e e

1004
= Senvice Interface —
ot bt

1704
*Sevice Statistics R
L) 107

b. Scroll down and select the check boxes for interfaces 1/0/1, 1/0/2, 1/0/3, and 1/0/4.
c. Inthe Policy In list, select internet_access.
d. Click Apply.
15. Set the CoS queue 1 configuration for interface 1/0/5.
a. Select QoS > CoS > Advanced > Interface Queue Configuration.
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A screen similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

DiffServ
Interface Queue Configuration
- Basic ¥ 13LAG Al Go To Interface
" Advanced =

{ Queue  Minimum
= CoS Configuration L fintedsgeed s Bandwidth Queus Management Type

"802.1p to Queue 14015 1 .~ @25 TailDrop ~
Mapping

g 101 0 0 TailDrop
=P DSCP Queue G
Mapping o 1/0s2 0 0 TailDrop
T 8 103 0 0 TailDrop
*CoS Interface = H
Configuration W, 1104 g & aibap
JoE #  1/0/5 0 0 TailDrap

b. Scroll down and select the Interface 1/0/5 check box.
Now 1/0/5 appears in the Interface field at the top.

c. Inthe Queue ID list, select 1.
d. Inthe Minimum Bandwidth field, enter 25.
e. Click Apply.
16. Set the CoS queue 2 configuration for interface 1/0/5.
a. Select QoS > CoS > Advanced > Interface Queue Configuration.

A screen similar to the following displays.

[“omen | owons | s | a5 | ey | owomg | trumace | e | o |

DiffServ
CoS Interface Queue Configuration
“Hask ¥ 13LAG Al Go Ta Interface
* Advanced -~ & T
1 ueue  Minimum
=CoS Configuration L e D Bandwidth Sl Mnagetiee e
=502.1p to Queue 1/0/5 2 v HlN25 TailDrop ~
Mapping -
O 101 1 0 TailDrop
"r,ﬁagafg Queue o e 1 0 TailDrop
= 10003 1 0 TailDrop
oo O 10 TailDrop
IR W 10/5 1 25 TailDrop

b. Under Interface Queue Configuration, scroll down and select the interface 1/0/5
check box.

Now 1/0/5 appears in the Interface field at the top.

c. Inthe Queue ID list, select 2.
d. In the Minimum Bandwidth field, enter 25.
e. Click Apply.
17. Set the CoS queue 3 configuration for interface 1/0/5.
a. Select QoS > CoS > Advanced > Interface Queue Configuration.
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A screen similar to the following displays.

[ orn | smons | oo | oo | seomy | oy | botoee | o | |

DiffServ
Interface Queue Configuration
-Basic + 123LAGAI Go To Interface
= Advanced - i
- Queus  Minimum
L Interface 4 Scheduler Type Queue Management Type
* CoS Configuration D Bandwidth
*802 1p to Queue 1/0/5 3 v E25 Weighted TailDrop ~
Mapping @ 101 2 0 Waighted TailDrop
«|P DSCP Queue o 1/0/2 2 0 Weighted TailDrop
Mapping {5 VIV 2 0 Weighted TailDrop
= CoS Interface B3 1/0/4 2 0 Weighted TailDrop
Configuration ¥ s 2 25 Weighted TailDrop
O e 2 0 Weighted TailDrop
St O w7 2 0 Weighted TailDrop
'gnS Odueue Drop @ e | 2 0 Weighted TailDrop
Conthétiration @ e 2 0 Weighted TailDrop
L 1/0/10 2 0 Weighted TailDrop
B 1ot |2 0 Weighted TailDrop

b. Under Interface Queue Configuration, scroll down and select the interface 1/0/5
check box.

Now 1/0/5 appears in the Interface field at the top.

c. Inthe Queue ID list, select 3.
d. Inthe Minimum Bandwidth field, enter 25.
e. Click Apply.
18. Set the CoS queue 4 configuration for interface 1/0/5.
a. Select QoS > CoS > Advanced > Interface Queue Configuration.

A screen similar to the following displays.

| omn | swog | owns | a5 | e | touomg | amons | o | o |

DiffServ
Interface Queue Configuration
“Basic v 123LAGAI Ga To Interface [ co |
*Advanced & = Queue  Minimum
LI Interface Scheduler Type  Queue Management Type
= CoS Configuration o Bandwidth
*802.1p to Queue : 1/0/5 4 ~ WEo5 Weighted ~ ||| TailDrop ~
Mapping @ won 3 0 Weighted TailDrop
+IP DSCP Queue @ 1oz 3 0 Weighted TailDrop
Mapping @ 103 3 0 Weighted TailDrop
=CoS Interface O 104 3 0 Weighted TailDrop
Configuration ¥ s 3 25 Weighted TailDrop
O e |3 0 Weighted TailDrop
ST o wr 3 0 Weighted TailDrap
-gus Odueue Drop @ 1o 3 0 Weaighted TailDrop
recedence =
Configuration o 109 3 0 Weighted TailDrop
O 1000 3 0 Weighted TailDrop
@ w1 3 0 Weighted TailDrop

b. Under Interface Queue Configuration, scroll down and select the Interface 1/0/5
check box.

Now 1/0/5 appears in the Interface field at the top.

c. Inthe Queue ID list, select 4.
In the Minimum Bandwidth field, enter 25.
Click Apply.
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DiffServ for VolP

One of the most valuable uses of DiffServ is to support Voice over IP (VolP). VolP traffic is
inherently time sensitive: For a network to provide acceptable service, a guaranteed
transmission rate is vital. This example shows one way to provide the necessary quality of
service: how to set up a class for UDP traffic, have that traffic marked on the inbound side,
and then expedite the traffic on the outbound side. The configuration script is for Router 1 in
the accompanying diagram: A similar script should be applied to Router 2.

Port 1/0/2

_ Layer 3 switch
8| operating as Router 1

Layer 3 switch
operating as Router 2 [Z==

[T Q

M=

Figure 26. Diffserv for VoIP in Router 1

The example is shown as CLI commands and as a web interface procedure.

CLI: Configure DiffServ for VolP

1. Enter Global configuration mode. Set queue 5 on all ports to use strict priority mode.
This queue will be used for all VolP packets. Activate DiffServ for the switch.

(Netgear Switch) #config
(Netgear Switch) (Config)#cos-queue strict 5
(Netgear Switch) (Config)#diffserv
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2. Create a DiffServ classifier named class_voip and define a single match criterion to
detect UDP packets. The class type match-all indicates that all match criteria defined for
the class must be satisfied in order for a packet to be considered a match.

(Netgear Switch) (Config)#class-map match-all class_voip
(Netgear Switch) (Config class-map)#match protocol udp
(Netgear Switch) (Config class-map)#exit

3. Create a second DiffServ classifier named class_ef and define a single match criterion to
detect a DiffServ code point (DSCP) of EF (expedited forwarding). This handles incoming
traffic that was previously marked as expedited somewhere in the network.

(Netgear Switch) (Config)#class-map match-all class_ef
(Netgear Switch) (Config class-map)#match ip dscp ef
(Netgear Switch) (Config class-map)#exit

4. Create a DiffServ policy for inbound traffic named pol_voip, then add the previously
created classes class_ef and class_voip as instances within this policy.

This policy handles incoming packets already marked with a DSCP value of EF
(according to the class_ef definition), or marks UDP packets according to the
class_voip definition) with a DSCP value of EF. In each case, the matching packets are
assigned internally to use queue 5 of the egress port to which they are forwarded.

(Netgear Switch) (Config)#policy-map pol_voip in

(Netgear Switch) (Config policy-map)#class class_ef
(Netgear Switch) (Config policy-class-map)#assign-queue 5
(Netgear Switch) (Config policy-class-map)#exit

(Netgear Switch) (Config policy-map)#class class_voip
(Netgear Switch) (Config policy-class-map)#mark ip-dscp ef
(Netgear Switch) (Config policy-class-map)#assign-queue 5
(Netgear Switch) (Config policy-class-map)#exit

(Netgear Switch) (Config policy-map)#exit

5. Attach the defined policy to an inbound service interface.

(Netgear Switch) (Config)#interface 1/0/2

(Netgear Switch) (Interface 1/0/2)#service-policy in pol_voip
(Netgear Switch) (Interface 1/0/2)#exit

(Netgear Switch) (Config)#exit
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Web Interface: Diffserv for VolP

1. Set queue 5 on all interfaces to use strict mode.
a. Select QoS > CoS > Advanced > CoS Interface Configuration.

A screen similar to the following displays.

[ “omon | omowy | oy | o | swowy | otomy | s | _rap | o |

DiffSer
Interface Queue Configuration
+Basic v 123LAGAI Go To Interface
*Advanced ks - Queue  Minimum
|| Interface : Scheduler Type  Queue Management Type
=CoS Configuration D Bandwidth
*802.1p to Queue 1012 5 v 0 Strict v TailDrop v
Mapping @ won 0 0 Waighted TailDrop
P DSCP Queue @ 102 0 0 Weighted TailDrop
Mapping @ o3 0 0 Weighted TailDrop
- CoS Interface @ 1o 0 0 Weighted TailDrop
Configuration O wws 0 0 Weighted TailDrop
@ s 0 0 Weighted TailDrop
LI O wr o 0 Weighted TailDrop
'EDS C;ueue Drop @ s 0 0 Waighted TailDrop
Easguratian o e o 0 Weighted TailDrop
@ 1/0110 0 0 Weighted TailDrop
@ o 0 0 Weighted TailDrop

Under Interface Queue Configuration, select all the interfaces.
In the Queue ID list, select 5.
In the Scheduler Type list, select Strict.
Click Apply to save the settings.
able DiffServ.

a. Select QoS > DiffServ > Basic > DiffServ Configuration.

A screen similar to the following displays.
[ Swiciog | Fioang | Q5 | Secuy | ortor | Wonterce | | _oiec |

CoS

DiffServ Configuration

+ Diffserv Wizard DiffServ Admin Mode ) Disable ® Enable

* Basic ~

- DiffServ Configuration

b. For Diffserv Admin Mode, select the Enable radio button.
c. Click Apply to save the settings.

b.

C.

d.

e.
2. En
3.

Create a class class_voip.

a. Select QoS > DiffServ > Advanced > DiffServ Configuration.
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A screen similar to the following displays.

oy | _owoms | oy | @00 | Soamy | Mooy | e | o | b |

CoS
« Diffserv Wizard Ll Ciase Name Class Type
= Basic .4
class_voip All ~
= Advanced %

= DiffServ Configuration
=|Pv6 Class Configuration
= Policy Configuration

= Senice Interface
Configuration

=Semvice Statistics

In the Class Name field, enter class_voip.
In the Class Type list, select All.

Click Add to create a new class.

Click class_voip.

® o o o

A screen similar to the following displays.

Sy | momg | oung | o | seany | shntomy | tiamwraes | i | |

CoS S

= Diffserv Wizard Class Name
=Basic v Class Type
= Advanced -

= DiffServ Configuration

+ Class Configuration DiffServ Class Configuration

*|Pv6 Class Configuration © Match Every
= Policy Configuration O Reference Class
* Senvice Interface @ Class Of Senice

Configuration .
D VLAN (1 to 4093)

) Secondary Class of Senice

* Semvice Statistics

O Secondary VLAN (1-fo 4093)

) Ethernet Type

) Source MAC Address

) Destination MAC Address

@ Protocol Type UDP ~ (0 to 258)
@ Source IP Address

f. In the Protocol Type list, select UDP.
g. Click Apply to create a new class.
4. Create a class class_ef:
a. Select QoS > DiffServ > Advanced > DiffServ Configuration.
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A screen similar to the following displays.

R R R R R

CoS
= Diffserv Wizard
B || Class Name Class Type
-Basic >
class_efl Al ~
= Advanced = =
U class_voip All

= DiffServ Configuration

- Class Configuration
=|IPv6 Class Configuration
=Palicy Configuration

= Semice Interface
Configuration

= Semvice Statistics

In the Class Name field, enter class_ef.
In the Class Type list, select All.

Click Add to create a new class.

Click class_ef.

™ o o T

A screen similar to the following displays.

f. Inthe IP DSCP list, select ef.
g. Click Apply to create a new class.
5. Create a policy pol_voip. and add class_voip to this policy.
a. Select QoS > DiffServ > Advanced > Policy Configuration.
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A screen similar to the following displays.

Sy | oo | Fosng | @00 | Secuiy | Mantomg | Woimenaree | tiop | x|

CaS
- Diff: Wizard g "
sl | Palicy Name Palicy Type Member Class
= Basic ha
pol_voip ¥ class_voip
- Advanced -

= DiffServ Configuration

= Class Configuration

*IPv6 Class Configuration

In the Policy Selector field, enter pol_voip.
In the Member Class list, select class_voip.
Click Add to create a new policy.

™ a o o

Click the pol_voip whose class member is class_voip.
A screen similar to the following displays.

[ Svion | owiim | finars | i | Sexuy | towows | antrores | _ip | _ivir |

CoS

= Diffsery Wizard Policy Name

=Basic v Policy Type

= Advanced = Member Class Name

= DiffServ Configuration
*Class Configuration

=IPv6 Class Configuration Eoliay Sfabute

= Policy Configuration Paolicy Attribute © Assign Queue

=Senice Interface ) Drop

Configuration
© Mark VLAN CoS

= Senvice Statistics
) Mark CoS As Secondary CoS

Mark IP Precedence
) Mirror
Redirect

@ Mark IP DSCP EF

) Simple Policy

f. In the Assign Queue list, select 5.
g. For Policy Attribute, select the Mark IP DSCP radio button, and select ef.
h. Click Apply to create a new policy.
6. Add class_ef to the policy pol_voip.
a. Select QoS > DiffServ > Advanced > Policy Configuration.
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A screen similar to the following displays.

o | owers | Rows | s | oy | ok | o | o | e |

CoS

= Diffserv Wizard

| Policy Mame Policy Type  Member Class
=Basic v
pol_voip In ~ class ef ~
= Advanced ~ . -
) pol_woip In class_voip

= DiffServ Configuration
*Class Configuration
= IPv6 Class Configuration

= Policy Configuration

= Semvice Interface
Configuration

* Senvice Statistics

b. Under Policy Configuration, scroll down and select the pol_voip check box.
Pol_voip now appears in the Policy Selector field at the top.
c. Inthe Member Class list, select class_ef in.

Click Apply to add the class class_ef to the policy pol_voip.
Click the pol_voip whose class member is class_ef.

A screen similar to the following displays.

oo | ey | s | @0s | semy | g | e | o | |

CoS

= Diffserv Wizard Policy Name

+ Basic v Policy Type

» Advanced & Member Class Name

= DiffServ Configuration
= Class Configuration

=IPv6 Class Configuration Policy Altribute

SRR L) Policy Attribute Assign Queue

= Senvice Interface
Configuration © Drop

=Senice Statistics > Mark VLAN CoS
& Mark CoS As Secondary CoS
© Mark IP Precedence
© Mirror
> Redirect
@® Mark IP DSCP EF -

O Simple Policy

f. In the Assign Queue list, select 5.
g. Click Apply to create a new policy.

7. Attach the defined policy to interface 1/0/2 in the inbound direction.
a. Select QoS > DiffServ > Advanced > Service Configuration.
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A screen similar to the following displays.

Maintenance

Cos

m Senice Interface Configuration

* Diffserv Wizard 13 LAG All Go To Interface m
+ Basic ¥

Policy In Policy Out

Ve Mlaroa Direction Operational Status

» Advanced ~ LN interface

= DiffServ Configuration 14012 pol_voip -

= Class Configuration o /oM
=IPv6 Class Configuration i 102

= Policy Configuration W 00
1/0/4

= Semvice Interface /S
Configuration .
Uy

b. Scroll down and select the Interface 1/0/2 check box.

Now 1/0/2 appears in the Interface field at the top.

c. Inthe Policy In list, select pol_voip.
d. Click Apply to create a new policy.

Auto VolP

The Auto VolIP feature makes it easy to set up voice over IP (VoIP) for IP phones on a switch.
From software release 10.0.0 on, the switch supports both protocol-based and OUl-based
Auto-VolIP configurations.

Protocol-Based Auto VolP

In a VolP system, various signaling protocols are used to establish the connection between
two VolIP devices. Protocol-based Auto VolIP provides a better class of service (CoS) to data
and signaling VolP streams than to other traffic. The supported signaling protocols are
Session Initiation Protocol (SIP), H.323, and Skinny Call Control Protocol (SCCP).
Depending on your configuration, after VolP packets are identified, the switch takes the
following actions:

e If you enable remarking, the switch remarks the voice traffic 802.1p priority with the
configured priority at the ingress port to ensure that voice traffic always receives the
highest priority throughout the network. You must enable egress tagging on the
appropriate uplink port to let the switch carry the remarked priority to the egress port.

» If you assign a queue, make sure that you allocate sufficient bandwidth to the queue to
fullfil the priority treatment for VoIP traffic.

Note: Queue assignment and remark 802.1p priority are mutually exclusive
configurations. You can configure each configuration on a per-port basis.

After a call session completes and the call is disconnected, the QoS rules are removed.
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The ports on which you configure protocol-based Auto VolP are made members of the voice
VLAN automatically. By default, no VLAN is used for the voice VLAN. You must create a
voice VLAN first.

OUIl-Based Auto VolP

OUl-based Auto VolIP prioritizes VolP packets based on the bytes of the organizationally
unique identifiers (OUIs) in the source MAC address. The switch is preconfigured with a
default list of OUIs. You can also add OUIs that need prioritization. The switch can support up
to 128 OUIs, including the default OUIs.

By default, the switch uses the highest available priority for all frames that match OUIs on the
QU list. You can override the default priority and configure a different priority. You need to
map the priority to a traffic class to achieve the desired egress queuing for VolP traffic.

The switch assigns all VolP traffic that matches a known OUI list to the VolP VLAN. If you
modify the VoIP VLAN, all existing MAC VLAN entries are removed. The MAC entries are
deleted from the forwarding database and relearned with the new VLAN as the devices
transmit packets. The port VLAN membership also changes.

The switch assigns untagged VolP traffic only to the VolP VLAN and uses the associated
priority for egress queuing.

If you enable port mirroring on a port that is configured for Auto VolIP, the port remains
nonoperational.

> smzammzamzss O R > ninkaluiaN

Switch
VolP VolP
phone phone

B
e

Computer Computer Data server Computer

= === Voice traffic

== Data traffic

Figure 27. OUl-based Auto VolP topology
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Example 1: Enable Protocol-Based Auto VoIP

This example is provided as CLI commands and as a web interface procedure.

CLI: Protocol-Based Auto VolP
This script in this section shows how to set up Auto VoIP per port.

1. Enable protocol-based Auto VoIP on a specific port of the switch.

(Netgear Switch)(Configure)#interface 2/0/1
(Netgear Switch)(Interface 2/0/1)#auto-voip protocol-based

2. Display the Auto VolIP information.

(Netgear Switch) #show auto-voip protocol-based interface 2/0/1

VOIP VLAN Id. .o e e e aieaaea e 2
Prioritization Type. ... . i iiaaann traffic-class
Class Value. ... .. i i 6

Interface Auto VolP Mode Operational Status

2/0/1 Enabled Up

Web Interface: Configure Protocol-Based Auto VolP
1. Enable protocol-based Auto VoIP on a specific port of the switch:
a. Select Switching > Auto-VolIP > Protocol-based > Port Settings.

A screen similar to the following displays.

[“oreon | Swing | ooy | G | Ssowr | ortomg | Memioraee | oo | x|

VLAN i8CSl  &TP  Multicast MVR Address Table Ports LAG MLAG
Auto-VolP Protocol Based Global Settings
*Protocol-based ~ Priaritization Type Traffic Class v
* OUl-based #
= Auto-VolP Status
Protocol Based Port Settings
12 LAG Al GoTo Interface E3
|| Intefface Auto VoIP Mode Operational Status
2/011 Enable v Down
#2001 Disable Down

O 22 Disable Down
O 2/ Disable Down
O 204 Disable Down

b. Scroll down and select the interface 2/0/1 check box.
The Interface field in the table heading displays 2/0/1.

c. From the Auto VolP Mode mode, select Enable.
d. Click Apply.
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Example 2: Change the Queue of Protocol-Based Auto VolP

This example is provided as CLI commands and as a web interface procedure.

CLI: Change the Queue of Protocol-Based Auto VolP

Protocol-based VolP classifies and prioritizes packets and places them in the higher-priority
queue. By default, the packets are placed in egress queue 6. However, you can override the
egress queue setting. The following example shows how to assign the protocol-based Auto
VoIP to egress queue 4.

1. Change the egress queue of protocol-based Auto VolP.

(Netgear Switch) (Config)#auto-voip protocol-based traffic-class 4

2. Display the Auto VolP information.

(Netgear Switch) #show auto-voip protocol-based interface 2/0/1

VOIP VLAN Id. .. it iee e ceeaaan 2
Prioritization TYp€. ..o oo e i e i ieeeaas traffic-class
Class Value. ... i e e e eieaaaaas 4

Interface Auto VolP Mode Operational Status

2/0/1 Enabled Up

Web Interface: Configure Protocol-Based Auto VolP
1. Change the queue of protocol-based Auto VolP.
a. Select Switching > Auto-VolIP > Protocol-based > Port Settings.

A screen similar to the following displays.

T B R R B S R S |

i8C8l S8TP  Multicast MVR  Address Table Pors LAG MLAG

Auto-VolP Protocol Based Global Settings

= Protocol-based ~  Prioritization Type Traffic Class +

*OUl-based ¥

= Auto-VolP Status

Protocol Based Port Settings

12 LAG Al Go To Interface E3

L Interfface Auto VoIP Mode Operational Status

v

o 201 Enable Up

O 202 Disable Down
O 203 Disable Down
L 2r0/4 Disable Down

b. From the Class Value menu, select 4.
c. Click Apply.
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Example 3: Create an Auto VoIP VLAN

This example is provided as CLI commands and as a web interface procedure.

CLI: Create an Auto VolIP VLAN
Since no default VoIP VLAN is specified, you must create a VLAN first to use auto VolP.

1. Create VLAN 5.

(Netgear Switch) #vlan database
(Netgear Switch) (Vlan)#vlan 5
(Netgear Switch) (Vlan)#exit

2. Assign the VolIP traffic to VLAN 5, which becomes the VolP VLAN.

(Netgear Switch) (Config)#auto-voip vlan 5

3. Display the protocol-based Auto VolP information.

(Netgear Switch) #show auto-voip protocol-based interface 2/0/1

VOIP VLAN Id. .o e e i i e aeeaaea e 5
Prioritization Type. ... .o traffic-class
Class Value. ... .. ... . ... 6

Interface Auto VolP Mode Operational Status

2/0/1 Enabled Up

4. Display the OUl-based Auto VoIP information.

(Netgear Switch) #show auto-voip oui-based interface 2/0/1

VOIP VLAN Id. ...t 5
[ 0] /2 7
Interface Auto VolP Mode Operational Status

2/0/1 Disabled Down

DiffServ
259




Managed Switches

Web Interface: Change the Auto VolP VLAN
1. Create a VLAN 5:

a. Select Switching > VLAN > Basic > Vlan Configuration.

A screen similar to the following displays.
System Switching Routing QoS Security Monitoring Maintenance Help
VLAN AutoVolP iSCSI STP  Multicast MVR Address Table Ports LAG MLAG

= Basic ~

=VLAN Configuration

= Advanced =

Index

Reset Configuration

Internal VLAM Configuration

Internal VLAN Allocation Base 4093

Internal VLAN Allocation Policy ) Ascending @ Descending

VLAN Configuration

L VLANID VLANName  VLAN Type WMake Static

5 Disable v

B 1 default Default Disable

b. In the VLAN ID field, enter 5.
c. Click Add.

2. Assign the VoIP traffic to VLAN 5.
a. Select Switching > Auto-VolIP > Protocol-based > Port Settings.
A screen similar to the following displays.
_

iSCSI STP  Mukticast MVR AddressTable Pots LAG MLAG

Auto-VolP OUl Based Properties

*Protocol-based ~ | Auto-VolP VLAN ID 5 (1 to 4093)
*OUl-based ~  OUl-based priority 7

= Port Settings

=0Ul Table

- Auto-VolP Status

b. From the VoIP VLAN Id menu, select 5.
c. Click Apply.

DiffServ for IPv6

This feature extends the existing QoS ACL and DiffServ functionality by providing support for
IPv6 packet classification.
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Internet

Interface 1/0/1 Interface 1/0/3

nnmnuu—l

= Interface | s

) [ 1/0/2 i =

LT = LTI =

g = g =

IPv6 ) E%E — EEEE — IPv6 )
Workstation | —l= —|= Workstation
ICMPV6 traffic = = = = = .
IPv6 Other traffi

Workstation ertraflic  ——————pp

Figure 28. DiffServ for IPv6

The example is shown as CLI commands and as a web interface procedure.

CLI: Configure DiffServ for IPv6

The script in this section shows how to prioritize ICMPV6 traffic over other IPv6 traffic.

1. Create the IPv6 class classicmpvé.

(Netgear Switch) (Config)# class-map match-all classicmpv6 ipv6

2. Define matching criteria as protocol ICMPV6.

(Netgear Switch) (Config-classmap) # match protocol 58
(Netgear Switch) (Config-classmap) # exit

3. Create the policy policyicmpv6.

(Netgear Switch) (Config)# policy-map policyicmpv6 in

DiffServ
261



Managed Switches

4. Associate the previously created class classicmpv6.

(Netgear Switch) (Config-policy-map)# class classicmpv6

5. Set the attribute as assign queue 6.

(Netgear Switch) (Config-policy-classmap)# assign-queue 6
(Netgear Switch) (Config-policy-map)# exit

6. Attach the policy policy_icmpv6 to interfaces 1/0/1,1/0/2 and 1/0/3:

(Netgear Switch) (Config)# interface 1/0/1
(Netgear Switch) (Interface 1/0/1)# service-policy in policyicmpv6é
(Netgear Switch) (Interface 1/0/1)# exit

(Netgear Switch) (Config)# interface 1/0/2
(Netgear Switch) (Interface 1/0/2)# service-policy in policyicmpv6é
(Netgear Switch) (Interface 1/0/2)# exit

(Netgear Switch) (Config)# interface 1/0/3
(Netgear Switch) (Interface 1/0/3)# service-policy in policyicmpv6é
(Netgear Switch) (Interface 1/0/3)# exit

Web Interface: Configure DiffServ for IPv6

1. Create the IPv6 class classicmpve6.
a. Select QoS > DiffServ > Advanced > IPv6 Class Configuration.

A screen similar to the following displays.

System Switching Routing QoS Security Monitaring Maintenance Help Index

Co5
= Diffserv Wizard

RS | Class Name Class Type
=Basic v
= Advanced ~

* DiffServ Configuration

* Class Configuration

= IPv6 Class Configuration

b. In the Class Name field, enter classicmpv6.
In the Class Type list, select All.
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A screen similar to the following displays.
[ Sysem | Swiching | Rowing | Go5 | Secwty | Wonkoing | Wamtenance | e | Index |

CoS £
DiffServ IPv6 Class Name
= Diffserv Wizard =
Sl ]| Class Name Class Type
«Basic v
classicmpyt Al ~
- Advanced -~

= DiffServ Configuration

= Class Configuration

d. Click Add to create the IPv6 class.

A screen similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

CoS
+ Diffserv Wizard — =

AR L] Class Mame Class Type
»Basic v
= Advanced ~ =

) classicmpué All

= DiffServ Configuration

= Class Configuration

=IPv6 Class Configuration

= Policy Configuration

2. Define matching criteria as protocol ICMPV6.
a. Select QoS > DiffServ > Advanced > IPv6 Class Configuration.

A screen similar to the following displays.
[ Smer | Smomo | Romng | o5 | Seewy | tortoms | e | o | x|

CoS

= Diffserv Wizard

|| Class Name Class Type
=Basic v

= Advanced £ =
[ classicmpvG All
= DiffServ Configuration

* Class Configuration

-IPv6 Class Configuration

b. Click the class classicmpve6.
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A screen similar to the following displays.

Cos en '

IPv6 Class Information

- Diffserv Wizard Class Name s
*Basic ¥ Class Type
- Advanced -

= DiffServ Configuration

* Class Configuration IPv6 DiffServ Class Configuration

Any ¥
= Policy Configuration O Reference Class

= Senvice Interface & Protocal Type
Configuration

g (0 to 255)
© Source PrefidLength

= Service Statistics

& Source L4 Port g 5 (0 to 65535)

2 Destination Prefix/Length

= Destination L4 Port

4 > (0 to 65535)
© Flow Label (0 to 1048575)
@ IP DSCP

(0 to 63)

c. Select the Protocol Type radio button, select Other, and enter 58.
A screen similar to the following displays.

S | ovioing | Reung | oo | Seewiy | Wortomg | Wemerwee | rop | i | |
IPv6 Class Infarmation
= Diffserv Wizard Class Name cla
- Basic ~  Class Type
= Advanced ~
= DiffServ Configuration
*Class Configuration IPv6 DiffServ Class Configuration

=Policy Configuration (@ Reference Class
= Senice Interface

@ Protocol Type
Configuration

Other (0 to 255)
(» Source Prefix/Length
= Senice Statistics
& Source L4 Port P (0 to 65535)
(» Destination Prefix/Length
(© Destination L4 Port il (0 to 65535)
© Flow Label (0 to 1048575)
@ IP DSCP = (010 63)
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d. Click the Apply button.

System Switching Routing QoS Security Monitoring Maintenance Help Index
B
IPv6 Class Information
- Diffserv Wizard Class Name
= Basic ¥ Class Type
» Advanced ~

= DiffServ Configuration

- Class Confi . IPv6 DiffServ Class Configuration
=IPv6 Class Configuration @ Match Every Any
= Policy Configuration (O Reference Class g

=Senice Interface ) Protocol Type ICMPVE -~ (0 to 255)
Configuration

O Source Prefix/Length
= Service Statistics
&1 Source L4 Port (0 to 65535)

() Destination Prefix/Langth

) Destination L4 Port (0 to 65535)

(& Flow Label (0 to 1048575}

@ IP DSCP e (0 to 63)

3. Create the policy policyicmpv6, and associate the previously created class classicmpv6.
a. Select QoS > DiffServ > Advanced > Policy Configuration.

A screen similar to the following displays.

[ sveog | ooy | 005 | Sy | tertomy | borrae | op | |

CoS
= Diffserv Wizard =
i L Policy Name Policy Type Member Class
=Basic v
= Advanced -~
= DiffServ Configuration

= Class Configuration

=1PvE Class Configuration

= Palicy Configuration

= Senvice Interface
Configuration

= Service Statistics

b. In the Policy Name field, enter policyicmpve6.
c. Inthe Policy Type list, select In.
d. Inthe Member Class list, select classicmpve6.
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A screen similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
CoS  DiffSer

- Diffserv Wizard

L Policy Name Policy Type Mamber Class
:f\:::”\EEd : policyicmpvs In v classicmpvé v
= DiffServ Configuration
" Class Configuration
*IPv6 Class Configuration

= Policy Configuration

* Senice Interface
Configuration

* Senice Statistics

e. Click Add.
4. Set the attribute as assign queue 6.
a. Select QoS > DiffServ > Advanced > Policy Configuration.

A screen similar to the following displays.

= Diff: Wizard = : .
B R L Policy Name Policy Type Member Class
= Basic v
- Advanced ~
J policyicmpvé In classicmpvé

= DiffServ Configuration
= Class Configuration
=IPv6 Class Configuration

= Policy Configuration

= Service Interface
Configuration

= Senvice Statistics

b. Click the policy policyicmpveé.
In the Assign Queue list, select 6.
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A screen similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
CoS
Class Information
= Diffserv Wizard Policy Name
=Basic v Policy Type
= Advanced #  Member Class Name
= DiffServ Configuration
" Class Configuration
IPv6 Class Conf Palicy Attribute
Policy Attribute ® Assign Queue 6~
- Senice Interface & Drop
S (@ Mark VLAN CoS
- Senice Statistics
(@ Mark CoS As Secondary CoS
(2 Mark IP Precedence
@& Mirror
(& Redirect
(& Mark IP DSCP
& Simple Policy
Color Mode Color Blind

d. Click Apply.
5. Attach the policy policyicmpvé to interfaces 1/0/1,1/0/2 and 1/0/3.
a. Select QoS > DiffServ > Advanced > Service Interface Configuration.

A screen similar to the following displays.
[~ Sysen | viion | owng | 05 | Secuir | Vortoi | Nomenarce | iy | niec |

i DiffServ

Semice Interface Configuration

sEvReN: Wizard 13 LAG Al Go To Interface Go
=Basic % .
- Advanced ~ L) interface zg’rﬁ: I :z“"‘j;’ O Direction Operational Status
= DiffServ Configuration e I
* Class Configuration @ 110/
=|Pv6 Class Configuration O o2
=Policy Configuration EI i
0 1004
=Semvice Interface =
O 170/
=Semvice Statistics — 1'_0'6
107
@ 1o

In the Policy Name list, select policyicmpveé.

Select the Interface 1/0/1, 1/0/2, and 1/0/3 check boxes.
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A screen similar to the following displays.
[ oen | swicms | Rodng | a5 | Secomy | Moniomg | Marerrce |t | _nan ||

CoS

Semvice Interface Configuration

= Diffserv Wizard

12 LAG Al Go To Interface
= Basic v
. ; Policy In Palicy Out s .
= Advanced ~ | Interface Mo VR Direction Operational Status
= DiffServ Configuration policyicmpi =
*Class Configuration v 101
=IPv6 Class Configuration e 11012
4
=Paolicy Configuration I:‘ L
0 104
= Senvice Interface
B 1704
=Senice Statistics _ lae
o Ao

d. Click Apply.

A screen similar to the following displays.

CoS
DiffServ Senvice Interface Configuration
~Diffsty Wizaid 13 LAG All Go To Interface
+ Basic v :
+ Advanced ~ L) Interface i:j_ﬁg i PG“ H‘.:y b Direction Operational Status
= DiffServ Configuration - =
* Class Configuration O won policyicmpv In Down
=IPv6 Class Configuration 8 1oz policyicmpvé In Down
P T g 14013 policyicmpvé In Down
O /0
= Senvice Interface
s
L /6

Color Conform Policy

This example shows how to create a policy to police the traffic to a committed rate. The
packets with IP precedence value of 7 are colored green to ensure that these packets are the

last to be dropped when there is congestion. The example is shown as CLI commands and
as a web interface procedure.
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CLI: Configure a Color Conform Policy

1. Create a VLAN 5 and configure ports 1/0/13 and 1/0/25 as its members.

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#vlan 5

(Netgear Switch) (Vlan)#exit

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/13

(Netgear Switch) (Interface 1/0/13)#vlan participation include 5
(Netgear Switch) (Interface 1/0/13)#vlan tagging 5

(Netgear Switch) (Interface 1/0/13)#exit

(Netgear Switch) (Config)#interface 1/0/25

(Netgear Switch) (Interface 1/0/25)#vlan participation include 5
(Netgear Switch) (Interface 1/0/25)#vlan tagging 5

(Netgear Switch) (Interface 1/0/25)#exit

2. Create classes class_vlan and class_color.

Note: DiffServ service is enabled by default.

(Netgear Switch) (Config)#class-map match-all class_vlan
(Netgear Switch) (Config-classmap)#match vlan 5

(Netgear Switch) (Config-classmap)#exit

(Netgear Switch) (Config)#class-map match-all class_color
(Netgear Switch) (Config-classmap)#match ip precedence 7
(Netgear Switch) (Config-classmap)#exit

3. Create a policy to police the traffic to a rate of 1000 kbps with an allowed burst size of
64 KB. Furthermore, the packets with IP precedence value of 7 will be colored green. That
means these packets will be the last packets to be dropped in the event of congestion
beyond the policed rate.

(Netgear Switch) (Config)#policy-map policy_vlan in
(Netgear Switch) (Config-policy-map)#class class_vlan

(Netgear Switch) (Config-policy-classmap)#police-simple 1000 64 conform-action
transmit violate-action drop

(Netgear Switch) (Config-policy-classmap)#conform-color class_color
(Netgear Switch) (Config-policy-classmap)#exit
(Netgear Switch) (Config-policy-map)#exit
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4. Apply this policy to port 1/0/13.

(Netgear Switch) (Config)#interface 1/0/13

(Netgear Switch) (Interface 1/0/13)#service-policy in policy vlan
(Netgear Switch) (Interface 1/0/13)#exit

(Netgear Switch) (Config)#exit

Web Interface: Configure a Color Conform Policy
1. Create a VLAN.
a. Select Switching > VLAN > Basic > VLAN Configuration.

A screen similar to the following displays.
[“Sysn | swicing | oty |G | Sacty | Mortoms | Wmenmce | o | o

Auto-VolP  iSCSI  8TP Multicast MVR  Address Table  Poris  LAG  MLAG
VLAN Reset

- Basic ~  Reset Configuration ]

= VLAN Configuration

* Advanced %

Internal VLAN Configuration

Internal VLAM Allocation Base
Internal VLAN Allocation Policy

4093
) Ascending @ Descending

VLAM Configuration

| VLANID VLAN Name  VLAN Type Wake Static
5 Disable ~ |
o1 Disable

default Default

b. In the VLAN ID field, enter 5.
c. Click Add.
2. Add ports 1/0/13 and 1/0/25 to VLAN 5.
a. Select Switching > VLAN > Advanced > VLAN Membership.
A screen similar to the following displays.

[“Sron | o | ows | 5 | ey | totows | Morone | top | e | |

AutoMolP  iSCSI  STP  Multicast MVR  Address Table Pors  LAG  MLAG

»Basic v

* Advanced "
*VLAN Configuration
= VLAN Status

*Port PVID
Configuration

*MAC Based VLAN

= Protocol Based VLAN
Group Configuration

VLAN ID

Group Operation
VLAN MName
VLAN Type

- Unit 1

5 v
Untag Al ~
VLAMDODS
Static

9 11 13 15 17 19 24 23 25 27 29 31 33 35 37 39 41 43 45

T T A A
LU L L)L)

LI LI L L)L)

14

b. Inthe VLAN ID list, select 5.
c. Click Unit 1. The ports display.
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d. Click the gray boxes under ports 13 and 25 until T displays.
The T specifies that the egress packet is tagged for the port.
e. Click Apply.
3. Create a class class_vlan:
a. Select QoS > DiffServ > Advanced > Class Configuration.

A screen similar to the following displays.
| Sysen | Swichiog | Roum | Qoo | Secuy | Morkoimg | Wamerice | e | oer_|

CoS

= Diffserv Wizard
RS || Class Name Class Type
= Basic ~
class_vlan Al ~
= Advanced -~

= DiffServ Configuration
=IPv6 Class Configuration
=Policy Configuration

=Senvice Interface
Configuration

= Senvice Statistics

b. Enter the following information:
* Inthe Class Name field, enter class_vlan.
e Inthe Class Type list, select All.

c. Click Add to create a new class class_vlan.

A screen similar to the following displays.

CoS

- Diffserv Wizard =
een A | Class Mame Class Type
- Basic ~
=
= Advanced 3% =
U class VLAN All

= DiffServ Configuration

= Class Configuration

d. Click class_vlan to configure this class.
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A screen similar to the following displays.

CoS

= Diffserv Wizard Class Name
-Basic ~  Class Type
= Advanced -~

= DiffServ Configuration

- Class Configuration DiffServ Class Configuration

=IPv6 Class Configuration © Match Every
= Policy Configuration & Reference Class
= Service Interface @ Class Of Service

Configuration
® VLAN 5 (1 to 4093}

) Secondary Class of Senice

= Service Statistics

(O Secondary VLAN (1 to 4093)

Under Diffserv Class Configuration, in the VLAN field, enter 5.
Click Apply.

4. Create a class class_color.

a.

Select QoS > DiffServ > Advanced > Class Configuration.

A screen similar to the following displays.

CoS

= Diffserv Wizard

[l Class Name Class Type
- Basic -
class_color L
= Advanced o =
L class VLAN All

= DiffServ Configuration

- Class Configuration

=IPv6 Class Configuration
=Paolicy Configuration

Enter the following information:

* Inthe Class Name field, enter class_color.
e Inthe Class Type list, select All.

Click Add to create a new class class_color.

A screen similar to the following displays.

o | owms | 005 | ety | owomg | s | op | o |

Gos

= Diffserv Wizard

|| Class Name Class Type.
= Basic v
= Advanced A ;
[ class VLAN All
= DiffServ Configuration B claceocoion Al

=Class Configuration

Click class_color to configure this class.
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A screen similar to the following displays.

[“ren | s | oy | G | sy | Wowomg | Wortowes |ty | o |

CoS

= Diffserv Wizard Class Name
=Basic ¥ | Class Type
= Advanced ~

= DiffServ Configuration

« Class Configuration DiffServ Class Configuration

=IPv6 Class Configuration & Match Every

Any ¥
=Policy Configuration @ Reference Class
=Semice Interface  Class Of Senvice
Configuration
= Senice Statistics oLl bl )
2 Secondary Class of Senvice
& Secondary VLAN (1 to 4093}
_ Ethernet Type lota
& Source MAC Address
Destination MAC Address

e. Under Diffserv Class Configuration, in the Precedence Value list, select 7.
f. Click Apply.

5. Create a policy policy_vlan.
a. Select QoS > DiffServ > Advanced > Policy Configuration.

A screen similar to the following displays.
[ oyen | Swicvg | Fosng | o5 | Soorty | ontorg | artrarce | iop | _oan ||

CaS

= Diffserv Wizard

| Policy Name Policy Type Member Class
= Basic e
policy_vian In ~ A
= Advanced ~
= DiffServ Configuration
*Class Configuration
=IPv6 Class Configuration

=Palicy Configuration

=Senice Interface
Configuration

= Senice Statistics

b. In the Policy Name field, enter policy_vlan.
c. Inthe Policy Type list, select In.
d. Click Add.
6. Associate policy_vlan with class_vlan.
a. Select QoS > DiffServ > Advanced > Policy Configuration.

DiffServ
273



b.
c.
d.

Managed Switches

A screen similar to the following displays.

oo | swoms | o | s | secmy | Mortomg | eiroee | bep | o ||

CoS
» Diffserv Wizard ==
LR LI Paolicy Name Policy Type: Member Class
»Basic ¥
policy_vian In ~ class vian v
= Advanced -
¥ policy vlan In

= DiffServ Configuration
* Class Configuration
= 1Pv6 Class Configuration

= Policy Configuration

= Senvice Interface
Configuration

= Service Statistics

Under Policy Configuration, scroll down and select the policy_vlan check box.
In the Member Class field, enter class_vlan.
Click Apply.

7. Configure policy_vlan.

a.
b.

SQ@ ™ o a o

Select QoS > DiffServ > Advanced > Policy Configuration.
Click policy_vlan.

A screen similar to the following displays.

Roung | QoS | Seculy Morilnng NMantrance Help indox |

[ e | o

Select the Simple Policy radio button.

In the Color Mode list, select Color Aware.

In the Color Conform Class list, select class_color.
In the Committed Rates field, enter 1000.

In the Committed Burst Size field, enter 64.

For Conform Action, select the Send radio button.
For Violate Action, select the Drop radio button.
Click Apply.
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8. Apply policy_vlan to interface 1/0/13.

a. Select QoS > DiffServ > Advanced > Service Interface Configuration.

A screen similar to the following displays.

oo | womn | ooy | 000 | ey | bertowy | Wowone | _top | o |

CoS

- Diffserv Wizard

=Basic

= Advanced
* DiffServ Configuration
- Class Configuration
*IPv6 Class Configuration

* Policy Configuration

- Senvice Statistics

v

* Senvice Interface
Configuration

Senice Interface Configuration

12 LAG All

LI | Interface

110013

1011
o o2
0 o3
1 1/0/4
L 1oms
@ 1om.
O vorr
O worg

14019
1010
O 1o
1 1/0M12
I« 1/0M13

Go To Interface m

Policy In Policy Out

Name Name

policy_vlan v

v

Direction Operational Status

b. Under Service Interface Configuration, scroll down and select the Interface 1/0/13

check box.

c. In the Policy Name list, select policy_vlan.
d. Click Apply to save the settings.

WRED Explicit Congestion Notification

Explicit Congestion Notification (ECN) is defined in RFC 3168. Conventional TCP networks
address congestion by dropping packets using the tail drop algorithm. Random early discard
(RED, also referred to as random early detection) provides earlier notification than the tail
drop algorithm and can drop packets that are already queued for transmission. ECN marks
congested packets that would otherwise be dropped and sends a message to the transmitter
so that the packets are not retransmitted. That is, the receiver advertises a reduced window
size to the transmitter but does not request retransmission of the CE-marked packets.

ECN uses the two least significant bits of the Diffserv field (that is, the ToS octet in IPv4 and
the Traffic Class octet in IPv6) and codes them as follows:

e 00. Non ECN-Capable Transport, Non-ECT

10. ECN Capable Transport, ECT (0)
01. ECN Capable Transport, ECT (1)

* 11. Congestion Encountered, CE

TCP also supports ECN through two flags in the TCP header:

¢ ECN-Echo (ECE)
e Congestion Window Reduced (CWR)
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Weighted random early discard (WRED, also referred to as weighted random early detection)
considers packets for early discard only when the number of packets that are queued for
transmission on a port exceeds the relevant minimum WRED threshold. The green, yellow,
and red thresholds operate on TCP packets. A fourth threshold operates on non-TCP
packets.

If ECN is enabled and congestion occurs, ECN-capable TCP packets that are queued for
transmission and that are selected to be discarded by WRED are instead CE-marked and
transmitted. Packets that exceed the WRED upper threshold are also transmitted. If severe
congestion occurs on the switch (that is, no buffers are available), the packets are discarded.

On managed switches, ECN is implemented as part of the WRED configuration process. You
can configure any CoS queue to operate in ECN marking mode and you can configure
different discard thresholds for each color.

_ 1/0/25 1/0/45
Client Switch Server

1.111

Figure 29. WRED Explicit Congestion Notification configuration

To configure WRED Explicit Congestion Notification configuration:

1. Create class 1 and class 2.

(Netgear Switch) (Config)#class-map

(Netgear Switch) (Config)#class-map match-all classl

(Netgear Switch) (Config-classmap)#match srcip 1.1.1.1 255.255.255.255
(Netgear Switch) (Config-classmap)#exit

(Netgear Switch) (Config)#class-map match-all class2

(Netgear Switch) (Config-classmap)#match ip dscp 46

(Netgear Switch) (Config-classmap)#exit

2. Create a policy and configure the conform color for class 2.

(Netgear Switch) (Config)#policy-map pl in
(Netgear Switch) (Config-policy-map)#class classl

(Netgear Switch) (Config-policy-classmap)#police-single-rate 1000000 128 128
conform-action transmit exceed-action transmit violate-action transmit

(Netgear Switch) (Config-policy-classmap)#conform-color class2
(Netgear Switch) (Config-policy-classmap)#exit
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3. Apply the policy on port 1/0/25.

(Netgear Switch) (Config)#interface 1/0/25
(Netgear Switch) (Interface 1/0/25)#service-policy in pl

4. Let the packets with dotlp priority 3 be placed in queue 3.

(Netgear Switch) (Config)#classofservice dotlp-mapping 3 3
(Netgear Switch) #show classofservice dotlp-mapping

User Priority Traffic Class

~N o o~ WDN PP O
W W NN WO O P

5. Enable WRED on queue 3.

(Netgear Switch) (Config)#cos-queue random-detect 3
(Netgear Switch) #show interfaces cos-queue

Global Configuration
Interface Shaping Rate. . ... ... .. ... .. ......... 0
WRED Decay Exponent. ... ... ... .. iiiiaan 9

Queue ID  Min. Bandwidth  Scheduler Type Queue Management Type

0 0 Weighted Tail Drop
1 0 Weighted Tail Drop
2 0 Weighted Tail Drop
3 0 Weighted WRED

4 0 Weighted Tail Drop
5 0 Weighted Tail Drop
6 0 Weighted Tail Drop

6. Configure the queue threshold and enable ECN on queue 3.

(Netgear Switch) (Config)#random-detect queue-parms 3 min-thresh 60 20 10 10
max-thresh 100 80 70 60 drop-prob 10 10 10 10 ecn
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IGMP Snooping and Querier

Internet Group Management Protocol
features

This chapter includes the following sections:

Internet Group Management Protocol Concepts
IGMP Snooping

Show igmpsnooping

Show mac-address-table igmpsnooping
External Multicast Router

Multicast Router Using VLAN

IGMP Querier Concepts

Enable IGMP Querier

Show IGMP Querier Status
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Internet Group Management Protocol Concepts

NETGEAR implements Internet Group Management Protocol (IGMP) in the following way:

 |GMP uses version 1, version 2, or version 3.
e IGMP includes snooping.
e By default, IGMP snooping is enabled on VLAN 1.

IGMP Snooping

The following are examples of the commands used in the IGMP snooping feature.

CLI: EnaP Snooping

The following example shows how to enable IGble IGMMP snooping.

(Netgear Switch) #config
(Netgear Switch) (Config)#set igmp
(Netgear Switch) (Config)#exit

Web Interface: Enable IGMP Snooping

Configure IGMP snooping:
1. Select Switching > Multicast > IGMP Snooping Configuration.

A screen similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

VLAN  Auto-VelP© iSCSI STP 8 MVR  Address Table Ports  LAG  MLAG ' '
IGMP Snooping Configuration
-MFDB ~  Admin Mode @ Disable @ Enable
=IGMP Snooping ~ Multicast Control Frame Count 0
Validate IGMP [P header  Disabls ® Enable

" Interface Configuration Interfaces Enabled for IGMP Snooping

= IGMP VLAN Proxy Querier Mode ) Disable @ Enable

Configuration

= Multicast Router
Configuration
VLAM IDs Enabled for IGMP Snooping
=Multicast Router VLAN
Configuration

= Querier Configuration

= Querier VLAN
Configuration

=MLD Snooping %

2. For Admin Mode select the Enable radio button.
3. For Unknown Multicast Filtering, select the Enable radio button.
4. Click Apply.
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Show igmpsnooping
The example is shown as CLI commands and as a web interface procedure.

CLI: Show igmpsnooping

(Netgear Switch) #show igmpsnooping

AdmiIN Mode. . .o e Disable
Multicast Control Frame Count........ .. ........ 0
Interfaces Enabled for IGMP Snooping........... None
VLANs enabled for IGMP snooping................ None

Web Interface: Show igmpsnooping

Select Switching > Multicast > IGMP Snooping Configuration. A screen similar to the
following displays.

“Sven | sy | fowm | 5 | Seonty | Momomg | ereee | poo | b |

VLAN  Auto-VolP  iSCSI  STRP MVR  Address Table Ports  LAG  MLAG
IGMP Snoaping Configuration
“MFDB ~  Admin Mode » Disable @ Enable
=IGMP Snooping ~  Multicast Control Frame Count 0
Validate IGMP 1P header ) Disable ® Enable
=Interface Configuration Interfaces Enabled for IGMP Snooping
=IGMP VLAN Proxy Querier Mode ) Disable @ Enable

Configuration

= Multicast Router

Configuration
) VLAM IDs Enabled for IGMP Snooping
= Multicast Router VLAN
Configuration

= Querier Configuration

= Querier VLAN
Configuration

=MLD Snooping v
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Show mac-address-table igmpsnooping

The example is shown as CLI commands and as a web interface procedure.

CLI for IGMPv1 and IGMPv2: Show mac-address-table
igmpsnooping

(Netgear Switch) #show mac-address-table igmpsnooping ?

<cr> Press Enter to execute the command.

(Netgear Switch) #show mac-address-table igmpsnooping

Type Description Interfaces
00:01:01:00:5E:00:01:16 Dynamic Network Assist Fwd: 170747
00:01:01:00:5E:00:01:18 Dynamic Network Assist Fwd: 1/0/47
00:01:01:00:5E:37:96:D0 Dynamic Network Assist Fwd: 1/0/47
00:01:01:00:5E:7F:FF:FA Dynamic Network Assist Fwd: 170747
00:01:01:00:5E:7F:FF:FE Dynamic Network Assist Fwd: 1/0/747

CLI for IGMPv3: show igmpsnooping ssm entries

(Netgear Switch) #show igmpsnooping ssm entries

VLAN Source

ID Group Source Ip Filter Mode Interfaces
1000 224.1.1.1 1.1.1.1 include 1/0/2
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Web Interface: Show mac-address-table igmpsnooping
Select Switching > Multicast > IGMP Snooping Table.

A screen similar to the following displays.

[ omn | owows | oy | G5 | ooy | tomorms | vamnmes | p ||

VLAN  AutoVolP  iSCSI  STP MVR  Address Table Porls LAG MLAG

=MFDB -
Search MAC Address [ co |

=MFDB Table

*MFDB Statistics MAGC Address VLANID Component Type Description Fi s

=IGMP Snooping ~

=MLD Snooping -

External Multicast Router

The example is shown as CLI commands and as a web interface procedure.

CLI: Configure the Switch with an External Multicast Router

This example configures the interface as the one the multicast router is attached to. All IGMP
packets that are snooped by the switch are forwarded to the multicast router that is reachable
from this interface.

|(Netgear Switch)(Interface 1/0/3)# set igmp mrouter interface

Web Interface: Configure the Switch with an External
Multicast Router

1. Select Switching > Multicast > Multicast Router Configuration.

A screen similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
VLAN Auto-VolP iSCSI STP MVR  Address Table Pots LAG MLAG
IGMP Snooping Interface Configuration
*MEDE ¥ 123LAGAI Go To Interface

* IGMP Snooping = = = - =
IJ Interfface. Admin Mode Membership Interval Max Response Time Expiration Time  Fast Leave  Proxy Querier
* Configuration

1013 Enable ~ | 260 10 0 Disable ~ ||| Enable ~
- Interface Configuration -
101 Disable 260 10 0 Disable Enable
IICGU’\:'%:‘I;I;{TUNH B 12 Disable 260 10 0 Disable Enable
it Il 1703 Disable 260 10 0 Disable Enable
(it Jodter O /04  Disable 260 10 0 Disable  Enable

Configuration oz

2. Under Multicast Router Configuration, scroll down and select the Interface 1/0/3 check box.
Now 1/0/3 appears in the Interface field at the top.

3. In the Admin Mode field, select Enable.
4. Click Apply.
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Multicast Router Using VLAN

The example is shown as CLI commands and as a web interface procedure.

CLI: Configure the Switch with a Multicast Router Using VLAN

This example configures the interface to forward only the snooped IGMP packets that come

from VLAN ID (<VLAN Id>) to the multicast router attached to this interface.

|(Netgear Switch)(Interface 1/0/3)# set igmp mrouter 2

Web Interface: Configure the Switch with a Multicast Router

Using VLAN

1. Select Switching > Multicast > Multicast Router VLAN Configuration.

A screen similar to the following displays.

System Switching Routing QoS Security
VLAN  AutoWolP  iSCSI  STP MVR  Address Table Pots  LAG  MLAG

Multicast Reuter VLAN Configuration

Monitoring Maintenance

Help Index

*MFDB v Interface 403~

=IGMP Snooping ~

= Configuration

- Interface Configuration Multicast Router VLAN Configuration

=IGMP VLAN
Configuration

LI VLANID Multizast Router

2 Enable ~
=Multicast Router nane
Configuration

= Multicast Router VLAN
Configuration

2. Under Multicast Router VLAN Configuration, scroll down and select the Interface 1/0/3

check box.

3. Enter the following information in the Multicast Router VLAN Configuration.

* Inthe VLAN ID field, enter 2.
* In the Multicast Router field, select Enable.
4. Click Apply.
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IGMP Querier Concepts

When the switch is used in network applications where video services such as IPTV, video
streaming, and gaming are deployed, the video traffic is normally flooded to all connected
ports because such traffic packets usually have multicast Ethernet addresses. IGMP
shooping can be enabled to create a multicast group to direct that traffic only to those users
that require it.

However, the IGMP snooping operation usually requires an extra network device—usually a
router—that can generate an IGMP membership query and solicit interested nodes to
respond. With the built-in IGMP querier feature inside the switch, such an external device is
no longer needed.

Video Streaming device

NETGEAR __ prosaied neFun Gatewy. el
REER Loiim)

=

=

b — 1 —
W

Switch

= i"' o :

Video IGMP query

IGMP
response

Desktop PC Notebook PC

Figure 30. IGMP querier

Since the IGMP querier is designed to work with IGMP snooping, it is necessary to enable
IGMP snooping when using it. The following figure shows a network application for video
streaming service using the IGMP querier feature.
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Enable IGMP Querier

The example is shown as CLI commands and as a web interface procedure.

CLI: Enable IGMP Querier

Use the following CLI commands to set up the switch to generate an IGMP querier packet for
a designated VLAN. The IGMP packet will be transmitted to every port on the VLAN. The
following example enables the querier for VLAN 1 and uses 10.10.10.1 as the source IP
address in querier packets. See the Command Line Reference for more details about other

IGMP querier command options.

(Netgear switch) #vlan database

(Netgear switch) (vlan)#set igmp 1

(Netgear switch) (vlan)#set igmp querier 1

(Netgear switch) (vlan)#exit

(Netgear switch) #config

(Netgear switch) (config)#set igmp querier

(Netgear switch) (config)#set igmp querier address 10.10.10.1
(Netgear switch) (config)#exit

Web Interface: Enable IGMP Querier

1. Select Switching > Multicast > IGMP VLAN Configuration.

A screen similar to the following displays.

[ “oron | oy | oumy | a5 | Geowy | ortomy | arroe | tip | o ||

VLAN Auto-VolP iSCSI STP MVR  Address Table Porls  LAG  MLAG

IGMP Snooping Configuration

*MFDB ~  Admin Mode @ Disable () Enable
*IGMP Snooping ~  Multicast Control Frame Count 0

Validate IGMP IP header @ Disable ©) Enabls
*Interface Configuration Interfaces Enabled for IGMP Snooping
=|GMP VLAN Proxy Querier Mode ) Disable @ Enable

Configuration

= Multicast Router
Configuration

. VLAN IDs Enabled for IGMP Snooping

= Multicast Router VLAN

Configuration

2. Enable IGMP snooping on VLAN 1.

a. Select Switching > Multicast > IGMP Snooping > IGMP VLAN Configuration.
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A screen similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

VLAN  AutoVelP iSCSI STP 2 MVR  Address Table Ports LAG MLAG

IGMP VLAN Configuration

- MFDB v

B . . Multicast Router - .
L] - Membarshi " y

- IGMP Sndnping L) VLAN D Admin Mode Fast Leave p Interval Response Time Expiry Time Report Suppression - Proxy Querier
= Configuration 1 Enable v » » v
*Interface Configuration

=IGMP VLAN
Configuration

b. Enter the following information:
¢ Inthe VLAN ID field, enter 1.
*« |nthe Admin Mode field, select Enable.
c. Click Add.
3. Enable the IGMP snooping querier globally.
a. Select Switching > Multicast > IGMP Snooping > IGMP VLAN Configuration.

A screen similar to the following displays.

R e B R B e B S

VLAN  Auto-VolP  iSCSI  STP MVR  Address Table Ports LAG WMLAG

Multicast Querier Configuration

-MFDB ~  Querier Admin Mode () Disable @ Enable

=IGMP Snooping ~  Snooping Querier Address 10.10.10.1
= Configuration IGMP Version 2 (1t02)
*Interface Configuration Query Interval(secs) 60 (1 to 1800)
«IGMP VLAN Querier Expiry Interval(secs) 60 (60 to 300)

Configuration

*Multicast Router
Configuration

*Multicast Router VLAN
Configuration

| » Querier Configuration

b. Enter the following information:
e For Querier Admin Mode, select the Enable radio button.
¢ Inthe Querier IP Address field, enter 10.10.10.1.
c. Click Apply.
4. Enable the IGMP snooping querier on VLAN 1.
a. Select Switching > Multicast > IGMP Snooping Querier VLAN Configuration.

YLAN IDs Enabled for IGMP Snooping Querier
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A screen similar to the following displays.

VLAN  Auto-VolP iSCSI STP MVR  Address Table Ports LAG MLAG
IGMP Snooping Querier VLAMN Configuration
-MFDB * 2 2 - : 5 T
| VLANID Querier Election  Querier VLAN  Operational  Operational  Last Querier  Last Querier  Operational Max
=IGMP Snooping ~ - Participate Mode Address State Version Address Version Response Time

= Configuration 1 v
*Interface Configuration

=IGMP VLAN
Configuration

= Multicast Router
Configuration

= Multicast Router VLAN
Configuration

= Querier Configuration
b. In the VLAN ID field, enter 1.
5. Click Add.

Show IGMP Querier Status

The example is shown as CLI commands and as a web interface procedure.

CLI: Show IGMP Querier Status

To see the IGMP querier status, use the following command.

(Netgear Switch) #show igmpsnooping querier vlan 1
VLAN 1 : IGMP Snooping querier status

IGMP Snooping Querier VLAN Mode................ Enable
Querier Election Participate Mode.............. Disable
Querier VLAN AdAresS. ... i e iiieaaaaann 0.0.0.0
Operational State. ... ... ... ..o oo Disabled
Operational version.........eeeeeoaaaaaaaaaaan. 2

The command shows that the IGMP admin mode is Active. The mode is controlled by the

set igmp command. If the mode is inactive, no query packet is sent.
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Web Interface: Show IGMP Querier Status

1. Select Switching > Multicast > IGMP Snooping > Querier Configuration.

A screen similar to the following displays.
[ oo | suiciog | Fouim | @5 | ooy | onioma | Mmoo | Fob | iox ||

VLAN  Auto-VolP iSCSI  STP MVR  Address Table Ports  LAG  MLAG
Querier Configuration
“MFDB ~ Querier Admin Mode @ Disable ) Enable
=IGMP Snooping ~ Snooping Querier Address 0.0.0.0
= Configuration IGMP Version 2 (1t 2)
* Interface: Configuration Query Interval(secs) 60 (1 to 1800}
«IGMP VLAN Querier Expiry Interval(secs) 125 (60 to 300)

Configuration

* Multicast Router
Configuration

= Multicast Router VLAN VLAN |Ds Enabled for IGMP Snooping Querier
Configuration

= Querier Configuration

* Querier VLAN
Configuration

=MLD Snooping v

2. Click Refresh.
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Multicast VLAN registration

This chapter includes the following sections:

e Multicast VLAN Registration
e Configure MVR in Compatible Mode
e Configure MVR in Dynamic Mode
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Multicast VLAN Registration

The IGMP Layer 3 protocol is widely used for IPv4 network multicasting. In Layer 2 networks,
the IGMP protocol uses resources inefficiently. For example, a Layer 2 switch multicast traffic
to all ports even if there are receivers connected to only a few ports.

To fix this problem, the IGMP snooping protocol was developed. But the problem reappears
when receivers are in different VLANs. Multicast VLAN registration (MVR) is intended to
solve the problem of receivers in different VLANS. It uses a dedicated manually configured
VLAN, called the multicast VLAN, to forward multicast traffic over Layer 2 network in
conjunction with IGMP snooping.

MVR, like the IGMP Snooping protocol, allows a Layer 2 switch to snoop on the IGMP control
protocol. Both protocols operate independently of each other. Both protocols can be enabled
on the switch interfaces at the same time. In such a case, MVR listens to the join and report
messages only for groups configured statically. All other groups are managed by IGMP
snooping.

There are two types of MVR ports: source and receiver.

« The source port is the port to which the multicast traffic flows using the multicast VLAN.

e The receiver port is the port where a listening host is connected to the switch. It can utilize
any (or no) VLAN, except the multicast VLAN. This implies that the MVR switch performs
VLAN tag substitution from the multicast VLAN source port to the VLAN tag used by the
receiver port.

The multicast VLAN is the VLAN that you configure in the specific network for MVR purposes.
The multicast VLAN is used to transfer multicast traffic over the network to avoid duplication
of multicast streams for clients in different VLANs. The operator must configure the multicast
VLAN manually for all source ports in the network. A diagram of a network configured for
MVR is shown in the following illustration. SP is the source port and RP is the receiver port.
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Multicast source

IGMP switch

MVR switch

RP (VLAN 1003)

.
Multicast client

= ";.:__‘
==c RP (VLAN 1002)
Multicast client =

Multicast client

Figure 31. Network configured for MVR

Note: The following examples show how to configure the MVR on the MVR
switch.

Configure MVR in Compatible Mode

In compatible mode, the MVR switch does not learn multicast groups; the groups have to be
configured by the operator as the MVR does not forward IGMP reports from the hosts (RP
port) to the IGMP router (SP port). To operate in this mode, the IGMP router has to be
statically configured to transmit all required multicast streams to the MVR switch.
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CLI: Configure MVR in Compatible Mode

1. Create MVLAN, VLAN1, VLAN2, and VLANS.

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#vlan 999,1001, 1002, 1003
(Netgear Switch) (Vlan)#vlan name 999 mVlan
(Netgear Switch) (Vlan)#vlan name 1001 Vlanl
(Netgear Switch) (Vlan)#vlan name 1002 Vlan2
(Netgear Switch) (Vlan)#vlan name 1003 Vlan3
(Netgear Switch) (Vlan)#exit

2. Enable MVR, configure VLAN 999 as a multicast VLAN, and add group 224.1.2.3 to MVR.

(Netgear Switch) #config

(Netgear Switch) (Config)#mvr

(Netgear Switch) (Config)#mvr vlan 999
(Netgear Switch) (Config)#mvr group 224.1.2.3

3. Configure multicast VLAN on the source port.

(Netgear Switch) (Config)#interface 0/9

(Netgear Switch) (Interface 0/9)#vlan participation include 999
(Netgear Switch) (Interface 0/9)#vlan tagging 999

(Netgear Switch) (Interface 0/9)#mvr

(Netgear Switch) (Interface 0/9)#mvr type source

(Netgear Switch) (Interface 0/9)#exit

4. Configure the receive ports.

Note: The receive port can participate in only one VLAN.
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(Netgear Switch) (Config)#in
(Netgear Switch) (Interface
(Netgear Switch) (Interface
(Netgear Switch) (Interface
(Netgear Switch) (Interface
(Netgear Switch) (Interface
(Netgear Switch) (Interface
(Netgear Switch) (Interface

(Netgear Switch) (Config)#in
(Netgear Switch) (Interface
(Netgear Switch) (Interface
(Netgear Switch) (Interface
(Netgear Switch) (Interface
(Netgear Switch) (Interface
(Netgear Switch) (Interface
(Netgear Switch) (Interface

(Netgear Switch) (Config)#in
(Netgear Switch) (Interface
(Netgear Switch) (Interface
(Netgear Switch) (Interface
(Netgear Switch) (Interface
(Netgear Switch) (Interface
(Netgear Switch) (Interface
(Netgear Switch) (Interface

terface 0/1

0/1)#vlan participation
0/1)#vlan pvid 1001
0/1)#vlan participation
0/1)#mvr

0/1)#mvr type receiver
0/1)#mvr vlan 999 group
0/1)#exit

terface 0/5

0/5)#vlan participation
0/5)#vlan pvid 1002
0/5)#vlan participation
0/5)#mvr

0/5)#mvr stype receiver
0/5)#mvr vlan 999 group
0/5)#exit

terface 0/7

0/7)#vlan participation
0/7)#vlan pvid 1003
0/7)#vlan participation
0/7)#mvr

0/7)#mvr type receiver
0/7)#mvr vlan 999 group
0/7)#exit

include 1001

exclude 1

224.1.2.3

include 1002

exclude 1

224.1.2.3

includel003

exclude 1

224.1.2.3

5. Display the MVR status.

(Netgear Switch) #show mvr

MVR Running. . ...............
MVR multicast VLAN..........
MVR Max Multicast Groups....

MVR Current multicast groups

MVR Global query response ti

MVR Mode. .. .. .coooooaaaao..
(Netgear Switch) #show mvr

Port Type

0/1 RECEIVER

0/5 RECEIVER

0/7 RECEIVER

0/9 SOURCE

me.... 5 (tenths of sec)
...... compatible
interface
Status
ACTIVE/InVLAN
ACTIVE/ InVLAN
ACTIVE/InVLAN
ACTIVE/InVLAN

Immediate Leave

DISABLED
DISABLED
DISABLED
DISABLED
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Web Interface: Configure MVR in Compatible Mode

1. Create MVLAN 999, VLAN1 1001, VLANZ2 1002 and VLAN3 1003.
a. Select Switching > VLAN > Basic > VLAN Configuration.

A screen similar to the following displays.

Auto-VolP  iSCS| STP  Multicast MVR Address Table Ports LAG MLAG

=Basic ~  Reset Configuration
* Advanced ¥
Internal WLAN Configuration
Internal VLAN Allocation Base 4093
Internal VLAN Allocation Policy ) Ascending @ Descending

VLAN Configuration

L] VLAMID VLANMame  VLAN Type Make Static

999 mvlan Disable ~
@ 1 default Default Disable
3 VLANDOO3 Static Disable
& 10 MLANDOT0 Static Disable

b. Inthe VLAN ID field, enter 999, and in the VLAN Name field, enter mVlan.

c. Click Add.

d. Repeat step b and c to create VLAN1 1001, VLAN2 1002, and VLAN3 1003.
2. Add port 9 into MVLAN 999 with tagged mode.

a. Select Switching > VLAN > Advanced > VLAN Membership.

A screen similar to the following displays.

oo [ sy | oo | o5 | oy | ooy | Wi | g | b | |

Auto-VolP  iSCSI  STP  Multicast MVR Address Table Ports  LAG MLAG

= Basic 7 VLAN ID

999 ~

= Advanced ~ Group Operation Untag Al ~

=WLAN Configuration VLAN Name mvian

=WLAN Status - Unit 1

=Port PVID

Configuration Ports 1 3 5 7 9 1 13 15 17 19 21 23 25 27 28 3 33 35 I 39 4 43 45 4
- MAC Based VLAN O
IS L L )

Group Configuration

b. In the VLAN ID list, select 999.
Click Unit 1. The ports display.

d. Click the gray box under port 9 until T displays. The T specifies that the egress
packet is tagged for the ports.

e. Click Apply to save the settings.

f. Repeat steps from b to e, add port 0/1 to VLAN1 1001, add port 0/5 to VLANZ2 1002,
and add port 0/7 to VLAN3 1003.

MVR
294



Managed Switches

3. Enable MVR and multicast VLAN
a. Select Switching > MVR > Basic > MVR Configuration.
A screen similar to the following displays.
[~ ysem | owchig | Romrs | Qo5 | Secuiy | Nontowg | bimerarco | s | x|

VLAN  Auto-VolP iSCSI STP  Multicast Address Table Ports LAG MLAG
“ MVR Configuration
- Basic 4~ MVR Running @ Disable © Enable
MVR Multicast Vlan 999 (1 to 4093)
= Advanced > WMVR Max Multicast Groups 256
WMVR Current Multicast Groups 0
MVR Global query response time 5 {1 to 100)
MVR Mode @® compatible ) dynamic

b. For MVR Running, select Enable.
c. Inthe MVR Multicast VLAN field, enter 999.
d. Click Apply.
4. Add multicast group 224.1.2.3 to MVR.
a. Select Switching > MVR > Basic > MVR Group Configuration.

A screen similar to the following displays.
sysen | owchin | Roums | Qoo | Secuir | Monioiog | Naorrce | iy | oaer |

VLAN  Auto-VolP iSCSI STP  Multicast Address Table Ports LAG MLAG

“ MVR Group Configuration

* Basic

L MVR Group IP Status  Members Count
* Advanced -~

=MVR Configuration

=MVR Group
Configuration

*MVR Interface
Configuration

224123

=MVR Group Membership
*MVR Statistics

b. In the MVR Group IP field, enter 224.1.2.3.
c. Click Add.
5. Configure a receiver on interface 0/1, 0/5, and 0/7.
a. Select Switching > MVR > Basic > MVR Interface Configuration.
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A screen similar to the following displays.

VLAN  AutoVolP iSCSI  STP  Multicast Address Table Ports LAG MLAG
“ MVR Interface Configuration
*Basic Y o423A1 Go To Interface
= Advanced .
) Intefface  Admin Mode Type Immediate Leave Status
*MVR Configuration
*MVR Group = = z
Configuration ¥ 1701 Disable none Disable ActiveliInVLAN
. MVR Interface I_tl 1/0/2 Disable none Disable Inactive/InVLAN
Configuration 17043 Disable none Disable Inactive/InVLAMN
*MVR Group Membership O 1104 Disable none Disable Inactive/InVLAN
< MVR Statisti I« 17045 Disable nong Disable Inactive/inWLAMN
e O 1166 Disable none Disable Inactive/InVLAN
#1007 Disable none Disable Inactive/InVLAN

b. Under MVR Interface Configuration, scroll down and select the Interface 0/1, 0/5 and
0/7 check boxes.

c. Enter the following information:
e Inthe Admin Mode list, select Enable.

* Inthe Type list, select Receiver.
d. Click Apply to save the settings.
6. Configure source interface.
a. Select Switching > MVR > Basic > MVR Interface Configuration.

A screen similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
VLAN  AutoVolP iSCSI STP  Multicast Address Table  Pots  LAG  MLAG
“ | Interface Admin Mode Type Immediate Leave Status
e i 1/0/% Disable ~ 88 source ~ |} Disable ~ Inactive/InVLAN
" Advanced ~ = - 5
o 10 Disable none Disable Active/InVLAN
*MVR Configuration a 1o Disable none Disable Inactive/InVLAN
*MVR Group O 1063 Disable none Disable Inactive/InWLAN
Configuration O 104 Disable none Disable Inactive/InVLAN
O 10/ Disable none Disable Inactive/InVLAN
Lonkgun=tice O 1o Disable none Disable Inactive/nVLAN
*MVR Group Membership [0 1/0/7 Disable nane Disable Inactive/InVLAN
= MVR Statistics O 108 Disable none Disable Inactive/InWVLAN
¥ 1/0/9 Disable none Disable Inactive/InVLAN

b. Under MVR Interface Configuration, scroll down and select the Interface 0/9 check
box.

c. Enter the following information:
* In the Admin Mode list, select Enable.
e Inthe Type list, select source.
d. Click Apply to save the settings.
7. Configure MVR Group Membership.
a. Select Switching > MVR > Advanced > MVR Membership.
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A screen similar to the following displays.

[ omn | owoay | fewna | s | Soomy | onina | s | rp | _punc ||

VLAN  Auto-VolP iSCSI STP  Multicast Address Table Ports  LAG MLAG
“ MVR Groug Membership
Hasic | GplP 224123 v
* Advanced =
=MVR Configuration - LIfiEs
“MVR Group Portts 1 3 B 7 9 11 13 15 47 18 24 23 25 27 29 31 33 35 37 38 41 43
Confguraton LA AL NI r ey
“MVR Intsrace vesrsssressreseweeEwew
Configuration 2 4 B8 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44
B
=MVR Statistics Pots 1 3 5 7 9 11 13 15 17 19 21 23
O
bl Ll Ll

b. In the Group IP list, select 224.1.2.3.
c. Click Unit 1. The ports display.

d. Click the gray boxes under ports 1, 5, and 7. (Port 9 is already in MVR group
224.1.2.3 because it is configured as the source port.)

e. Click Apply to save the settings.

Configure MVR in Dynamic Mode

CLI: Configure MVR in Dynamic Mode

In dynamic mode, the MVR switch learns existing multicast groups by snooping the IGMP
queries from router on source ports and forwarding the IGMP reports from the hosts to the
IGMP router on the Multicast VLAN (with appropriate translation of the VLAN ID).

1. Create MVLAN, VLAN1, VLAN2, and VLANS.

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#vlan 999,1001, 1002, 1003
(Netgear Switch) (Vlan)#vlan name 999 mVlan
(Netgear Switch) (Vlan)#vlan name 1001 Vlanl
(Netgear Switch) (Vlan)#vlan name 1002 Vlan2
(Netgear Switch) (Vlan)#vlan name 1003 Vlan3
(Netgear Switch) (Vlan)#exit
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2. Enable MVR, configure VLAN 999 as a multicast VLAN, and add group 224.1.2.3 to MVR.

(Netgear Switch) #config

(Netgear Switch) (Config)#mvr

(Netgear Switch) (Config)#mvr vlan 999
(Netgear Switch) (Config)#mvr group 224.1.2.3

3. Configure MVR in dynamic mode.

(Netgear Switch) (Config)#mvr mode dynamic

4. Configure multicast VLAN on the source port.

(Netgear Switch) (Config)#interface 0/9

(Netgear Switch) (Interface 0/9)#vlan participation include 999
(Netgear Switch) (Interface 0/9)#vlan tagging 999

(Netgear Switch) (Interface 0/9)#mvr

(Netgear Switch) (Interface 0/9)#mvr type source

(Netgear Switch) (Interface 0/9)#exit

5. Configure the receive ports.

Note: A receive port can participate in only one VLAN.
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(Netgear
(Netgear

Switch)
Switch)

(Config)#interface 0/1

(Interface

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)

(Interface
(Interface
(Interface
(Interface
(Interface

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

(Config)#in
(Interface
(Interface
(Interface
(Interface
(Interface
(Interface

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

(Config)#in
(Interface
(Interface
(Interface
(Interface
(Interface
(Interface

0/1)#vlan participation
0/1)#vlan pvid 1001
0/1)#vlan participation
0/5)#mvr

0/1)#mvr type receiver
0/1)#exit

terface 0/5

0/5)#vlan participation
0/5)#vlan pvid 1002
0/5)#vlan participation
0/5)#mvr

0/5)#mvr stype receiver
0/5)#exit

terface 0/7

0/7)#vlan participation
0/7)#vlan pvid 1003
0/7)#vlan participation
0/7)#mvr

0/7)#mvr type receiver
0/7)#exit

include 1001

exclude

include 1002

exclude

includel003

exclude 1

6. Show the MVR status.

(Netgear Switch) #show mvr
MVR Running
MVR multicast VLAN
MVR Max Multicast Groups
MVR Current multicast groups

MVR Global query response time.... 5 (tenths of sec)

MVR compatible
(Netgear Switch) #show mvr interface

Port Type Status

RECEIVER

RECEIVER

RECEIVER

SOURCE

Immediate Leave

ACTIVE/InVLAN
ACTIVE/InVLAN
ACTIVE/ InVLAN
ACTIVE/InVLAN

DISABLED
DISABLED
DISABLED
DISABLED
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7. After port 0/1 receive IGMP report for Multicast Group 224.1.2.3, it will be added to the MVR
Group 224.1.2.3.

(Netgear Switch) #show mvr members

MVR Group IP Members

0/1(d)

224.1.2.3

ACTIVE

Web Interface: Configure MVR in Dynamic Mode

1. Create MVLAN 999, VLAN1 1001, VLAN2 1002, and VLAN3 1003.
a. Select Switching > VLAN > Basic > VLAN Configuration.

A screen similar to the following displays.

System Switching Routing QoS Security Maonitoring Maintenance Help Index
Auto-VolP  iISCSI  STP  Multicast MVR  Address Table Ports LAG  MLAG
- Basic ¥ Reset Configuration
* Advanced *
*VLAN Membership Internal VLAM Configuration
=VLAN Status Internal VLAN Allocation Base 4093
-Port PVID Internal VLAN Allocation Policy 1 Ascending @ Descending
Configuration
*MAC Based VLAN
= Protocal Based VLAN VLAN Caonfiguration
Group Configuration
= Protocol Based VLAN L) VLANID VLAN Name  VLAN Type Make Static
Gioup Memberstip 999 mVian Static Disable v
.I\?Lill\ub"e‘ Based 1 default Default Disable

In the VLAN ID field, enter 999, and in the VLAN Name field, enter mVlan.
Click Add.

Repeat step b and ¢ to create VLAN1 1001, VLAN2 1002, and VLANS 1003.
Add port 9 into MVLAN 999 with tagged mode.

Select Switching > VLAN > Advanced > VLAN Membership.

-~ Do o o T
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A screen similar to the following displays.

[ oren | oo | oo | o5 | ey | bortows | bonone | top | o |

Auto-VolP  iSCSI  STP  Multicast MVR  Address Table Ports LAG MLAG

*Basic %
VLAN ID 958 ~
= Ad d -
vance Group Operation Untag All  ~
=WLAN Configuration VLAN Name mVlan
=VLAN Membership WLAN Type Static
=VLAN Status
Ml unit 1
=Port PVID
Configuration Ports et T R 15, W 19 2% 23 25 F 28 31 33 35 37T 39 47 43

A A O
LI L L LU LU L)

10 12 14 16 20 22 24 26 28 30 32 34 36 38 40 42

=MAC Based VLAN

1
O
= Protocol Based VLAN @@@@

Group Configuration

[]

g. Inthe VLAN ID list, select 999.
h. Click Unit 1. The ports display.

i. Click the gray boxes under port 9 until T displays. The T specifies that the egress
packet is tagged for the ports.

j. Click Apply to save the settings.

k. Repeat steps from b to e, add port 0/1 to VLAN1 1001, add port 0/5 to VLAN2 1002,
and add port 0/7 to VLAN3 1003.

2. Enable MVR and multicast VLAN.
a. Select Switching > MVR > Basic > MVR Configuration.

A screen similar to the following displays.

“er | vy | Roiny | a5 | Soorty | oniern | S | tn | e |

VLAN  Auto-VolP  iSCSI  STP  Multicast Address Table Pots  LAG  MLAG
“ MVR Configuration
=Basic ~ WMVR Running ) Disable @ Enable
MVR Multicast Vian 909 (1 to 4093)
= Advanced & MVR Max Multicast Groups 256
WMVR Current Multicast Groups 1
MVR Global query response time 5 {1 to 100)
WMVR Maode @ compatible O dynamic

b. From the MVR Running list, select Enable.
c. Inthe MVR Multicast Vlan field, enter 999.
d. From the MVR mode list, select dynamic.
e. Click Apply.
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3. Add multicast group 224.1.2.3 to the MVR.
a. Select Switching > MVR > Basic > MVR Group Configuration.

A screen similar to the following displays.

oo | sows | oy | 05 | ey | ortows | bonone | rop | _row |

VLAN  Auto-VolP iSCSI STP  Multicast Address Table Ports LAG MLAG

*Basic - LI MVR Group IP Status Members Count
* Advanced -~ 294123

=MVR Configuration

=MVR Group
Configuration

=MVR Interface
Configuration

=MVR Group Membership
=MVR Statistics

b. Inthe MVR Group IP field, enter 224.1.2.3.
c. Click Add.
4. Configure a receiver on interface 0/1, 0/5 and 0/7.
a. Select Switching > MVR > Basic > MVR Interface Configuration.

A screen similar to the following displays.

[ ormen | owows | domg | s | seomy | onins | somenmee | rin | |

VLAN  Aute-VolP  iSCSI STP  Multicast Address Table Ports  LAG  MLAG
“ WMVR Interface Configuration
“Basic ¥ 12340 Go To Interface
* Advanced

| Interface Admin Made Type Immediate Leave Status

=MVR Configuration

*MVR Group

Configuration I 17071 Disable none Disable Active/InVLAN
i,,.! 1/0/2 Disable none Disable Inactive/InVLAN
Configuration & 103 Disable none Disable Inactive/InVLAN
*MVR Group Membership 0110/ Disable none Disable Inactive/InVLAN
*MVR Statistics i‘!.i L Lt HomR Disable Inactive/InVLAN
O/ /06 Disable nong Disable Inactive/InVLAN
#1007 Disable none Disable Inactive/InVLAN

b. Under MVR Interface Configuration, scroll down and select the Interface 0/1, 0/5 and
0/7 check boxes

c. Enter the following information:
¢ |n the Admin Mode list, select Enable.
e In the Type list, select Receiver.
d. Click Apply to save the settings.
5. Configure a source interface.
a. Select Switching > MVR > Basic > MVR Interface Configuration.

MVR
302



Managed Switches

A screen similar to the following displays.
[ Smen | Swiiog | Founs | Gio | ooy | Monworrg | Wameramce | top | noer |

VLAN  Auto-VolP iSCSI  STP  Multicast Address Table Ports  LAG MLAG
“ WMVR Interface Configuration
“East ¥ o1zal Go To Interface
= Advanced & = = =
|| Interface Admin Mode Type Immediate Leave  Status
=MVR Configuration
/o9 Enable ~ |8 source ~ |N Disable ~ Inactive/inVLAN
*MVR Group — ;
Configuration O 10 Enable receiver Disable Inactive/InVLAN
- MVR Interface \:I /02 Disable none Disable Inactive/InVLAN
Configuration o3 Disable none Disable Inactive/InVLAN
MVR Graup Membership EI 1/0/4 Disable none Disable Inactive/NotinVLAN
MVR Statisti O 1ok Enable receiver Disable Inactive/InVLAN
G [ VIV Disable none Disable Inactive/InVLAN
a worr Enable receiver Disable Inactive/InVLAN
O s Disable none Disable Inactive/In\VLAN
¥l 10 Enable none Disable Inactive/InVLAN

b. Under MVR Interface Configuration, scroll down and select the Interface 0/9 check
box.

c. Enter the following information:
e Inthe Admin Mode list, select Enable.
* Inthe Type list, select source.

d. Click Apply to save the settings.

6. After port 1 receives an IGMP report for multicast group 224.1.2.3, it is added into MVR
group 224.1.2.3.

a. Select Switching > MVR > Advanced > MVR Group Membership.

A screen similar to the following displays.
[ osen | swems | Rodng | 005 | Secury | Moo | onrcs | o | x|

VLAN Auto-VolP iSCSI STP  Multicast Address Table Poris  LAG  MLAG
= Basic v
Group IP 294193 v
= Advanced ~
=MVR Configuration - Unig

) Pots 1 3 5
Comtguraton A0
*MVR Interface E“il@
2 4 B

Configuration

=MVR Group Membership - Unit 2

*MVR Statistics Parts

11 13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43

T A
sevssEsEE R

8 20 22 24 26 28 30

-l
-

10 12 4 36 38 40 42 44

9 1 15 119 21 23

I
LI LI L)

0 12 14 16 18 20 22 24

g B
=l
S
= i~
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Port security features

This chapter includes the following sections:

Port Security Concepts

Set the Dynamic and Static Limit on Port 1/0/1
Convert the Dynamic Address Learned from 1/0/1 to a Static Address
Create a Static Address

Protected Ports

802.1x Port Security

Create a Guest VLAN

Assign VLANs Using RADIUS

Dynamic ARP Inspection

Static Mapping

DHCP Snooping

Find a Rogue DHCP Server

Enter Static Binding into the Binding Database
Maximum Rate of DHCP Messages

IP Source Guard

Command Authorization

Privileged Exec Command Mode Authorization
Accounting

Use the Authentication Manager to Set Up an Authentication Method List
RADIUS Change of Authorization

IPv6 Stateless RA Guard
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Port Security Concepts

Port security helps to secure the network by preventing unknown devices from forwarding
packets. When a link goes down, all dynamically locked addresses are freed. The port
security feature offers the following benefits:

* You can limit the number of MAC addresses on a given port. Packets that have a
matching MAC address (secure packets) are forwarded; all other packets (unsecure
packets) are restricted.

e You can enable port security on a per port basis.

Port security implements two traffic filtering methods, dynamic locking and static locking.
These methods can be used concurrently.

* Dynamic locking. You can specify the maximum number of MAC addresses that can be
learned on a port. The maximum number of MAC addresses is platform-dependent and is
listed in the software release notes. After the limit is reached, additional MAC addresses
are not learned. Only frames with allowable source MAC addresses are forwarded.

Note: If you want to set a specific MAC address for a port, set the dynamic
entries to 0, then allow only packets with a MAC address matching the
MAC address in the static list.

Dynamically locked addresses can be converted to statically locked addresses.
Dynamically locked MAC addresses are aged out if another packet with that address is
not seen within the age-out time. You can set the time-out value. Dynamically locked
MAC addresses are eligible to be learned by another port. Static MAC addresses are not
eligible for aging.

e Static locking. You can manually specify a list of static MAC addresses for a port.
Dynamically locked addresses can be converted to statically locked addresses.

Security Management
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Set the Dynamic and Static Limit on Port 1/0/1

The example is shown as CLI commands and as a web interface procedure.

CLI: Set the Dynamic and Static Limit on Port 1/0/1

(Netgear Switch) (Config)#port-security

Enable port-security globally

(Netgear Switch) (Config)#interface 1/0/1

(Netgear Switch) (Interface 1/0/1)#port-security

Enable port-security on port 1/0/1

(Netgear Switch) (Interface 1/0/1)#port-security max-dynamic 10
Set the dynamic limit to 10

(Netgear Switch) (Interface 1/0/1)#port-security max-static 3
Set the static limit to 3

(Netgear Switch) (Interface 1/0/1)#ex

(Netgear Switch) (Config)#ex

(Netgear Switch) #show port-security 1/0/1

Admin Dynamic Static Violation
Intf Mode Limit Limit Trap Mode
1/0/1 Disabled 10 3 Disabled

Web Interface: Set the Dynamic and Static Limit on Port 1/0/1

1. Select Security > Traffic Control > Port Security >Port Administrator.

A screen similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Management Security Access  Port Authentication f Control  ACL
Port Security Settings
= MAC Filter v Port Security Mode ' Disable @ Enable
= Port Security ~

*Interface Configuration Port Security Violations

*Dynamic MAC Address Port  Last Violation MAC VLAN ID

- Static MAC Address

b. Under Port Security Configuration, next to Port Security Mode, select the Enable
radio button.

c. Click Apply to save the settings.
2. Set the dynamic and static limit on the port 1/0/1:
a. Select Security > Traffic Control > Port Security >Interface Configuration.
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A screen similar to the following displays.

System Switching Routing QoS Security Monitaring Maintenance Help Index
Management Security  Access  Port Authentication Control ~ ACL
Traffic Control Interface Configuration
MGGk ¥ 123LAGAI Go To Port =3
= Port Security ~
L Port | Security Mode Max Leamed MAC Address Max Static MAC Address Violation Trap
= Port Administration
= 1/01 Enable ~ 10 3 Disable ~
- Interface Configuration -
. # 1/0/1  Disable 4096 48 Disable
*pamic MRl cikdiess O 10/2  Disable 4095 48 Disable
= Static MAC Address [J 1/0/3  Disable 4096 48 Disable
*Private Graup v @ 10/4 | Disable 4096 48 Disable
O 1/0/5  Disable 4096 48 Disable
*Protected Port =
L 1/0/6  Disable 4096 48 Disable
R ¥ O 10 Disable 4096 48 Disable
* Storm Control ~ O 108 Disable 4096 48 Disable
] 1/0/9  Disable 4096 48 Disable
[ 1/0/10 Disable 4096 48 Disable

b. Scroll down and select the Interface 1/0/1 check box.
Now 1/0/1 appears in the Interface field at the top.

c. Enter the following information:
e Inthe Port Security field, select Enable.

* Inthe Max Allowed Dynamically Learned MAC field, enter 10.
* Inthe Max Allowed Statically Locked MAC field, enter 3.

d. Click Apply to save the settings.

Convert the Dynamic Address Learned from 1/0/1 to a
Static Address

The example is shown as CLI commands and as a web interface procedure.

CLI: Convert the Dynamic Address Learned from 1/0/1 to the
Static Address

(Netgear Switch)(Interface 1/0/1)#port-security mac-address move
Convert the dynamic address learned from 1/0/1 to the static address
(Netgear Switch)(Interface 1/0/1)#exit

(Netgear Switch)(Config)#exit

(Netgear Switch)#show port-security static 1/0/1

Number of static MAC addresses configured: 3

Statically configured MAC Address VLAN 1D

00:0E:45:30:15:F3 1

00:13:46:EC:2F:62 1

00:14:6C:E8:81:23 1
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Web Interface: Convert the Dynamic Address Learned from
1/0/1 to the Static Address

1. Select Security > Traffic Control > Port Security > Dynamic MAC Address.
A screen similar to the following displays.
[ Swicting | Fouing | Qo5 | Socuty | Wonkuing | Mamoramco | iy | niox |

Management Security  Access  Port Authentication Control ~ ACL
Traffic Contral Port Security Settings
=MAC Filter v Convert Dynamic Address to Static 7]
= Part Security ~  Number Of Dynamic MAC Addresses Learned: 0

= Port Administration

*Interfface Canfiguration

~Dynamic MAC Address Dynamic MAC Address Table

= Static MAC Address Part List 1011~
= Private Group i VLAN ID MAC Address
= Protected Port
» Private Vlan @
= Storm Control o

2. Under Port Security Configuration, in the Port List field, select 1/0/1.
3. Select the Convert Dynamic Address to Static check box.
4. Click Apply to save the settings.

Create a Static Address

The example is shown as CLI commands and as a web interface procedure.

CLI: Create a Static Address

|(Netgear Switch) (Interface 1/0/1)#port-security mac-address 00:13:00:01:02:03
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Web Interface: Create a Static Address

1. Select Security > Traffic Control > Port Security > Static MAC address.

A screen similar to the following displays.

o | owems | oy | G5 | Seonty | s | omoree | rip | e

Management Security Access  Port Authentication Control ~ ACL
= MAC Filter v Interface W0~
= Port Security ~
=Port Administration
Interface Cortf Static MAC Address Table
-Dynamic MAC Address || Static MAC Address  VLANID
00:13:00:01:02:03 3>
= Private Group v
= Protected Port
= Private Vlan v
= Storm Control >

2. Under Port List, in the Interface list, select 1/0/1.

3. In the Static MAC Address section of the screen, enter the following information:
* |nthe Static MAC Address field, enter 00:13:00:01:02:03.
¢ |Inthe Vlan ID list, select 3.

4. Click Add.

Protected Ports

This section describes how to set up protected ports on the switch. Some situations might
require that traffic is prevented from being forwarded between any ports at Layer 2 so that
one user cannot see the traffic of another user on the same switch. Protected ports can:

* Prevent traffic from being forwarded between protected ports.

» Allow traffic to be forwarded between a protected port and a non-protected port.

In following example, PC 1 and PC 2 can access the Internet as usual, but PC 1 cannot see
the traffic that is generated by PC 2, that is, no traffic is forwarded between PC 1 and PC 2.
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T
£

() Internet
|

10.100.5.34

[

Layer 2 switch s ps____|

it

192.168.1.252J | 192.168.1.252

| PC1 PC2

192.168.1. 192.168.1.
Figure 32. Protected ports

CLI: Configure a Protected Port to Isolate Ports on the Switch
1. Create one VLAN 192 including PC 1 and PC 2.

(Netgear Switch) #vlan database

(Netgear Switch) #vlan 192

(Netgear Switch) #vlan routing 192

(Netgear Switch) #exit

(Netgear Switch) #configure

(Netgear Switch) (Config)#interface 1/0/23

(Netgear Switch) (Interface 1/0/23)#vlan pvid 192

(Netgear Switch) (Interface 1/0/23)#vlan participation include 192
(Netgear Switch) (Interface 1/0/23)#exit

(Netgear Switch) (Config)#interface 1/0/24

(Netgear Switch) (Interface 1/0/24)#vlan pvid 192

(Netgear Switch) (Interface 1/0/24)#vlan participation include 192
(Netgear Switch) (Interface 1/0/24)#exit

(Netgear Switch) (Interface-vlan 192)#interface vlan 192

(Netgear Switch) (Interface-vlan 192)#routing

(Netgear Switch) (Interface-vlan 192)#ip address 192.168.1.254 255.255.255.0
(Netgear Switch) (Interface-vlan 192)#exit
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2. Create one VLAN 202 connected to the Internet.

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#vlan 202

(Netgear Switch) (Vlan)#vlan routing 202

(Netgear Switch) (Vlan)#exit

(Netgear Switch) #configure

(Netgear Switch) (Config)#interface 1/0/48

(Netgear Switch) (Interface 1/0/48)#vlan pvid 202

(Netgear Switch) (Interface 1/0/48)#vlan participation include 202
(Netgear Switch) (Interface 1/0/48)#exit

(Netgear Switch) (Config)#interface vlan 202

(Netgear Switch) (Interface-vlan 202)#routing

(Netgear Switch) (Interface-vlan 202)ip address 10.100.5.34 255.255.255.0
(Netgear Switch) (Interface-vlan 202)#exit

3. Create a DHCP pool to allocated IP addresses to PCs.

(Netgear Switch) (config)#service dhcp

(Netgear Switch) (config)#ip dhcp pool pool-a

(Netgear Switch) (Config-dhcp-pool)#dns-server 12.7.210.170

(Netgear Switch) (Config-dhcp-pool)#default-router 192.168.1.254
(Netgear Switch) (Config-dhcp-pool)#network 192.168.1.0 255.255.255.0
(Netgear Switch) (Config-dhcp-pool)#exit

4. Enable IP routing and configure a default route.

(Netgear Switch)(config)#ip routing
(Netgear Switch)(config)#ip route 0.0.0.0 0.0.0.0 10.100.5.252

5. Enable a protected port on 1/0/23 and 1/0/24.

(Netgear Switch) (Config)#interface 1/0/23

(Netgear Switch) (Interface 1/0/23)#switchport protected
(Netgear Switch) (Interface 1/0/23)#exit

(Netgear Switch) (Config)#interface 1/0/24

(Netgear Switch) (Interface 1/0/24)#switchport protected
(Netgear Switch) (Interface 1/0/24)#exit
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Web Interface: Configure a Protected Port to Isolate Ports
on the Switch

1. Create a DHCP pool:

Note: This example assumes that the DHCP service is enabled. For
information about how to enable the DHCP service, see the web
interface procedure in Configure a DHCP Server in Dynamic Mode on
page 466.

a. Select System > Services > DHCP Server > DHCP Server Configuration.

A screen similar to the following displays.

[ orsen | swow | ow | oo | ey | vowomg | amwwes | rop | wom |

Management  Device View Chassis SNMP. LLDP ISDP  Timer Schedule

DHCP Pool Configuration

=DHCP Server -~ Pool Name Create ~
g g?r%;usr:tmer: Pool Name pool_a {1 to 31 alphanumeric characters)
R, Type of Binding Dynamic =)
Network Address 192168.1.0
*DHCP Pool Options Network Mask 955.955.255.0
=DHCP Server Statistics Network Prefix Length {0 to 32)
= DHCP Bindings Client Name
information Hardware Address
-le—é(riﬁljaggﬁﬂmts Hardware Address Type
+DHCP Relay Clietin

“DHCP L2 Relay . Host Mumber

~UDP Relay N Host Mask

-DHCPY6 Server g HoskBrelckengh (1-32)
Lease Time .

=DHCPv6 Relay Infinite i
21 (0 to 59)
Hotrs (0 to 23)

b. Under DHCP Pool Configuration, enter the following information:
* In the Pool Name field, select Create.
e Inthe Pool Name field, enter pool-a.
* Inthe Type of Binding field, select Dynamic.
e Inthe Network Number field, enter 192.168.1.0.
* Inthe Network Mask field, enter 255.255.255.0.
e Inthe Days field, enter 1.

e Click Default Router Addresses. The DNS server address fields display. In the
first Router Address field, enter 192.168.1.254.

e Click DNS Server Addresses. The router address fields display. In the first DNS
Server Address field, enter 12.7.210.170.

c. Click Add.
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2. Configure a VLAN and include ports 1/0/23 and 1/0/24 in the VLAN:

a.

d.

Select Routing > VLAN > VLAN Routing Wizard.

A screen similar to the following displays.

System Switching Routing QoS Security Monitoring Mainten