NETGEAR

Connect with Innovation™

Password recovery procedure for Layer 2 and Layer 3 switches

This document describes the procedure to reset to default the admin and enable passwords on
Layer 2 and Layer 3 switches.

The Password recovery feature is available from Firmware Version 7.3.1.7
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Accessing the switch via the Console port

" New Connegtion - HyperTerminal - [BX]
b & D &

Connection Description ?1x]
% New Cornection

Enter aname and choose anicon for the connection:
)

[Switch |

lcon,

Disconnected

Autodetect | Auto detect M

Connect To

Enter details far the phane nurber that you want ta dial

Country/region

Area code: l:l

Phane number: | |

Connect uging: |CDM1 "|

ISCM - Line0000
TCPAP [Winsock]
ey 7

COM1 Properties

Part Settings |

Bits per second.
Flow control

Restare Defaults

i@

@ Start Hyper Terminal and create a new
connection (i.e. Switch) and click OK.

NOTE: At this time the switch is turned off

e @ Choose the serial portal that will be
used to connect the Console cable to the
Switch

e Connect the Console cable (enclosed in
the Switch box) to the Console port of the
switch

e © Click on Restore defaults to set the
COM port properties (9600, 8, None, 1,
None)

e Click OK
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@ password - HyperTerminal
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U-Boot 0.3.0 (Oct 2 2007 - 16:15:57) o

Board: Netgear FSH73xxS

DRAM: 128 MB

Flash: 16

Hit any key to stop autoboot: @

Starting kernel ...

init started: BusyBox v1.00 (2005.04 . 05-22:51+ 8800) multi-call binary
Starting pid 10, console /dev/ttyS0: '/etc/init.

Starting pid 16, console /dev/ttyS0: '/etc/rc. d/rc fasipa(h

FSM73xxS Startup Rev: 1.5

Select startup mode. If no selection is made within 3 seconds,
the FSM73xxS fApplication will start automatically...

1 - Start FSM73xxS Application
2 - Display Utility Henu
Select (1, 2): _

(Connacted 0:00:3% Autodetet 9600 841 M

Password recovery

mewt HyperTerminal

Fie €3t Vew Cal Tranfer e
D@ &3 08 &

U-Boot 0.3.0 (Oct 2 2007 - 16:15:57)

Board: Netgear FSM73xxS

DRAM: 128 MB

Flash: 16

Hit any key to stop autoboot: @

Starting kernel ...

init started: BusyBox v1.00 (2005.04.05-22:51+0000) multi-call binary
Starting pid 10, console /dev/tty$8: '/etc/init.d/rcS’

Starting pid 16, console /dev/ttyS8: '/etc/rc. d/rc. fastpath’

FSM73xxS Startup Rev: 1.5

Select startup mode. If no selection is made within 3 seconds,
the FSM73xxS fpplication will start automatically..

1 - Start FSM73xxS Application
2= D:splav Uhlnv Henu 6
Select (1, 2):

(Connected 0:00:3% Autodetsdt 960081 M

& password - Hyper Terminal
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FSM73xxS Startup Rev: 1.5

Select startup mode. If no selection is made within 3 seconds,
the FSM73xxS fipplication will start automatically...

1 - Start FSHI3xxS RApplication
2 - Display Utility Menu
Select (1, 2): 2

FSM73xxS Startup Rev: 1.5
FSH73xx8 Startup —- Utility Menu

1 - Start FSM73xxS Application

- Load Stack Code Update Package using XMODEM/YMODEM/ZMODEM
- Display Vital Product Data

- Select Serial Speed

= Retrieve Error Log using XMODEM/YMODEM/ZMODEN

— Erase Current Configuration

- Password Recovery Procedure

LB W

0 - Quit from FSM73xxS Startup

Select option (1-7 or 0): _

(Connected 0:00:58 Auko detect 960D Bh-L [

@ Power on the Switch (the output
shown in the picture should be now
visible in Hyper Terminal)

The following two items will be displayed:

1 — Start FSM73xxS Application
(depending on the switch model)

2 — Display Utility Menu

© Select 2 and press enter within 3
seconds from the options being
displayed. If no selection is made within 3
seconds reboot the switch.

After the choice at ©
be displayed

a new Menu will

® Choose option number 7 for Password
Recovery procedure
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@ password - HyperTerminal okd
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Select startup mode. If no selection is made within 3 seconds,
the FSM73xxS Application will start automatically...

1 - Start FSM73xxS fApplication
2 - Display Utility Menu
Select (1, 2): 2

FSM73xxS Startup Rev: 1.5
FSM73xxS Startup -- Utility Menu

1 - Start FSH73xxS Application

2 - Load Stack Code Update Package using XMODEM/YMODEM/ZMODEM
3 - Display Vital Product Data

4 - Select Serial Speed

5 - Retrieve Error Log using XMODEM/YMODEM/ZMODEM

6 - Erase Current Configuration

7 - Password Recovery Procedure

Q - Quit from FSH73xxS Startup

Select option (1-7 or Q): 7
Resetting the password to factory defaults...._

o

Connected 0:01:24 Autodetect 9600 ON-1 nm

55

& Swilch - Hyper Terminal
Fle £dt vew Cdl Timsfer Hep

D@ &3 0p &

Q0 - Quit from FSH73xxS Startup

Select option (1-7 or 0): 7
Resetting the password to factory defaults..../

?tarling FSM73xxS application...

————

started!

(Unit 1)>
Box is in recovery mode;Please configure password for admin

Box is in recovery mode;please configure password for enable mode

(FSH7328PS) #

connected om:07:35 Ao detsct 9500841 M

Setting the Admin and Enable passwords

« Switch - HyparTarminal =)

Fle Edi View Cal Transfer Help

0 & 2 DH &

(FSH7328PS) Hconfigure terminal
(FSH7328PS) (Config)husers passud admin

Enter old password:

Password Changed!
(FSM7328PS) (Config)H_

connected 00:02:52 AugD detect 9500 8L [

e @ The admin and enable passwords will
now be reset to factory defaults as
confirmed by output

e Once the procedure is completed the
prompt will return to the Privileged EXEC
mode (#)

e The admin and enable password are
now both reset to default (no password)

ADMIN PASSWORD
e Access the Config mode using the

Configure Terminal command

e The users passwd admin command will
enter the password mode for the user
admin

e Enter the old password (in this case press
enter as there is no old password)

e Enter and Confirm the new password
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« Switch - HyperTerminal
Fie Edi View Cal Transter Help

0 & 3 DH &

EEX

(FSH7328PS) (Config)hexit

(FSM7328PS) H
(FSH7328PS) >enable passwd

Enter old password:

Password Changed!
(FSM7928PS) >_

conrected 00/00:27 fuko detect 9600 81 [

Save the configuration and reload the switch

ENABLE PASSWORD

Exit the Config mode with the Exit
command

Use CTRL+Z keys to exit the Privileged
EXEC mode (#)

Type the enable password command to
enter the password mode

Enter the old password (in this case press
enter as there is no old password)

Enter and Confirm the new password

Before the changes can take place the switch will need rebooting. This will require the
configuration to be saved before power cycling, to avoid the changes to be lost.

« Switch - HyperTerminal
Fle Edt View Cal Trenser Help

D& & Dy

(FSM7328PS) >en
(FSM7328PS) Hcopy system:running-config nuram:startup-config

This operation may take a few minutes. o
Hanagement interfaces will not be available during this time

Are you sure you want to save? (y/n) y
Configuration Saved! @

(FSH7328PS)
(FSH7328PS) H_

conrected 00:07:18 Butpdetect 9500 8-N-1 HUM

SAVE THE CONFIGURATION

Enter the Privileged EXEC mode using
en or enable

Save the configuration using the
command copy system-running
nvram:startup-config

Enter Y when prompted

@®The configuration is now saved
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& Switch - HyporTarminal
Fle Edt vew Cal Transfer Hebp

De &3 0F &

(FSM7328PS) Hreload

fAre you sure you want to reload the stack? (y/n) v

Reloading all switches._

[ comected on:00:08 Aukn detect 9600 B-L [

RELOAD THE SWITCH
e Type the reload command to power cycle
switch

e Enter Y when prompted

e The changes will take place once the
reboot is completed and the user will be
required to use the new admin password
to login, and the enable password to
access the Privileged EXEC mode
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