NETGEAR

Connect with Innovation™

VPN Configuration of ProSafe Client and Netgear DG Router
Prerequisites:

Software: VPNGLO2 or VPNGLO5 (Version 5.04)
Hardware: Netgear DSL router with VPN support, PC with Windows XP, Vista or 7.

Introduction:
This document will guide you on how to create a VPN policy for any of the home DSL gateways

that support VPN, as well as how to configure the VPN Pro-Safe VPN client in order to allow a
Virtual Private Network to be established over the internet.

Netgear VPN Router
PC with ProSafe VPN Client WAN IP Address: 83.71.251.26
(VPNGLO1 or VPNGLO5) LAN IP Address: 192.168.0.1

»

Home Network
Network address: 192.168.0.0
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Checklist:

As we configure the Netgear DSL VPN Gateway, there will be information we’ll add which will
later be used in the configuration of the ProSafe Client Software. This information will be marked
with red numbered circles. The values we will use for this guide are already filled as light grey.

You can print this form to help keep track of this information.

QROOBdOC

Pre-Shared Key:
Client Identifier:
Router Identifier:

Client’s IP Address:

Router’s Network Address:

Router’s Network Mask:

Router’s WAN IP Address:
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Configuration of the VPN Policy on the DSL Gateway:

VPN Policies
Policy Table
# Enable Type Local Remote ESP

| AddAuoPoiicy | |

Add Manual Policy

VPN - Auto Policy

General
Policy Name
Remote VPN Endpoint

[T] IKE Keep Alive

VPN
Address Type.
Address Data:

Ping IP Address:

Dynamic IP address

Local LAN

IP Address Subnet address v @
Single/Start address: 19z 188 0 '
Finish address
Subnet Mask 285 285 _28%
Remote LAN
|P Address Single address A
Single/Start IF address: 132 168 100

Finish IF address:

Subnet Mask

IKE

Direction
Exchange Mode

Diffie-Hellman (DH) Group

Main Mode ~

Looal Identity Type Fully Qualfied Domain Name ~ 9
Data router.com

Remote ldentity Type Fully Qualfied Domain Name 9
Dsta client.com

Parameters

Enaryption Algerithm 3DES -

Authentication Algorithm
Preshared Key
SA Life Time

Enable PFS (Perfect Forward Security)

12345673

3600 {Seconds)

) () ()

e From the Router's GUI, go to
VPN policies under Advanced —
VPN.

¢ Click on Add Auto Policy.

The pre-shared key value
goes here.

This is your Pre-Shared Key.

Here we select “Fully
Qualified Domain Name” and
we give the client a name
This is your Client Identifier.

Here we select “Fully
Qualified Domain Name” and
we give the router a name
This is your Router Identifier.

Here we select “Single
Address” and we specify the
IP.

This is your Client’s IP
Address.

® Here we select “Subnet
Address” and add the address
and mask of our router.

This is your Router’s
Network Address and
Router’s Network Mask.

To accept this settings, click
on “Apply”
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Configuration of the VPN Policy on the ProSafe Client:

Before you start configuring the VPN Client, go through the Checklist at the start and make sure
you have all the information listed there.

o After installing the VPN Client
E] Software, click on the plus sign to
open the configuration panel.

o n
L} Netgear ProSafe VPN Client Professional (E=Hel

?

Configuration Tools
NETGEAR NETGEAR PROSAFE VPN Client Professional
(PROSAFE|

Built for Business

[£] Global P: Export

Moveto USE.. ¢ Right click on “VPN Configuration”

guration

Save Ctrl+s Canf 5. .
— R 1 and add a new Phase 1. It will be
added with the name Gateway.

Reload Test Config.
Reset Del

Mew Phase 1 Ctrl+N

@ | VPN Client ready |
J
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Configuration Tools 7

AR

NETG

E
(PROSAFE

NETGEAR PROSAFE VPN Client Professional

Bullt for Business

[E] VPH Configuration
Global Parameters
- Gateway

Authentication | Advanced | Certificate |

- 5
Ll Netgear PraSafe VPN Client Pm_ (o |

Remote Gateway 86.41.176.179

(7]

ication
@ Preshared Key

Confrm  sessssss

() Certificate
IKE
Encryption | 3DES =
auberteaton
Key Group [Dt

@ | VPN Client ready

Configuration  Tools ?

NETGEAR'

(PROSAFE|

NETGEAR PROSAFE VPN Client Professional

Built for Business

[=] vPn Configuration
~[£] Global Parameters
-~ Gateway

| Authentication | Advanced | certficate

- 5
L} Netgear PraSafe VPN Client Pro_ B =

Advanced features

Redun, GW

[CMode Config

[] aggressive Mode

m

X-Auth
[ %-Auth Popup Login
[ Hybrid Mode Password
Local and Remote ID
Type of ID: Value for the ID:

- i
Remote ID [DNS - | router.com|

124
6

@ | VPN Client ready

| [

¢ Click on gateway.

© The Remote Gateway field will be
the value of your Router’s WAN
IP Address.

@ Input the Pre-Shared Key that
you have used when creating the
VPN Policy on the Router and
click on the OK Button.

e Next, tick the checkbox next to
Use: Secure Gateway Tunnel.

@® The Local ID Type is DNS, and the
Value for the ID is your Client
Identifier.

©® The ID Type field will be the value
of your Router Identifier.
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h’ Netgear ProSafe VPN Ci
-

Configuration Tools 7

NETGEAR NETGEAR ProSare VPN Client Professional

Bullt for Business

[E] vPn Configuration | |Auﬂr|er|ﬁ(3ﬁnn Advanced | Certificate
i-[&] Global Parameters o . .
E=] ot - d features r ¢ Right click on the Phase 1 and
o Culec  fe Confi Redun. G click on New Phase 2. It will be
Py
Rename R hesave Moce NATT [pctomatie ] added with the name “Tunnel”.
Delete Del
New Phase 2 Ctrl+N
[ %-Auth Popup Login e
[ Hybrid Mode Password

Local and Remote 1D
Type of ID: WValue for the ID:

Local I dlient.com e Click on Tunnel.
Remote ID router.com N

@ | VPN Client ready | “—1

Wi Netgear ProSafe VPN Client Professional - —— | =B = ‘

Configuration Tools 7

NETGEAR NETGEAR ProSaFe VPN Client Professional
AFE|

Buliltfor Business

@ Here we enter the Client’s IP

— — Address.

[=] vPN Configuration IPSec | Advanced | saipts |
#-[2] Global Parameters
E 1 Gateway
~+© Tunnel

©® Here we add the Router’s
Network Address.

=1
=1

WPN Client address 192 . 168 . 100 . 1

Address bype | Subnet address -
Remote LAM address 192 . 163 . 0 . O

O Here we add the Router’s
Network Mask.

Qe O

Subnetmask 255 . 255 . 2

.0

ESP

Encypton (s e Make sure PFS is enabled with
Authentication m DH2 (1020) Group
Mode Tumel 7]
res e After you are done, click on
Group Save.

—

@ | VPN Client ready |

With this, the configuration is completed. Now we can try our VPN configuration and connect to
our router.
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Connecting:

To connect the VPN Tunnel we configured, do the following:

Configuration

[ Tools]

Console
Reset IKE

Connection Panel Ctrl+Enter

Cirl+D
Ctrl+Alt+R

Save |

Options...

r — N
L4 Netgear ProSafe VPN Client Professio o=
)

NETGEAR PROSAFE VPN Client Professional

siness

[Z] vPH Configuration
L..[E] Global Parameters
-1 Gateway

Lo Tunnel

P8ec | Advanced | seripts |

Remote LAN address

VPN Client address 182 . 168 . 100 . 1

Address type | subnet address hd

192 . 168 . .0

o

Subnet mask

ESP

Authentication |SHA-1 -

Growp [DH1(768)  ~

@ | VPN Client ready

———)

@) (#) ]

o Gateway-Tunnel

=,
= i il

Q00000200 /

Tunnel
Tunnel opened.

13:32
01/07/2011

a]en

Y | Gateway-Tunnel

e Go to Tools and click on Connection
Panel.

e Double click on the tunnel we
created.

e The tray notice box should tell us we
are connected.

e The Connection Panel should show a
green button indicating we are
connected.

Now we should be able to access the resources at the DSL Gateway’s network from our Client

PC.
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